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TO: Doug Feith
CccC: Honorable Condoleezza Rice
FROM:  Donald Rumsfeldjf..
SUBJECT: Afghan Warlords A0
R\
" I notice here that Zal Khalilzad is quoted as saying that the U.S. may also 7T
intervene to keep violent warlords apart. That is the first time I have heard any g\
American suggest that. I am concerned about it. L-‘”* *
.\
Please find out if Zal actually said it, and if so, what he bases it on. I think it is a "
worrisome issue. -
Thanks.
Attach.
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This SIRO Press Review was compiled in the National Security Agency's National Security Operations Center
{NSOC) by the Senior Information Resources Officer (SIRO) for use as background information by analysts
and to serve as an indicator of significant worldwide events which may be reflected in SIGINT.

THURSDAY, 28 MARCH 2002

HIGHLIGHTS

1. (AFGHANISTAN) American troops will stay mdeﬁmtely in

fghamstan as local power struggles and
rcmammg al-Qa'ida make 1t unposmblc to set g 98

cials say, The U.S. troops will

Administration pins its hopes for astable 7 fghamstan Elsewhcrc on chnesday, Afghan authorities released
Mullah Rehmatullah, an important Taleban commander after his powerful Noorzdi tribe threatened to cut ties
with the couniry's fledgling administration. Rehmatuliah, said to have been responsible for handling foreign
fighters who came to Afghanistan to fight alongside the ultra-Islamic Taleban, is the first detained Taleban
mwmonnes. Meanwhile, Afghanistan observed a day of national mourning on
Thursday for victims of a series of powerful earthquakes that began Monday, killing hundreds of people in the
north and making tens of thousands homeless. International aid agencies were rushing in food, medicines and
supplies to the stricken area. -AP/REUTERS, 27-28 MAR 02-

2. (MIDDLE EAST) Wednesday night, a Hamas suicide bomber burst into a crowded dining room of the Park
Hotel in the northemn Israeli resort town of Netanya, blowing himself up and killing at least 19 Israelis and
wounding up to 120, Earlier that same night, Israeli troops shot dead two Palestinian gunmen who tried to
infiltrate a kibbutz in southern Israel. -AP/REUTERS, 27 MAR 02-

3. (BEIRUT ARAB SUMMIT) Amid the chaos of angry words, walkouts and stay-at-home protests, Saudi
Arabia presented a peace plan Wednesday to an Arab summit divided by internal conflicts and historical
hatreds. The Palestinians walked out of Wednesday's session in a spat with Lebanon, which prevented a live
telecast of Yasser Arafat's speech to the Summit; however, repontediy the Palestinian delegates will return
Thursday for the second day of the Summit after Lebanon agreed to air Arafat's address to the meeting by
satellite from the West Bank. Saudi Crown Prince Abdullah’s proposal included a pan-Arab recognition of
Israel in exchange for the return of Arab lands. If endorsed Thursday by the entire Arab Summit as expected,
the plan may provide the basis for future peace negotiations. The Saudi plan has more strings attached than in
February, when Abdullah first sketched out the proposal. Reportedly added at Syria's suggestion, the plan
demands Palestinian refugees return home after decades of exile. The plan also demands a Palestinian state with
East Jerusalem as its capital. Israeli officials criticized the Saudi plan as being too vague. -AP/REUTERS, 27
MAR 02-

CAPSULES

1. (U.SJ/ITALY) American citizens in the Italian cities of Venice, Florence, Milan and Verona could be
targeted by extremist groups on Easter Sunday, the U.S. government warned on Wednesday. -AP, 27 MAR 02-
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2. (USJSAUDI/QATAR) U.S. officials said on Wednesday the American military was not leaving Saudi
Arabia, denying a report that the Pentagon had begun moving to shift its Gulf military headquarters from the
Kingdom to Qatar.-AP, 27 MAR 02-

— e ——

3. (U.SJ/INDIA) The U.S. endorsed a controversial anti-terronism bill approved by the Indian parliament on
Wednesday, saying it appeared to be consistent with democratic values and the constitution. -REUTERS, 27
MAR 02-

4. (VENEZUELA/COLOMBIA) Venezuela formally protested to Colombia on Wednesday over what it called
a "malicious” Colombian army report that left-wing guerrillas were operating from a base in Venezuelan
territory. -REUTERS, 27 MAR 02-

5. (RUSSIA) Russia plans to modernize all 15 of its T'U-160 bombers, capable of carrying nuclear-tipped cruise
missiles, a senior official said Wednesday. -REUTERS, 27 MAR 02-

6. (RUSSIA/IRAN/DPRK) Russia will finish building a nuclear power plant in Bushehr, Iran by 2005 and is
considering a tentative North Korean request for a similar plant. -AP, 27 MAR (2-

7. (YUGOSLAVIA) Faced with a U.S. deadline to hand over war crimes suspects, Serbia's government on
Wednesday defied a high court ruling and adopted a UN tribunal's rules allowing such extraditions. -AP, 27
MAR 02-

8. (BOSNIA-HERZEGOVINA) Bosnian leaders struck a deal Wednesday to give equal rights to the country's
three main ethnic groups, but Serbs would only agree to a weakened version, and Muslim and Croat nationalists
did not sign at all. -REUTERS, 27 MAR 02-

9. (PAKISTAN) The government said on Wednesday it was confident fugitives Usama bin Laden and Mullah
Mohammad Omar were not in the country, and it would not allow U.S. troops to look for them there. -
REUTERS, 27 MAR 02-

10. (PAKISTAN/CHINA) According to Pakistani reporting, the operational induction of three squadrons of
Chinese F-7 PG fighters will take place in Quetta on Wednesday, which will also hold the operational
retirement of F-6 Chinese aircraft. -FBIS, 27 MAR 02-

TRAVEL

1. SOUTH KOREAN FOREIGN MINISTER CHOI SUNG-HONG departed Seoul for Beijing on 27 March,

2. INDONESIAN PRESIDENT MEGAWATI SUKARNOPUTRI arrived in P'yongyang, North Korea on 27
March.

PREPARED BY MIKE BELTZ, NSOC SIRO, TEAM 4
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TO: Paul Wolfowitz
CC: Doug Feith

Steve Cambone

J.D. Crouch

ADM Ellis
FROM:  Donald Rumsfeld [\ :S)

~C

SUBJECT: Nuclear Weapons S
Attached is an interesting article on nuclear weapons in the 21% century. o™
Regards.
Attach.

06/27/00 Stephen M. Younger, “Nuclear Weapons in the Twenty-First Century,” Los Alamos
National Laboratory, LAUR-00-2850
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Nuclear Weapons in the Twenty-First Century

Stephen M. Younger

Associate Laboratory Director for Nuclear Weapons
Los Alamos National Laboratory

LAUR-00-2850
June 27, 2000
EXECUTIVE SUMMARY

The time is right for a fundamental rethinkmg of the role of nuclear weapons in national
defense and of the composition of our nuclear forces. The Cold War is over, but it has been
replaced by new threats to our national security. Technology, here and abroad, is inexorably
advancing. creating both dangers and opportunities for the United States. This paper
analyzes the future role of nuclear weapons in national security, describes the roles and
limitations of advanced conventional weapons in meeting strategic needs, and suggests
several alternate scenarios for future U.S. nuclear forces.

The principal role of nuclear weapons is to deter potential adversaries from an attack on the
United States, our allies, or our vital interests. Russia maintains very large strategic and
tactical nuclear forces. China is actively modernizing its nuclear arsenal. India and Pakistan
have dramatically demonstrated the ability of midlevel technology states to develop or
acquire nuclear weapons, There are grave concerns about the future proliferation of nuclear
weapons among such countries as North Korea, Iraq, and Iran. The nuclear age is far from
over.

Advances in conventional weapons technology suggest that by 2020 precision long-range
conventional weapons may be capable of performing some of the missions currently
assigned to nuclear weapons. Today, uncertainty in the location of road mobile missiles
carrying weapons of mass destruciion might require a nuclear weapon for assured
destruction. Future real-time imagery and battle management, combined with precision
strike long-range missiles, may mean that a conventional weapoen could effectively destroy
such targets.

Some targets require the energy of a nuclear weapon for their destruction. However,
precision targeting can greatly reduce the nuclear yield required to destroy such targets.
Only a relatively few targets require high nuclear yields. Advantages of lower yields include
reduced collateral damage, arms control advantages 1o the United States, and the possibility
that such weapons could be maintained with higher confidence and at lower cost than our
current nuclear arsenal.

Now is the time 1o reexamine the role and composition of our future nuclear forces. New
technologies take at least a decade to move from the concept stage to the point where we
can rely on them for our nation’s defense. And, advance planning is already under way for
the replacements of our nuclear capable missiles, aircraft, and sub-marines. Prudent thought
g}il:cn to this crucial subject will reap great dividends for the United States and for peace n
the world.
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INTRODUCTION

Nuclear weapons played a pivotal role in international secunty during the latter half of the
twentieth century. Despite rapid increases in communications, transportation, and weapons
technology, there has been no large-scale strategic conflict since the Second World War.
Nuclear weapons, as the most destructive instruments ever invented, had a stabilizing effect
on superpower relations by making any conflict unacceptably costly. However, geopolitical
change and the evolution of military technology suggest that the composition of our nuclear
forces and our strategy for their employment may be different in the twenty-first century.
The time is right for a fundamental rethinking of our expectations and requirements for
these unique weapors.

Nuclear weapons are one component of an integrated defense strategy that includes
diplomacy and conventional forces. The principal role of nuclear weapons was and
continues to be that of deterring any potential adversaries from an attack on America or our
vita) interests. This role is expected to continue for as Jong as nuclear weapons hold the
appellation of “supreme” instruments of military force. However, this does not mean that
their role in military planning will not change at all. Changes in the geopolitical
environment and the inexorable advance of military technology here and abroad suggest that
the position of nuclear weapons in national security policy will evolve with time. Given the
unique destructive power of nuclear weapons, it is essential that this evolution be planned,
1o the extent possible, with due consideration of the integration of strategic nuclear forces
into a consistent and comprehensive policy for national security.

Even with the dramatic changes that have occurred in the world during the past decade,
muclear warplarning today is similar in many respects to what it was during the Cold War.
The Single Integrated Operational Plan (S1OP) is focused on a massive counterattack
strategy that aims 1o eliminate the ability of an adversary to inflict further damage to
American interests. Nuclear weapons provide an assured retaliatory capability to convince
any adversary that aggression or coercion would be met with a response that would be
certain, overwhelming, and devastating. It is often, but not universally, thought that nuclear
weapons would be used only in extremis, when the nation 1s in the gravest danger. While
there has been some discussion of “single weapon” strikes against isolated targets, such as
sites of weapons of mass destruction, most of the attention in nuclear strategy has been and
is directed toward large-scale engagements. This may not be true in the future.

The advance of conventional weapons technology may result in the ability of conventional
weapons 10 perform some of the missions currently assigned to nuclear weapons. For
example, take the case of a road mobile ballistic missile. 1f one knows the location of such a
larget and if one can place a conventional weapon on that target with meter-scale accuracy,
then it can be destroyed without a nuclear weapon. On the other hand, if one does not know
the Jocation of the target 10 within many kilometers then even a nuclear weapon may not
destroy 1t. The key parameters required for target destruction are intelligence and precision
delivery, not the explosive force of the weapon. However, even if a weapon is precisely
delivered to the correct target point, countermeasures as simple as steel netting, boulder
fields, or decoys complicate reliance on conventional weapons with limited radii of
destruction.

The role of nuciear weaponry as the ultimate deterrent to aggression and the ultimate
destructive force in combat will likely lead to the retention of at least some nuclear forces
for decades to come. However, the composition of our nuclear arsenal may undergo
significant modification to respond to changing conditions, changing military needs, and
changes in our confidence in our ability to maintain credible nuclear forces without nuclear
testing or large-scale weapons production. Options for precision delivery of nuclear
weapons may reduce the requirement for high yield. Lower yield weapons could be
produced as modifications of existing weapons designs, or they could employ more rugged
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and simpler designs that might be developed and maintained with high confidence without
nuclear testing and with a smaller nuclear weapons complex than we envision is required to
maintain our current nuclear forces.

This paper attempts to look forward to the role that nuclear weapons might play in the
twenty-first century, starting about 2020. A twenty-vear horizon was chosen because over
this time scale it is possible to make reasonable projections of technology and some
assumptions about the probable threat situation. 11 takes about twenty vears for substantially
new weapons technologies to be developed and fielded into dependable military systems.
Since this is true for other countries as well as the United States, one can project the
development of potential adversarial capabilities to some degree. Of course, changes in
governments could occur quickly compared to this time seale. but the technology that would
be employed against the United States would proceed more slowly. This paper focuses on
state-to-state defense and does not explicitly consider terrorism or the rapid evolution of
entirely new state threats. It is unlikely that an emergent power would be able to develop the
technology necessary to confront the United States on a nme scale faster than two decades
without some obvious indicators that would enable our technological or diplomatic
response.

Why is this an important issue now? Current plans call for the deployment of the “next
generation” of strategic forces in about 2020, including replacements for inercontinental
ballistic missiles (ICBMs), the Ohio-class ballistic missile submarine, and perhaps even the
venerable B52 bomber. This strategic modernization will be expensive, and it is not 100
s00n (o begin the debate aver what kinds of straiegic forces are needed 10 meet future needs.

It takes at least a decade to deploy a new technology. and if research and development are
required. additional time may be needed. For such a kev component of national defense, it is
not sufficient to merely demonstrate that new sysiems work. There must be sufficient ime
to shake out the inevitable problems associated with new systems so as 1o make them
dependable beyond reasonable doubt of our own government and the governments of
potential adversaries. Time must also be allowed for the negotiation of treaties or other
international agreements that support the new force structure and that preclude the
marginalization of our forces by either a massive breakout or any other action that would
reduce the effectiveness of our forces. Finally, the twentieth century repeatedly
demonstrated that sweeping geopolitical changes occuy on a short time scale compared to
our ability to respond with new technologies or docirines. )t is imperative to consider the
widest range of potential options before a crisis develops and 1o maintain a sufficiently
robust research and development base to enable a response at thal tme,

The development of naval air power during the 1930s 15 a pnime example of the need to
evaluate the role of new technologies well before any anticipated engagement. The
development of radar and ballistic missiles during the 1940s is an example of technologies
developed during a conflict using preexisting foundations of research and technology. Some
investment in thinking about future strategic forces now could reap significant dividends in
the future.

Planning for future strategic defense is a highly complex affair that requires the
consideration of many possible contingencies. This paper 1s not intended to be a complete
analysis of such a complex topic. Rather, its purpose js 10 stimulate thinking about changes
in the international environment and (echnology that might be expected to influence the
makeup of our strategic warfighting capability.

In order to set the stage, ] first present a brief overview of the geopolitical situation that
might reasonably be expected to influence defense sirategy in 2020, This is followed by a
discussion of what weapons technology might be available to the United States and other
countries. Next, a discussion is given of some force structures, including weapons and
supporting infrastruciure, that might satisfy future defense needs. The paper concludes with
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a summary and suggestions for further work.
THE INTERNATIONAL SITUATION IN THE TWENTY-FIRST CENTURY

Before one can rationally discuss future defense needs, it is necessary to know what one is
defending against. The past decade has demonstrated the difficulty and danger of predicting
the geopolitical future, but there are some forecasts that can be made with reasonable
confidence and which can be used to guide further discussion.

Strategic Threats to U.S, National Security in the Twenty-First Century

Future national security threats to the United States might be divided into three major
categories: major power conflicts, especially those involving Russia and China; regional
conflicts, including potential nuclear states such as Iran, Iraq, or North Korea; and conflicts
involving terrorist groups and other nonstate organizations. Only the first two major
categories will be considered here, since it is arguable whether there is any role for strategic
nuclear forces in dealing with terrorism and substate threats. However, strategic conflicts
can be sparked by terrorist acts, as was the case in the First World War and other conflicts.

Russia — During the past 200 years European Russia has sustained a series of catastrophes
including the invasion of Napoleon, the Crimean War, the First World War, the Revolution,
the Second World War, and now the transition from a communist state to something else. In
each case the country recovered within a generation. Even after the Second World War,
when the country was essentially in ruins, it came back 10 Jaunch Sputnik within twelve
years. While one cannot predict what will happen in a country so volatile as Russia, it is not
unreasonable to assume that it will endeavor to return to a conventional military power
while continuing 10 rely on a significant nuclear capability. It is clear from Russia’s
investment in conventional military technology that it wishes to reassert its status in this
area and to continue a lucrative business in the international arms trade.

China — China’s international aims are in development, but their long stated intention to
“reunify” Taiwan into the mainland and their territorial moves in the South China Sea
indicate that they plan 1o play a broader role on the international stage. China has a small
nuclear arsenal but one capable of inflicting unacceptable damage on American territory and
interests. It is unclear at present what, if any, impact alleged Chinese nuclear espionage will
have on the modernization of its nuclear arsenal. However, it is worth noting that China has
several nuclear weapons systems in the advanced development stage including a new cruise
missile, which presumably can carry a nuclear warhead, and new land-launched and
sea-launched ballistic missiles. Road mobile nuclear capable missiles add a degree of
survivability to China’s limited nuclear arsenal. The desire to develop an operational
ballistic missile submarine is another suggestion that China is concerned about the
survivability of its nuclear forces and perhaps is a comment on its future goals of power
projection outside of the immediate Pacific area.

Other Countries — The nuclear tests of India and Pakistan again demonstrate that countries
will act in their own perceived national interests, sometimes in direct opposition to the
wishes of the United States or to previous treaty commitments or arrangements. Continued
tensions in South Asia, including Sino-Indian tensions, bear close monitoring, but they may
not directly involve the United States. The Middle East will continue to be a problem area
due to the misalignment of ethnic, cultural, and national borders. The prospects for Arab or
Istamic unification do not appear imminent at present, but historically this unification has
relied on a charismatic leader, whose advent is difficult to predict. Continued problems in
the Balkans and elsewhere in the world may tax American and allied conventional
capabilities, but such conflicts are not expected to assume a nuclear dimension in the
foreseeable future. North Korea is presumed to have at least some nuclear capability and has
demonstrated remarkable progress in ballistic missile technology, despite its perilous
economic condition. Japan and South Korea look upon North Korea’s nuclear ambitions
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with concern and could pursue their own nuclear programs if they felt uncertainty n the
American nuclear umbrella. Similar concerns could apply to Taiwan in light of recent
statements made by the People’s Republic of China.

Nuclear enpagement scenarios are not necessanly binary. Third countries may fee)
compelled to intervene in disputes between nuclear states or in conflicts involving weapons
of mass destruction that could spill over into their 1erritory or interests. For example, China
may feel a need 10 act in a nuclear exchange between India and Pakistan. Similarly, Israel
may feel a need to act in a major conflict of its neighbors that involved weapons of mass
destruction,

FOREIGN WEAPONS TECHNOLOGY IN THE TWENTY-FIRST CENTURY

Trends evident today suggest that by 2020 many countries in the world will have access to
several important technologies.

« Weapons of mass destruction: India and Pakistan graphically demonstrated the ability
of midlevel technology states to construct or obtain nuclear weapons. Chemical and
biological weapons are assumed 10 be within the reach of many countries today.

» Long-range ballistic missile technology: It is apparent that countries like North
Korea, Iran, India, Pakistan, and other countries have or will soon have the capability
10 project force at intercontinental distances. The developing international
marketplace in these technologies may make long-range missiles available to almost
any country that has the money and the basic technical capability to acquire and use
them. Although such missiles may lack the precision of cunent U.S. weapons, they
might be entirely adequate for the delivery of weapons of mass destruction.

o Space imaging: Commercial services already provide high-resolution images from
space. The technical capability to provide these images in real time to customers
around the world should be expected to develop. Whether international agreements
will be enacted 10 prevent collection against sensitive sites remains 1o be seen. At
some point. Third World countries will have the capability to Jaunch their own
intelligence satellites or will pay others to Jaunch them, thus bypassing the need for
commercial services.

« Russian weapons technology: Despite its economic troubles, Russia 1s committing
significant resources 1o the research and development of advanced conventional
weapons. Part of the reason for this is certainly to provide a credible defense of
Russia and its vital interests. However, Russia also sees a Jucrative international arms
market that appreciates the Jow cost and operational s:mphcnv of its weapons, One
might expect more countries 1o have access 10 “last generation” but quite capable
Russian military technology including missiles, air defenses, submarines, tanks, and
other systems.

« Advanced communications and computer technology: The spread of communications
and computer technology will serve as a force multiplier for a growing number of
countries. The ability to effectively employ a small number of electronic weapons
against a technologically and/or numerically superior enemy is a cost-effective
force-leveling tactic.

The United States will enjoy superiority in conventional and nuclear weapons as long as
adequate investments are made in research and development and in the deployment of the
resulting weapons systems. However, we should expect other countries to employ many of
our ideas in their own defense strategy including the simple copying of our technology and
doctrines. or the use of our technology to develop weapons systems of their own. They may
also attempt 10 exploit weaknesses in our advanced technology through means such as
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electromagnetic weapons. chemical and/or biological weapons, and other “asymmetric
means.”

U.S. DEFENSE TECHNOLOGIES IN THE TWENTY-FIRST CENTURY
Conventional Military Technology

Advances in military technology have been much discussed in the literature and are said to
be Jeading toward a revolution in military affairs. Relevant to the present discussion, there
are several advances in conventional weapons technology that deserve mention.

« Advanced precision munitions: It is already possible for cruise missiles to deliver
payioads 10 1argets hundreds of miles from their Jaunch point with few meter
accuracy. High precision for intercontinental missiles, either land- or sea-launched, is
also possible. Given that ballistic missile reentry vehicles armive on target with
velocities of thousands of meters per second. it is not necessary to have explosive
pavloads to destroy some classes of targets.

o+ Advanced real-time imagery and data fusion: Data collection from satellites and from
unmanned forward platforms will enable real-time remote battle management,
incjuding the direction of precision munitions to distant, even mobile, targets.

» Antiballistic missile technology will mature 1f the appropriate investment is made,
enabling some defense against limited missile attacks. Analogous defenses could be
developed against cruise missiles and aircrafl. although these threats are in many
ways a tougher problem due 10 the greater number of potential entry points and the
availability of stealth technology.

+ Information warfare may develop in such a fashion to enable the United States to
imerdict enemy command, contrel, and communications,

There has been much discussion of other advanced conventional technologies including
unmanned aircrafi, sensor technology, beam weapons, and so on. In this paper we will focus
on those technologies that could have a strategic impact and that are related to the changing
role of nuclear weapens. The importance of considering future defense against ballistic
missiles, cruise missiles, and aircraft cannot be overestimated. The inexorable advance of
technology will eventually make such defenses feasible and will put them within the grasp
of any country that wishes to have them. Such is the case now with reasonably sophisticated
air defenses. Long range strategic planners must at least consider the return of a traditional
“armor /anbarmor” competition even for strategic forces. Stealth technologies, advanced
countermeasures, and new technologies will affect these trades but will not change the
fundamental ability of defense technologies to influence strategic thinking.

Nuclear Weapons—Related Technology
Nuclear weapons pack incredible destructive force into a small, deliverable package. In
addition 10 their psychological deterrent value, they are the only current means of holding at
risk several classes of targets.

» Mobile targets, such as road mobile and rail mobile missiles

« Fixed moderately hard targets, such as missile silos

» Distributed targets, such as airfields or naval bases

« Hard targets, such as deeply buried command structures
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« Superhard targets, such as facilities Jocated beneath mountains

Conventional weapons might be able to address some of the missions currently assigned 10
nuclear weapons, but not all of them. Some targets, like missile silos and command and
control structures, are sufficiently hard that no conventional weapon will have the energy to
defeat them. Other targets, such as airfields and naval bases, are sufficiently dispersed that a
massive amount of conventional explosives would be required for their destruction. Even
though conventional weapons could damage or destroy such targets, they could do so today
only over an extended time frame and with the use of limited resources that may be required
in other theaters of operation. Future conventional weapons designs may change this, but
there are still Jimits on the amount of damage that can be caused with a given quantity of
high explosive. For these and other reasons, nuclear weapons are expected 10 continue 10
play a role in strategic doctrine, independent of their role as a psychological deterrent to
aggression.

The United S1ates employs a counterforce strategy that targets miliary assets that could
inflict damage to our national interests. We do not threaten cities or populations as in a
countervalue policy. although there is an implicit threat of doing so that is a potent element
of the deterrent calculus. American nuclear weapons systems are designed to hold specific
classes of targets at risk, using the minimum explosive forces necessary to accomplish the
mission. However, a sizable {actor governing the explosive force required to defeat a target
of given hardness is the precision with which weapons can be delivered. The evolution of
accurate delivery sysiems could change engagement strategies {or nuclear weapoens, in some
cases reducing the required yield or even eliminating the need for an explosion at all. Once
apain, the use of conventional weapons presumes a Jevel of detailed information on the
location and characteristics of the target that has so far eluded military planners. A relhiance
on precision conventional munitions for some strategic missions presumes a major
investment in intelligence collection and analysis 100ls, including accurate means of
assessing target damage following an attack. This is particularly imporiant for sirategic
targets such as mobile missiles or weapons of mass destruction that could, if they survive,
inflict significant damage.

Advances in military technology may change the makeup and use of our strategic forces in
several ways.

« Some important classes of targets. such as mobile missiles, might be effectively dealt
with by Jong-range precision conventional weapons. One can envision
submarine-launched ballistic missiles (SLBMs) and intercontinental ballistic missiles
(1CBMs). loaded with such precision weapons, which could be directed by real-time
intelligence 10 targets anywhere on the planet within 30 minutes. Maneuvering reentry
vehicles could enable these weapons to follow and destroy moving targets.

o A 5-kiloton (kt) nuclear explosive detonated on a 30-foot-thick missile silo door wil}
vaporize that door, destroying the missile inside. With precision delivery many hard
targets might be able to be defeated with nuclear explosives having lower yield than
we might currently employ. Such lower-yield weapons could use simpler and/or more
robust designs than we have in our current arsenal. Simpler, more robust designs, in
turn, might allow the nuclear arsenal to be maimained with a smaller maintenance and
production complex than is required 1o support the sophisticated, highly optimized
weapons in our stockpile. As in the case of advanced conventional weapons, the use
of lower-vield nuclear weapons against hardened targets could be made problematic
through the use of relatively simple countermeasures. In the example of a silo door,
shielding could be used 10 separate the blast from the door area, reducing the
effectiveness of the weapon.

« Widely dispersed targets require energy (yicld) for assured destruction. Several .
dispersed iower-vield weapons will produce the same effect as a single higher-yield
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weapon. Using multiple weapons on a single target assumes that fratricide effects can
be dealt with in planning multiple nuclear bursts in a single target area. Such an
approach also requires a larger number of weapons, a factor that would be more
challenging if deep cuts in weapons numbers are negotiated. A benefit of lower-yield
weapons is that the collateral damage sustained by the near-larget arca may be
reduced, an imponant factor in attacks near urban areas.

» Some very hard targets require high yield 10 deswroy them. No application of
conventional explosives or even lawer-yield nuclear explosives will destroy such
targets, which might include hardened siructures buned beneath hundreds of feet of
earth or rock. For such purposes it might be desirable 1o retain a small number of
higher-vield nuclear weapons in the arsenal as deterrents against enemy confidence in
the survival of such targets.

« Superhard targets, such as those found under certain Russian mountains, may not be
able to be defeated reliably by even high-vield nuclear weapons. In this case, one
might use a different strategy such as “functional defeat” in which power,
communications, or other vital functions are eliminated or denied without the
physical destruction of the main target. Alternately, one might use nepotiations to
eliminate a target, barpaining away a limited set of special 1arpets for concessions on
Qur part,

These proposals are a departure from conventional thinking on nuclear jssues. For example,
our ability 10 negotiate away superhard 1argets would be very difficult at best. Others, such
as the ability of precision advanced conventiona) muniions 10 hold at risk mobile and other
sofi-point tarpets. are more realistic and require only projections of current technology. In
the latter case. a challenge may come from arms control concerns of other countries that see
their own nuclear forces made marginal. Also, potenhal adversaries may use “asymmetric
teans” 10 counter our advanced technology.

An important consideratian in thinking about lower-yield nuclear forces for most of our
sirategic nuclear requirements is that such weapons could be much simpler than our current
highly optimized nuclear designs. Given sufficient throw-weight on our missiles, we could
use gun-assembled or other simple. rugged designs that might be maintained with high
confidence without nuclear testing. Such designs would require a signmificantly smaller
industrial plant for their maintenance than our current forces. 1f based on uranium weapons °
designs. a imuch smaller plutonium infrastructure would be required. Other technologies
specific to high-vield nuclear weapons could be placed in a standby mode rather than a
production mode. Finaily. simpler weapons might be maimained with higher confidence for
longer periods by a weapons staff that has little or no direct experience with nuclear testing,
However, should the country elect to follow such a path it will stil] be necessary to retain
expertise in more sophisticated nuclear designs as a hedge against changing conditions in
the future.

There is an additional, nontechnical, consideration that will influence future nuclear policy.
Given current and projected scientific capabilities, it is difficult or impossible to confidently
field a new, highly optimized, nuclear warhead design without nuclear testing. For this and
other reasons, the United States intends to maintain 11s exisiing nuclear designs into the
indefimte future. This is a fundamental change in how we maintain our arsenal. Recent
concerns about esptonage in the weapaons program raise questions about our ability to keep
weapons designs secret over many decades. Some in the intelligence community contend
that a fixed target, such as our nuclear designs, will be compromised by a determined
adversary given sufficient time. Information about our designs could provide important
guidance to countries that wish to improve their own nuclear arsenals. Such information
would aiso be advantageous to countries attempling 1o optimize some future ballistic missile
defense system of their own for use against our systems. Finally, it could assist potential
adversaries in deploying their strategic forces in a manner designed to make it difficult for
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us 10 assure their destruction.

Planners need to consider what we will do when. and not if. the details of our nuclear forces
become known by a potential adversary. There are several paths that could be employed
here. including disinformation, counterintelligence. etc. One path that has been proven to
work has been to change our forces on a regular basis in response to evolving military
requirements and technology options. The centification of substantially new nuclear
weapons designs is difftcult or impossible to do with high confidence without underground
nuclear testing. However, the United States has a large archive of previously tested designs
that might be fielded with reasonable confidence 10 meet evolving military needs. In
addition. the current stockpile has significant flexibility for modification for new
requirements. Such flexibility was most recently evidenced by the modification of the B61
bomb to provide earth-penetrating capability. A move toward a mixed force of long-range
conventional and lower-yield nuclear weapons with improved accuracy would be another
means of meeting this need. Such decisions need not be exclusive. It may be wisest to
employ muitiple technologies. both nuclear and nonnuclear, 10 create a robust future
stratepic posture.

STRATEGIC FORCES TO MEET FUTURE DEFENSE NEEDS

Planning strategic forces is a highly complicated affair that must include technical,
geopalitical, and military considerations. A ful] analvsis is not anempted here. The purpose
of this section is to suggest some broad options thai can be used as staring points for more
detailed treatment. Although this section concenmrales on sirategic forces, it is worth noting
that several countries possess potent “nanstrategic” nuclear forces that are designed for
1actical engagements. Nonstrategic forces include nuclear ariillery shells, atomic demolition
munitions, short-range mussiles. and air-delivered bombs. While such weapons are typically
lower in yield than most strategic bombs and warheads, they are still nuclear explosives
with destructive power vastly greater than conventional weapons. One might expect the
division between “tactical” and “'strategic™ weapons to blur in the future. especially if
significant reductions in strategic arsenals occur.

Scenario 1: Status Quo

Nuclear weapons represent the ultimate defense of the nation. a deterrent against any and all
potential adversaries. Combined with diplomacy and conventional military capabilities,
nuclear weapons have helped 10 avoid a large-scale conflict between Jeading world powers
for over fifty vears. This is an astonishing achievement given the acceleration in
communications and transportation that took place during this time. When the Cold War
ended, the U.S. nuclear stockpile consisted of a set of highly optimized warheads and
bombs on highly reliable missiles and aircraft. These weapons systems were designed
primarily 1o counter the massive Soviet threat. They were and are the most advanced of their
kind in the world. Current plans call for them 10 be retained essentially indefinitely. There
are several good reasons for this.

« These weapons are safe, reliable, and meet performance requirements.
» We have nuclear test data that support our understanding of their operation.

» New warheads of comparable capability are difficult or impossible to field without
nuclear testing.

« They can be modified in many ways to respond 1o changing military requirements, as
was done when the B6] bomb was modified to give it an earth-penetrating capability.

This scenario maintains a triad of ICBMs, SLBMs, and bombers. More than one type of
weapon is maintained in each leg of the tnad to provide backup capability should one
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weapon type encounter a problem. This strategy served us well during the Cold War. Given
the rapidity with which the geopolitical situation can change, there is merit in following a
prudent and conservative path for future nuclear forces.

There are several potentjal disadvantages to maintaining the existing stockpile indefinitely.
Over time such highly optimized systems may be less well suited 10 military requirements.
Refurbishment and other changes will be made to aging warheads and bombs, changes that
might be difficult to certify without nuclear 1esting. Also, the cost of maintaining these
weapons is high for both DoD and DOE. In the case of DOE, an extensive infrastructure of
laboratories and plants is required for the Stockpile Stewardship program, including a new
manufacturing capability for plutonium pits. Finally, the current stockpile may not be
credible against some set of potential adversaries. For example, if a national emergency
were 1o develop that involved the imminent use of weapons of mass destruction against
American interests, would an adversary consider our threat of a multiwarhead attack by the
Peacekeeper JICBM or a Trident SLBM as overkill and hence not a realistic threat? Such a
reliance on high-yield straiegic weapons could lead to “self-deterrence,” a limitation on
strategic options, and consequently a lessening of the stabilizing effect of nuclear weapons.

Scenario 2: Reduced Stockpile of Existing Designs

This scenario assumes that arms control initiatives have make it advantageous to the United
States to greatly reduce our stockpile of existing nuclear weapons. It is similar to Scenario 1
with lower force levels. One can debate the merit of eliminating one arm of the strategic
triad or the nonstrategic (i.e. tactical) nuclear forces under such circumstances, depending
on the depth of the reductions. Cost savings associated with reduced numbers are not
directly proportional to the number of weapons since a significant infrastructure is required
to support any 1ype of modern nuclear design. The cost advantage would be in the size of
the required production plant and not in the diversity of technical capabilities that are
required.

At very low stockpile numbers it may be useful to explicitly consider a “flexible stockpile”
strategy that takes advantage of the flexibility inherent in current nuclear weapon designs.
The United States could have a mixed force of weapons based upon current types suitably
modified to meet evolving military needs. Special consideration might be given 10
maneuvering reentry vehicles that can deal effectively with enemy defenses. One could
consider tailored output weapons for special applications such as those that produce an
enhanced electromagnetic pulse for the disabling of electronics or those that produce
enhanced radiation for the destruction of chemical or biological weapons with minimum
collateral damage. (There is serious doubt in the nuclear weapons community as to whether
such systems could be introduced into the stockpile without additional nuclear testing.)
Careful consideration must be given 10 single-point failure in a reduced stockpile. For
example, the use of a common missile or a common warhead for ICBMs and SLBMs would
save money but would introduce a potential single-point failure in the majority of strategic
forces.

In selecting weapons that would be maintained in a smaller force structure, consideration
might be given to those that are the most rugged, the easiest and cheapest to maintain, and
the most flexible. Highly optimized weapons may be more efficient, but efficiency can
come at the cost of complexity of maintenance. Without nuclear testing, small changes
caused by natural aging or required component replacements will introduce some
uncertainty into the stockpile, uncertainty that must be figured into military strategy.
Understanding such uncertainty is especially important if the number of weapons types is
reduced, admitting the possibility of single-point failure of a large part of the force. It may
be advisable to view ruggedness and ease of maintenance as principal criteria for the
selection of the types and distribution of weapons within a reduced stockpile. Given the
uncertainty of future miliwary needs, the ability of a weapon to be maintained, modified,
and/or certified without nuclear testing may also be an important element in the decision
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process.
Scenario 3: Mixed Conventional and Nuclear Strategic Forces

Reasonable assumptions about the development of advanced conventional munitions Jeads
10 a scenario where the strategic workload is carried by a combination of nuclear and
nonnuclear forees. It is possible 10 envision nonnuclear components to each of the arms of
the strategic tnad. Using conventional ICBMs and SLBMs, or their projected replacements,
one could design reentry warheads to achieve high accuracy. These warheads would contain
“smart" guidance syvsiems that would receive intelligence handoffs from satellites or other
sources before and/or during flight. Such systems would know that a target exists in a
general area, be aware of its potential movement and signatures, and be able to home in on
1t. Given the kinetic energy of a reentering warhead, it might not be necessary for the system
1o contain high explosives. Hitting the target might be sufficient to destroy it. Similar
warheads could be developed for cruise missiles that could be launched from bombers,
submarines, or surface warships. In the case of cruise missiles, the lower velocity of
delivery would require a high-explosive warhead.

A nonnuclear long-range weapon would be especially useful against limited numbers of
time-urgent weapons of mass destruction targets such as biological weapons warheads that
were in preparation for use against U.S. forces. Long-range nonnuclear weapons wouid
enable such targets to be destroved without causing the United States to be the first to
employ nuclear weapons in a conflict. The use of nonnuclear strategic weapons against
Russia. China, or other nuclear states would require care, since the appearance of such a
weapon on long-range sensors might be indistinguishable from a nuclear attack by the
United States.

A word of caution is needed on the use of precision munitions for high-value strategic
targeting: The Kosovo conflict demonstrated very clearly that just the ability to place a
weapon on the designated aim point is not enough to ensure mission success. Inaccurate
target coordinates provided to pilots sometimes resulted in weapons being delivered very
precisely to the wrong spot. Effective utilization of precision munitions demand that a
premium be placed on the collection and the analvsis of target information. This includes
postattack damage assessments that determine the need for follow-on artacks and the ability
of the adversary 1o use its weapons for offense or defense.

The nuclear compeonent in this scenano could take one of several forms. First, one could
employ a small number of existing weapons designs to retain a traditional counterforce
deterrent strategy. Second, one could modify existing designs to reduce their yield, relying
on precision delivery to help achieve military objectives. In this case one could use existing
reentry warheads or develop new ones with the precision guidance necessary to destroy
moderately-hard-point targets with low yield. Third, one could design and deploy a new set
of nuclear weapons that do not require nuclear testing to be certified. Such weapons might
be, but do not need to be, based on simple gun-assembled vranium designs that do not
require a plutonium infrastructure and that do not require the same sophistication in nuclear
weapons science and engineering as our current stockpile. However, nothing comes for free,
and one must recognize that such simple weapons have important, perhaps fatal, tactical
limitations that would preclude their use in some engagement scenarios. Also, such simple
devices would be based on a very limited nuclear test database and would require extensive
and expensive flight testing to assure that they could be delivered with the required
precision. Fourth, one could consider a combination of new or modified low-yield warheads
and some existing higher-yield designs to be retained against the possibility of unexpected
developments in adversaries’ defenses or of the need to hold very hard targets at risk. In this
case one would need 10 retain much of the infrastructure of the current stockpile to ensure
the continued performance of these highly optimized weapons. Savings could be achieved
in the size of the plant complex required to remanufacture components and complete
Weapons.
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Scenario 4: Prospects for Wholly Nonnuclear Strategic Forces

1t 1s almost impossible to conceive of technological and political developments that would
enable the United States to meet its defense needs in 2020 without nuclear weapons. There
are several reasons for this. First, nuclear weapons continue to play a vital role in deterring
other countries from launching significant military strikes against America, our allies, or our
vital interests. The rea) threat of not just military defeat but national annihilation is a potent
deterrent now and should be expected 10 remain so for at least the next few decades.
Second, it does not appear possible with current or projected technology to assure ourselves
that there are no—and never will be anv— nuclear weapons in the hands of potential
adversanes. Given the unique destructive power of nuclear weapons, an asymmetry of this
kind should be unacceptable 1o American military planners. Third. the development of
antiballistic missile defense is encouraging, but the assumption that a Jeak-proof shield can
be fielded by 2020 is debatable. Fourth, some 1argets will not be able to be held at risk by
any type of conventional weapon because of their extreme hardness. Fifth, the ability of an
adversary to deliver a nuclear weapon by aircraft, cruise missile, naval vessel, or by
clandestine insertion into this country are additional concems bevond the Jong-range
ballistic missile threat. Lacking the ability to deter such threats and to respond in kind
would open up the country to blackmail.

Itis critical in any discussion of strategic forces to consider the overall stability provided by
technology and policy. Such calculations have become considerably more complex in the
multipolar world that is expecled 10 persist at least over the time scale addressed in this
paper.

The future is unpredictable, but we can count on it to be dynamic. Strategic thinking must
be flexible and must consider the evolution of several possible futures, each of which has
branches that are contingent on the geopolitical situation and technological capabilities here
and abroad. Countries will respond to technology and policy developments in the United
States and elsewhere. We must be careful that any changes 10 our strategic position make
the overall situation better and not worse.

Russia has already promised that it will use “asymmetric means" to counter advanced U.S.
technology. Official Chinese publications indicate that China will likely follow a similar
strategy. The capabilities of their own research and development compiex should not be
underestimated. While Russia cannot yet match the United States in the most sophisticated
technelogy, it has shown a remarkable ability to achieve military objectives through
cleverness and sometimes through brute force. Finally, the development of advanced
conventional strategic weapons could push the Russians 1o an even greater reliance on
high-yield nuclear weapons. Rather than an evolution toward some fixed strategy, strategic
thinking should be done along a flexible time line that recognizes changes in the world and
n military technology. What may work at one time may not work at another time when the
situation has substantially changed.

One “asymmetric” counter to advanced technology is cyber-warfare, including
non-explosive weapons that could disable or render ineffective advanced conventional or
even nuclear munitions, Precision kill requires sophisticated electronics, and electronics can
be affected by various means such as radio frequency or microwave weapons. Russia’s
electromagnetic weapons program is perhaps the most advanced in the world, and at least
some of this technology has been shared with China. Given the uncertainty in future
advanced weapons technology. the United States may wish to retain some higher-yield
nuclear weapons as hedges against the development of potent point or area defenses. The
development of antisatellite weapons would create a similar complication to the United
States if we were to rely on advanced conventional weapons that require precise targeting
information to be effective.
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Arms control initiatives will play an important role in the planning of future strategic forces.
Proposed deep reductions in nuclear stockpiles may be a motivation for using conventional
weapons as part of the strategic weapons mix. Such a decision will strongly depend on
whether warheads or launchers are the counted quantity. If nuclear warheads and not
delivery vehicles are the counted quantity, then existing or new launchers can be equipped
with advanced conventional warheads. If missiles and aircrafi are the counted quantity, we
will need to be careful about treaties that allow only one warhead, nuclear or conventional,
on a missile. Maintaining an effective deterrent requires a minimum number of nuclear
weapons, and the dilution of our forces with conventional weapons could drive us from a
counterforce strategy (military targets) to a countervalue strategy (cities) with attendant
ethical and perhaps legal problems.

Arms control agreements can assist in strategic planning by restricting certain classes of
weapons or targets, If, in some scenario, our weapons are particularly susceptible to nuclear
interceptors, then we may wish to negotiate the elimination of nuclear interceptors in retum
for some other concession. If we are unable to destroy one or more targets by any weapon in
our arsenal, we may want 1o attempt to negotiate away the target in return for assurances
that we will not construct similarly hard targets in the United States. Such negotiations are
by nature complex because they involve giving up different commodities on each side.
However, the advantages of reduced reliance on nuclear weapons, with their large radii of
destruction, might be an incentive. Also, the development of new conventional strategic
weapons, the use of which might be incorporated into nonnuclear war planning and that will
not necessarily lead to national destruction, should be considered with care.

One of the features of nuclear weapons is that they are so destructive that their use is
reserved for only the most extreme cases. Making strategic weapons more “usable” could
start the United States on a path of escalation that could exacerbate and not reduce the
potential for war. Conversely, lowering the threshold for using nuclear weapons in response
to a strategic situation could raise the level of care with which countries interact. This points
to the need for a detailed stability analysis to be performed as a prelude to any arms control
negotiations. Such an analysis must explicitly include the balance of nuclear forces, the state
and projected future of ballistic missile defenses, and the ability of advanced conventional
weapons to perform missions formerly assigned to nuclear weapons. The weapons research
and development programs of potential adversaries will provide input to this analysis by
providing pointers to future defense capabilities. And, of course, any analysis of future
strategic weapons needs must necessanly consider the possible geopolitical situation that
will be present at the time of their deployment. Finally, the distinction between tactical and
strategic nuclear weapons will fade for small stockpiles. Both types of weapons must be
included in negotiations for overall stability to be maintained.

Another important consideration in planning future strategic forces is cost. Nuclear weapons
systems are sometimes considered expensive 10 maintain due to their complexity, their
unique characteristics, and the lack of private industry support of some components of their
infrastructure. In fact, nuclear weapons are cheaper to develop and 1o maintain than very
large conventional force structures. This was the reason why NATO chose to rely on nuclear
weapons as a principal part of its defense against the massive Soviet conventional threat in
Europe. Nuclear weapons are considered expensive today because they are primarily
strategic in nature and we are in the midst of a “strategic pause” that has lessened the
perceived need for strategic weapons.

For the DoD, costs include operations, maintenance, and the development of next
generation capabilities that will replace current systems upon their obsolescence. For the
DOE, costs include the operation of the weapons laboratories and production plants and the
material costs associated with weapons refurbishment. To first order, the cost of maintaining
the DOE nuclear weapons complex is independent of the number of weapons in the
stockpile. Some capability in uranium, plutonium, and other special materials is required.
Scientific capabilities must be maintained, especially in those classified areas unique to
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nuclear weapons, to enable informed decisions to be made on weapons aging, component
replacements, and future modifications. Tritium has some variable cost, as it must be
produced 1o support some fixed number of weapons. Plutonium pit production can be
maintained at a small rate at Los Alamos, but any stockpile above about one thousand
weapons will require the construction of a new large production plant 1o replace the Rocky
Flats facility, which ceased production in 1989. Should the country go to a precision
low-yield nuclear force that is based on uranium rather than plutonium, the cost of the large
pit-production facility could be avoided, and the remaining high-yield weapons that did
enmploy plutonium pits could be supported by a modified Los Alamos plutonium facility.

SUMMARY

The end of the Cold War, the evolution of new regional threats to international security, and
the stated desire of many countries to reduce or eliminate their nuclear arsenals suggest that
the time is right for a fundamental rethinking of the role of nuclear weapons in national
security. Nuclear weapons, as the most destructive instruments yet invented, must be
considered as part of a coordinated national security program that employs diplomacy, arms
control initiatives, and conventional forces to optimize stability and peace in the world.

Technology assessments suggest that advanced conventional weapons delivered by ballistic
or cruise missiles could defeat many targets that are presently targeted by nuclear weapons.
Precision delivery of nuclear weapons would enable some classes of hard targets 10 be
defeated with much lower yields than are currently employed. Some number of current
nuclear weapons designs might be retained in order to address very hard targets or for
traditional deterrent roles. Simple, rugged nuclear weapons designs that might be
maintained at relatively low cost and without the need for nuclear testing might be a part of
such a strategy.

Nuclear weapons cannot be uninvented. Nor can we assume that their role in strategic
deterrence will never change. Prudent thought given to the role of nuclear weapons in the
twenty-first century will reap handsome dividends for the national security of the United
States and for the stability of the whole world.
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22. GAQ Calls Kavy Lax On
Emplovee Fraud

Report Cites Personal Shop-
ping Charges

By Brian Faler, Special to The
Washingion Post

Scores of Navy employees
al two San Diego facilities
have been using povemment
credit cards 1o buy their
poceries. And Jugpage. And
DVD plavers. And almost
none of them have been pun-
ished.

The General Accounting
Office, the congressiona)
watchdop agency that has been
mvestipating emplovees at the
two centers, reponed last week
thal many there have been us-
ing those cards for personal
shopping sprees. And, despite
previous  warnings, congres-
sional hearings and investiga-
tions, the GAO said, the Navy
s1ill isn't doing enough 10 siop
them.

The cards, which look and
work much like regular credit
cards, were created 10 help cut
dewn on bureaveratic red tape
for government purchases of
goods and services,

But GAO investigators,
along with several members of
Conpress, say the Navy has
taken the pyogram 100 far, dis-
tributing the cards  “willy-
nilly," In the words of one
senator, without any credi
checks and with virtvally no
oversight or enforcement.

"Every shred of evidence
that 1 bave seen savs that inter-
ns] conmols at the Pentagon are
weak or noncxistent," Sen.
Charles E. Grassley (R-lowa)
told the House government ef-
ficiency  subcomminee  last
week. "That means there is an
army . . . authorized 1o spend
moeney with no checks and bal-
ances. The potential for abuse
and fraud 35 virrually unlim-
ied.”

Grassiey and Rep. Stephen
Hom (R-Calif)), chairman of
the House panel, have asked
the GAO 10 expand its probe in
the Defense Department 1o de-
leymune whether therse 3s 2 lar-
ger problem of credit card
abuse. The GAO has reported
on sinular problems st the
Education Departmient.

Officials sepresenting the
Defense Department, as well
as others 1epresenting the two
Navy ceniers, scknowledged at
the subcomumitice hearing that
credit card fravd continues to
be a problem among employ-
ees, but they said they are
clamping down on 1he abuses.

“"We are painfully aware
of the issues of purchase cards,
end 1 am here personally to
comnmit that we will make sure
these cards are used appropn-
ately," said Deidre Lee, a de-
fense procuremen officisl.

Lee and other defense of-
ficials blamed the two naval
facilities’ previous manage-
mem for the lax enforcement
and said thal officials have
since reduced the number of
cards circulating and have ex.
panded the offices responsible
for oversecing the accounts.

There are now 1.7 millien
Defense Deparimem cards in
circulavion, Cards were used
during fiscal 200] 10 ring up
39 billion in charges. Some
charges are billed disectly 10
the federal povernmem; most
are sent 1o the individual card-
holder, who, afier paying the
bill, is supposed 1o be 1¢im-
bursed by his or her agency.
Most cards have a credit limit
of $2,500 per vansaction.

Al Jast week's hearing,
Grassley cited one woman,
Tanya Mays, as 8 particolarly
egregious offender at the Navy
Public Works Center in San
Diego, He said that, according
10 GAO records, Mays charged
almost $12,000 to her govern-
ment card -- including a per-
scnal computer, a2 kilchen
range,pift  cemificates  and
clothung. Both the Navy and
the U.S. atiorney in San Dicpo
declined 1o pursue her case,
Grassley said, and Mays trans-
ferred 10 the Army, where she
35 now a budget analyst. She
was not asked 1o yepay the
money, he said.

Mavs could not be reached
for comument. The Post e-
mailed her and asked the
Army's press office to forward
its requests to her, The office
declined 10 provide Mays's
phone number, saying it was
pivate. They added that be-
cause she was never prose-
cuted, they have no record of
the alleged impropneties.

Grassley said he named
Mays out of frustration, add-

ing, "When vov put one of
these cards under the micro-
scope. it seems like the whole
problem comes into  much
sharper focvs.”

Los Angeles Times

March 17, 2002
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23. U.S. To Resume Viegues
Training

By Reuters

SAN JUAN, Puerio Rico -
- The Navy will conduct a new
round of training exercises on
the islang of Viegues in 8 few
weeks, a8 move that proiest
proups said Saturday would
reactivate their civil disobedi-
ence campaign.

A press assisiant for the
governor's office said that Sec-
rewary  of Staie  Ferdinand
Mercado recesved 3 Jenter from
the U.S. Navy Friday inform-
ing him that 1 would conduct
aboul 22 days of taining from
as early as Aprnil 1.

Groups opposing the use
of 1the 23.000-2cre island as a
Navy waining and bombing
sange said they would try 1o
disrupt the maneuvers through
by sneaking onto the bormnbing
range during the training.

The protesis would be the
first since the civil disobedi-
ence campaign was halied afiey
Sept. 11.

Washingion Times
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24, Hi1 By Inmate, X-Ray
Guiards Reassigned

GUANTANAMO BAY
NAVAL BASE, Cuba (AP) —
Two puards at Camp X-ray,
the detention center holding
300 al Qaeda and Taliban
puernllas, were ransferred af-
ter an inmate stuck one of
thern, military officials said
vesierday.

Two male soldiers at the
field hospital were resssigned
afier a derainee hit one of them
while being escored to the
hathyoom. said Pat  Alford,
comumander for the fleet hospi-
tal. The puards usually travel
I paire,

The detainee, who was be-
ing teated for bone Joss in his
forearm. was sedated for one
night afier the disruprion.
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Earlicr yesterday, Cap
Shimkus, commanding offy
of the Guamanamo Bay Nava
Ba.".e, said the soldiers were re-
assipned after "breaking the
mlcs_." But "the initial 1eport
provided by a2 military officia)
was incomect,” spokeswoman
Maj. Rumi Nielson-Green said.

) The two men were reas-
signed to Camp X.ray and
could evenrually return 10 the
fieet hospital,

Since the first captives ar-
rived a1 this 7emote outpost in
Januvary, some have spal on or
yelled at the guards, One in.
maic bil 2 soldier.

A hunger strike that began
on Feb. 27 but has since fiz-
zled apparently was prompted
by a guard who stripped an
inmaie of a towel he put on his
heed for moming Jslamc
prayers.

Delainees Jarer said the
strike was a)so 1o proiest thewr
indefinite detention.

On Sarurday, five detam-
ees skipped dinner, 12 skipped
lunch and seven skipped
breakfast.

Military officials also said
yesierday 1that two other male
soldiers a1 the hospital were
reassigned afier sequesting a
transfer.

The two men were moved
to adminiswative duties shorlly
afier the furst batch of inmates
artived in Janvary, said Manne
Maj. Stephen Cox, 8 spokes-
man for lﬁc deiention mission.

The two men “simply
were uncomiortable in that en-
virorunent," Maj. Cox said.

The captives, accused of
having links 10 cither the fallen
Taliban regime in Afghanistan
or Osama bin Laden's al Qaede
1erorist nerwork, gre expecied
10 be moved from the hastly
buit Camp X-ray to Delts
Camp by next month.

Delta Camp will be
equipped with toilets, beds and

venylation and  evenuslly
could be expanded to hold
more thzn 2,000 detainces.

New York Times

March 18, 2002

News Analvsis

25, Bush Finds That Ambi-
ity Is Part Of Nuclear De-
lerrence

By David E. Sanger
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}oz Secretary of Defense ' o R
F Deputy Secretary of Defense @f7¥

o

From: Pete Aldrid

Subject: C-17s/C-1301s far Europe L -
iy
I just received the attached letter from Lockheed Manin and Boeing regarding a proposal

to provide potential production and cmglovmenl in Europe to produce sections or

components of the C-T7 and C-130]s, in exchange for a commitment 1o buy these
aircraft. This, obviously, would have a major impact on the future of the A-400 military

aielift aircraft.

We are working a strategy tor how to respond. {6‘6

%{3{0*

Action: None for now. [nformation Quly.

SENSITIVE
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The Boving Coenpatiy
P.O. Box 516 M/C 3100-10135
St Lonls, MO 631850315

[} -;.'—”
SOEING

March 22, 2002

Mr. Edward "Pete” Aldridge

Under Secretary of Defense (Acquisition, Technology, and Logistics)
The Pentagon, Room 3E933

Washington, D.C, 20330

Dear Secretary Aldridge:

We appreciate your engagement and candor during our recent discussions with you regarding the overall
defenss pogture in Europe and more specifically, the near term airlift shortfall in Europe. As a follow-up
to those discussions, we at Boeing and Lockheed Martin bave jointly evaluated the airlift requirements
facing Europe and continue to be convinced thax a hi-Jow mix of C-17s and C-1307 offer an ideal and
timely solution to meeting their requiternents. Recent military action in Macedonis, Bosnig, and most
recently "Operation Enduring Freedom" has highlighted the airlift shorifhil, while validating the
tremendous capability and flexibility ¢ mix of C-17s and C-130Js provide. These aircraft provide a
responsive capability across the full spectrum of airlift requirements ranging fom austere, shott field
tactical operations, to the movement of large outsize cargo delivered directly into the conflict erepa. A
Européan commitment 1o these products would insure NATO and our coalition partners have
lnteroperability with US air mobility forces, and could provide remendous logistics adventages.

We clearly recognize that selection of 2 new sireraft, and the proposed developraent of the A4Q0,
represents for Europe more than just a rapid deployment cepability. Rather it is a complex mix of jobs,
national pride, and tsctmology development. To date, the A400 bas not enjoyed unified suppert from the
participating natioas and continues to face funding shortages. The likelihood that this $6B development
program will ptoceed on schedule or sustzin 2 vieble market is suspect. The A400 program it at best
focused on a mid-to-long tenm airlift golution, while the nead is very ncar term. We are prepared to work
with the European commumity to belp insure that the job and technology growth thar they desire is
achieved, if they'll commit to the C-17 and C-130J.

We wanld respectfully request that during the upcoming CNAD you discuss this hi-low mix of C.17s and
C-130]s option with your counterparts. We will then stand ready to send a small senior level envoy into
the individual coumries to facilitate this initiative. This may well be an opportunity for them to
rationalize their investments into more pressing near term defense capabilities, and to capitalize on two

provea in-production airlifters - the C-17 and C-130J,

5

Gerald E. Danicls Dain M. Hamcock
President & Chief Execorive Officer Exézurive Vice President - Lookeed Mastin Corporstias sad
Milinry Areraft & Mias{les Preafdast + Aconsutics Company

11-L-0559/0SD/8039



SABVIIRe

TO: Doug Feith é

FROM:  Donald Rumsfeld "%\ —

SUBJECT: Russian Detainees

My recollection is that Ivanov said Russia would like any Russian detainees at the

right moment, and he thought the basis on which we would do it seemed very

reasonable.
P

Please give me 2 status report. [ would like to start getting rid of some of these f"

folks. Do we have any Russians? tq
Thanks d
DER:4h
0314024

‘ -lllId!IllIcillit!flIIn..I'Clll.lllll‘lluult!!l---IllllllllliuunllIl-I-l-l

Please respondby O3 (7’51 x>
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C
7
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April 1,2002  6:44 PM

TO: Larry Di Rita
FROM: Donald Rumsfeld %

SUBJECT: Officers and Credit Cards

I need a report on the 700 officers who supposedly defaulted on their credit cards.

Please find out from Dov what the status is.

Thanks.

DHR:dh
040102-50

DU v

Please respond by S

11-L-0559/0SD/8041 05988 /02



COMPTROLLER

FOR: SECRETARY OF DEFENSE

UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON ¢ =272 07 7'
WASHINGTON DC 20301-34967-- 7 - = = 77 ~-

L L

INFO MEMO
M AR 17 P 525
April 16,2002, 2:13 PM

FROM: Dov §. Zakheim‘%:ypﬂ 17202

SUBJECT: Review of Military Officers Delinquent on Travel Card Debt

April 1, 2002, the Secretary requested a report on 700 officers who supposedly
defaulted on their credit card (TAB A). On March 18, 2002, Senator Grassley
and Congressman Horn sent you a list of military officers who defaulted on
$1.3 million of Travel Card charges. The list provided was as of December
2001. The Defense Finance and Accounting Service (DFAS) obtained an
updated list (as of March 2002) from Bank of America (Bank) and conducted a

review to determine the status of each account. The results of their review are

as follows:
Marine Air
Army Navy Corps Force Total
Can Deduct from Current Pay 202 42 12 18 274
Can Deduct from Future Pay 8 2 0 3 13
Pay Deductions Not Possible 82 9 21 26 138
Not Submitted For Pay Action/

Request Withdrawn by Bank 198 44 14 27 283
Total 490 97 47 74 708
¢ Of the $1.0 million still delinquent as of March 2002, one-half will be

collected for the Bank through payroll action by DFAS.
¢ The 283 accounts not submitted represent accounts paid in full between

December and March, accounts where the officer agreed to a payment plan, or
accounts where the Bank chose to utilize a debt collection service or write off

the balance,

0k V06897 /02

11-L-0559/0SD/8042
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¢ The Services are reviewing the list to determine appropriate actions to be

taken.

COORDINATION: TABB

Prepared By: Jim Dominy,|[®X®

11-L-0559/0SD/8043



COORDINATION SHEET

Army Sandra Pack Assistant Secretary of the Army (Financial
Management & Comptroller)

Navy Dino Aviles Assistant Secretary of the Navy (Financial
Management & Comptroller)

Air Force Bruce Lemkin  Principal Deputy Assistant Secretary of Air Force
(Financial Management & Comptroller)

11-L-0559/08D/8044

April 12, 2002

April 12, 2002

Aprit 12, 2002



THE UNDER SECRETARY OF DEFENSE B

3010 DEFENSE PENTAGON . )
WASHINGTON, DC 20301-3010 Loy

INFO MEMO

ACQUISITION,
TECHNOLOGY
AMND LOGISTICS

FOR: SECRETARY OF DEFENSE

FROM: Mr. E. C, “Pete” Aldridge, Under Secret fens f/ﬂﬁz
(Acquisition, Technology and Logistic 7

SUBJECT: “Chicago Tribune Article” Snowflake

e The Chicago Tribune article (Tab B) stated air concentrations exceed legal limits,
This statement is misleading. Air concentrations cited in the article are not synonymous
with personal exposure 10 beryllium, Air concentrations do not account for protective
devices such as respirators or exhaust systems that remove contaminants from the

breathing zone.

o When the use of beryllium can be avoided, DoD has taken steps 10 do so, including
substituting other products when possible. In cases where we still must use beryllium, we
limit and monitor worker exposures. If air concentrations reach one-half the exposure
limit, action is taken. Actions may include issuing personal protective equipment,
installing engineering controls and performing medical moniloring.

¢  The Lymphocyte Proliferation Test (LPT) is a blood test to identify workers who
have become sensitive to beryllium. A positive test does not mean an individual will
become ill. DoD does not centrally mandate blood tests to screen for beryllium exposure.
DoD does not prohibit using the LPT test. Instead, local oceupational health teams
employ a combination of workplace monitoring, respiratory protection, engineering
controls such as ventilation, hazardous material minimization and medical monitoring
(which may include blood tests) to protect workers from beryllium.

¢ A required report to Congress signed out on 13 February 2002 (TAB C) summarizes
DoD beryllium usage and worker exposure. The report concludes DoD is effective in
beryllium related disease prevention.

® A paragraph by paragraph analysis of the Tribune article is located in Tab D.

Attachments:
As stated

Prepared by: Curtis Bowling, (b)e) A3 R0 AT

11-L—W/OSD/8045
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L. SR 0 e
TO: David Chu
FROM:  Donald Rumsteld ‘?L
DATE: Mareh 4, 2002 -
SUBJECT: Chicage Tribune Articls
Plecse get me 2 short repont that is clear, unambiguous, detlaratory sentcnoes a9 10
what this article in The Chicago Tribune is about conceming legal safety limits on '
JEEh: Y
berylitum. s ﬁ .
W Al AR e . PSS T PR S

Thank you.

DHSvem
01040210

Arach: "Military Exposed to Toxie Matal™ Chicage Tridane, $/102, by Sam Roe

Please vespond by: 3J T ! g

noied s’ /a9
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Chicago Tribune: Military exposed to toxic metal Page 1 of 4
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From the Chicago Tribune
Military exposed to toxic metal
Defense agency fails to screen for berylliam disease

By Sam Roe
Tribune staff reporter

March 3, 2002
U.S. military personnel have been exposed to the highly toxic metal beryllium at dozens of Army, Air Force, Navy and Marine Corps
facilities, with some fevels exceeding legal safety limits, a Tribune investigation has found.

Despite the serious risks, the Department of Defense has ignored federal bealth guidelines by failing to provide simple biood tests ta
determine if workers have been harmed.

The Defense Department’s inaction is in sharp contrast to steps taken by the Department of Energy, which has tested thousands of its
weapons workers and discovered that hundreds of people have been harmed by beryllium, a lightweight metal whose dust can cause an
often fatal lung disease.

The screening is highly recommended by federal health agencies, including the Occupational Safety and Health Administration and the
National Institute for Occupational Safety and Health, as well as by independent scientists and physicians. Early detection is imporiant
because it allows treatments that can attempt to limit lung damage.

Beryllium disease has been found in virtually every industry in which the metal has been used. Experts said that if the Defense Depantment
were to provide the blood tests to its servicemen and women and civilian employees, many illnesses would be found,

"There are going to be cases of beryliium disease," said Dr. Milton Rossman, & Univeryity of Pennsylvania medical professor and a leading
beryllium researcher. "There's no question about it.”

The Defense Department said that it has employed numerous safeguards, such as respirators and exhaust ventilation, to protect workers and
that the decision to screen employees rests with dactors at each of its facilities. But military officials said they were unaware of any defense

facility screening beryllium workers.

Tiny bits of beryllium dust—amounts invisibiz to the naked eye—can be deadly. Studies show that about 3 percent of those exposed to it
develop the disease, an incurable iliness that slowly damages the lungs and leaves many victims unable to breathe without the aid of an
oxygen tank.

Court and govemment documents show that beryllium dust has been detected at dozens of current and former military sites in 23 states,
with some dust counts exceeding the federal limit. '

One Air Force job category ~aircraft maintenance —has experienced, on average, dust fevels twice the legal limit, a recent Pentagon report
shows.

Defense Department officials, who would respond only to written questions, estimated that 9,513 military and civilian personnel might
have been exposed to beryllium dust in the past 10 years.

The agency has used the strong, tightweight metal for more than a half-century in 8 variety of applications, including aircraft brakes,
helicopter components and major missile systems, such as the Minuteman, Patriot and Sidewinder,

The department reported it could not estimate how many military and civilian personnel have been exposed over that 50-year petiod.

Nor could it say how many workers employed at firms under contract with the Defense Department have been exposed, though a 1989
Pentagon document said the number "could be very substantial.”

While the agency reported that only one of its workers has contracted beryllium disease since the 1940s, studies have long shown that the
illness {s often misdiagnosed or goes undetected.

The Energy Departinent, for instance, reported few cases of beryltium disease until it started screening workers in the early 1990s.

Now, 729 current and former workers at Energy Department sites, including seven at Argonne National Laboratory cutside Chicago, have
been found to have either the disease or blood abnommalities linked 1o the disease.

http:/fwww.Chjcagotribune.com/temg[lgle_sﬁniﬁgxg@tfé.guﬁl}gdﬂ‘@ZD020303043Smar... 3/3/2002
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But the Tribune found that the Defense Department--one of the nation's largest beryllium users—has a record of slow response to the
berylliwm issue that spans more than a decade:

- As early as 1989, the Defense Department resisted the idea of notifying workers who might have been exposed to beryllium and offering
them medical tests. The agency feared such a program could lead to expensive lawsuits and disnipt supplies of the valusble metal, a 1989

Defense Department document shows.

- Many defense facilities are unable 10 say how much beryllium dust has been produced at their sites or how many workers have been
exposed. Several contacted by the Tribune reported rarely testing the air for beryllium. OSHA guidelines recommend regulsr sampling.

- While the Energy Department has created a nationwide program to compensate nuciear weapons workers harmed by beryllium and other
substances, the Defense Department has no such program to handle similar claims.

The Energy Department, responsible for maintaining the nation’s nuclear arsenal, has compensated hundreds of ailing workers employed by
the agency, its contractors or its suppliers.

The Defense Department oversses the Army, Air Force and Navy and their weapotis progtams, including tanks, jets and ships, Even though
the Defense Department reports only one beryllium illness ever among its employees=a civilian in the 19405~ several defense contractors
or suppliers have reported beryllium disease cases, according to physiciens and court records disclosed in lawsits,

A report last year by the General Accounting Office, Cangress’ investigative anm, lists 73 current and former Defense Department sites
where beryllium dust has been detected in the past 20 years. They include Navy shipyards, military hospitals and sotne of the nation’s
largest Army bases,

Forty-six sites are run by the Navy, 17 by the Army, five by the Air Force and five by the Marines, part of the Navy.

Some sites reportad to the Tribune that they only occasionally handle tiny amounts of beryllium or quit using the metal years ago. Others
reported working with the metal frequently and in ways that could create toxic dust.

The precise kevels of exposure at each facility are unclear. Officials at some sites would not release data or said they could not easily find it,
Several officials said screening has not been conducted, in part, because berylliom dust levels have been minimal.

But 2 Pentagon report released last month shows that some levels have been over the legal himit.

The report shows that four job categories —iwo in the Navy and two in the Air Force—have had average dust counts above the OSHA
standard. The report does not specify the time period stdied.

One job involves naval dental lab operations. Beryllium is often mixed with other metals to make crowns and bridges, a common use in the
private sector.

The Pentagon report shows 2! additional job categories have caused significant amounts of dust, above levels that federal authorities said
should trigger safety precautions. Defense Department officials would not elaborate on the exposure levels or what specific safety

precautions were taken.

In addition, court reconds disclosed in a berylliumn-related lawsuit show that dust counts were occasionally over the legal iimit at the former
Newark Air Force Base in Ohio in the 1970s.

OSHA is responsible for the safety of civilians at military sites, while the armed services oversee uniformed personne]. OSHA said it could
not casily determine how often inspectors have found beryllium violations at defense locations.

The legal exposure limit is 2 micrograms of beryllium dust per cubic meter of air, an amount roughly equal to a marble-size piece of
beryllium distributed evenly throughout a football stadium.

Because such tiny amounts can cause the disease, even those who don't work direct]y with the metal can be at risk. Testing at the Energy
Department and in private industry has uncovered disease in secretaries, nurses, guards and construction workers.

And because people usually develop beryllium disease years after their last exposure—up to 40 years later—health officials recommend that
workers be tested every fow years,

About 1,300 people in a varjety of industries have contracted beryllium dissase since the 1940s, when the illness was discovered,
Historically, about one-third of beryllium victims have died from the illness.

Dr. Lee Newman, a scientist at the National Jewish Medical and Research Center in Denver and the physician who has diagnosed the most
beryllium cases, said the military has an obligation to deal with "such an obvious public health issue.”

A light, strong metal

htt'p://www.chicagotﬁbune.conﬂtempﬁatri/ﬂjf%?@gﬁvg-ﬁgﬁDOZ%03043Smar... 3/3/2002
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Lighter than aluminum yet stiffer than steel, beryllium has been a critical material in weapons production since World War II.

But in 1943 scientists linked the metal to lung disease. They found that when workers machined, sanded or otherwise altered beryllium, the
resulting dust damaged the lungs.

Exposure {imits were set and safegnards implemented, but workers continued to get sick, primarily at privale processing plants supplying
the metal to the weapons program. Government-owned facilities actually building the weapons were thought to be relatively safe.

Then, in 1984, a machinist at the Energy Department's Rocky Flats nuclear weapons plant cutside Denver was diagnosed with beryllium
disease, the first documented case at an Energy Department facility.

Over the next few years, Newman helped develop a blood test to determine whether a worker's immune system was rescting to beryllium
exposure. The test didn't show whether someone had the iliness; further tests, such as a lung biopsy, were needed for that. But for the first
time doctors could easily determine who was affected by beryllium before symptoms such as coughing and shortness of breath appearsd.

Scientists first used the blood test about 1999 at the Rocky Flats bomb plant, helping uncover additional cases of disease. The Encrgy
Department considered contacting workers at its other facilities and offering them medical tests too.

But Defense Departrent officials raised several concerns about the idea.

1f the Energy Departinent conducted a notification and testing program, would the Defense Department "be compelled to institute a simifar
“alert' to its hundreds of contractors who bave either manufactured or maintained beryllinm containing weapon systems?" & deputy assistant

defense secretary wrote to the Office of Management and Budget in 1989.

The defense official wrot= that beryllium was currently used in many Defense Department weapons systems and that "past occupational
exposure to beryllium occurred among [Defense Department] civilian employsss, military members, and contractor personnel.”

Furthermore, the official wrote, the Defense Department was concerned that a notification program would result in lawsuits against the
government, similar to costly asbestosis claims against the Navy.

The Defense Department also was eoncerned about possible suits against the nation’s sole beryllium producer, Brush Wellman, stating that
the Energy Department's plan might "adversely impact future supplies of this important matenial.”

In the end, the Energy Department went ahead and tested its workers.
To date, it has screened 27,800 workers at 18 facilities, finding 183 with beryllium disease and 546 more with blood abnormalities.

Government admits harm

With cases of the disease mounting and media scrutiny intensifying, Energy Secretary Bill Richardson in 1999 made a historic
apnouncement: He acknowledged that nuclear weapons workers had been harmed by exposure 10 beryllium-the first time the povernment
had admitted that nuclear workers had become ill in the course of weapons production.

He and several members of Congress hailed the victims as Cold War heroes and unveiled  plan to compensate them.

The proposal, which eventually was expanded to include radiation and silica victims, sailed through Congress and was signed into Jaw in
2000, the first new worker entitlement program in 20 years,

But there was 2 glaring omission in this groundbreaking effort: Only weapons workers associated with the Energy Department were
eligible for compensation; those working for the Defense Departrnent were not.

A former high-level government official who was instrumenta] in the decision said that the Clinton administration and others pushing the
compensation plan had no choice, The Defense Department was adamantly opposed to having its workers covered.

The official, whe requested anonymity, said the Defense Department feared that a compensation program could spark lawsuits against its
contractors.

Lobbyist Richard Miller said that if supporters had insisted that Defense Department workers be included in the plan, the Pentagon would
have used its political muscle to kill the entire proposal.

"The smartest thing we could do in moving this legishation was to stay out of the way of the Defense Department,” said Miller, who
representsd unionized Energy Department contract workers.

Under the Energy Department program, the government has paid $91 million in compensation to 1,272 people.

The Defense Department said it does not need to create a special injury compensation program because heip already exists: Ailing
servicernen and women are treated at military hospitals white former members can go to Veterans Affairs facilities.

http:f/mvw.chicagotn'buue.com/temp,laififﬁi_sdgigt@TejgBv§61§@12D020303043Smar... 3/3/2002
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Workers employed by contractors and suppliers, the agency said, receive aid through state worker's compensation programs.

But this is not always the case.

In some states, ailing workers rust file claims within 1 few years of their last known exposurs 10 toxic substances. But berylium disease
can take up to 40 years 10 appear. So some workers' claims were rejected becanse the statute of limitations had run out,

Raiph Dean of Nokesville, Va,, is onc of those. He worked with beryllium in the 19605 and 1970s at Atlantic Research Corporation, a
Defense Department contractor in Geinesville, Va.

In 1994, be was diagnosed with beryllium disease. When he applied for worker's compensation with the state of Virginia, his claim was
denied because he had not filed within five years of his last known exposure, which was in 1973, court records state.

Dean said he then tried to get compensation from the Energy Department but was turned down because he had worked for & Defense
Department contractor and ot an Energy firm.

The 67-year-old now has 8 persistent cough and said be cannot walk & few blocks without stopping to rest. He said he hopes the Defense
Department will offer blood tests to all of its workers and compensate those who were barmed.

"It will come eventually,” be said. “It's got to. Public opinion is on the side of the people who have been exposed.”

Copyright © 2002, Lhicogo Tribupe
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Department of Defense
Report to Congress

Beryllium Work-Related Hlnesses
1 May 2001

I. EXECUTIVE SUMMARY

This report is prepared in response to the request in the House of Representatives Report, Section
8120 accompanying the Defense Appropriations Act for Fiscal Year 2001. The report directed
the Secretary of Defense to submit a report to congressional defense committees on work-related
illnesses in the DoD workforce, including the workforce of Department contractors and vendors,
resulting from exposure to beryllium or beryllium alloys. The report includes potential costs of
compensation of Defense workforce employees for such ilinesses, and whether such
compensation is justified or recommended by the Secretary of Defense.

Based on available information and corporate knowledge no cases of Acute Beryllium Disease
(ABD) er Chronic Beryllium Disease {CBD) or beryllium sensitization for military personnel
have been reported. However, during the 1940s, one DoD civilian employee was diagnosed with
CBD and subsequently received compensation from the Department of Labor. We are unable to
determine the amount of compensation this employee received. No other beryllium-related
illnesses have been reported other than the aforementioned case. We have not paid workers’
compensation to our employees as a result of exposure to beryllium. Because of our low
incidence of disease, ongoing occupational disease prevention efforts, and availability of injury
compensation for current and former DoD employees under current law, we believe additional
injury compensation legislation is not needed for DoD employees who were potentially exposed

to beryllium.
II. BACKGROUND
A, Acute and Chronic Beryllium Disease

Lightness, strength, and other attributes have made beryllium useful in a wide array of products,
such as aircraft, spacecraft, X-ray equipment, and nuclear weapons. However, beryllium is
considered hazardous. Health effects from high exposure to beryllium particles were first noted
in the early 20" century. Beginning in the 1940s, scientists linked exposure to beryllium with an
inflammatory Iung condition now called chronic beryllium disease, which can be debilitating
and, in some cases, fatal. Today, questions remain about the level of exposure that poses a risk
and exactly how chronic beryllium discase develops. In the 1950s, studies showed that beryllium
caused cancer in laboratory animals. National and international organizations now consider
beryllium a human carcinogen. The magnitude of the risk from current occupational exposure
levels (as shown in Appendix 1) is not known, but thought to be minimal.
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Acute beryllium discase (symptoms lasting less than 1 year) result from relatively high exposure
to soluble beryilium compounds (i.e., compounds that can be at least partially dissolved). This
disease usually has a quick onset and resembles pneumonia or bronchitis. High exposures may
also cause skin lesions. The earliest cases of this disease involved severe overexposure to
beryllium that affected the lungs and skin of fluorescent light workers in the 1930s. This is now
rare due to improved industrial protective measures designed to reduce exposure levels.
Symptoms of acute beryllium disease occur soon after the exposure to beryllium and include
acute nasopharygitis, tracheobronchitis, and chemical pneumonitis.

Chronic beryllium discase is caused by an allergic-like reaction to beryllium. Even brief
exposure to very low levels can lead to this disease, which often has a slow onset and involves
changes to lung tissue that reduce lung function. This is the prevalent form of the disease and is
essentially incurable. The main symptom is a chronic, delayed type of chemical pneumonitis.
Onset of chronic beryllium disease symptoms may occur years after exposure to beryllium. In
addition to acute beryllium disease and chronic beryllium disease, skin contact with beryllium

compounds can cause skin rashes.

B. Legislative Action

On July 15, 1999, President Clinton issued a Memorandum to the Secretaries of Defense, Labor,
and Energy, the Attorney General, the Director of the Office of Management and Budget, and the
Assistant to the President for Economic Policy regarding occupational illness compensation for
Department of Energy contractor personnel. The Memorandum explained the Administration’s
intent to submit legislation to create a program to give Department of Energy contractor
employees with CBD and beryllium sensitivity compensation benefits similar to those available
to Federal employees. This legislative proposal was submitted to Congress on November 1,

1999.

In October of 2000, Congress passed into law the Energy Employees Occupational Ilness
Compensation Program. This program provides compensation for Department of Energy federal
employees as well as contractor and vendor employees who are suffering from chronic¢ beryllium
disecase and other work-related illnesses associated with the manufacture of nuclear weapons.

Because Congress believes it would be prudent to have an understanding of whether the use of
beryllium in DoD has resulted in a similar situation for the Defense¢ workforce, it directed the
Secretary of Defense in the FY 2001 Defense Appropriations Act, Section 8120 to submit a
report to congressional defense committees on work-related illnesses, to include potential costs
of compensation of workforce employees for such illnesses in the DoD workforce including the
workforce of Department contractors and vendors. The report should include recommendations
on whether compensation is justified or recommended by the Secretary of Defense.
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C. Injury Compensation

Both current and former military members receive medical treatment and disability payments for
service connected illnesses. Civilian employees are covered for workplace illnesses through the
Federal Employee Compensation Act (FECA). DoD contractors and vendors receive
compensation for work-related ilinesses from their State workmen’s compensation agency. We
rely on the contractor/vendors to provide a safe workplace for their employees in accordance with

OSHA standards and regulations.
II1. PROCEDURE, METHODOLOGY, AND TIME PERIODS

Section 8120 (b) requires the use, to the maximum extent practicable, of the Department of
Energy’s procedures, methodology, and time periods. The Department of Energy used an
interagency panel of public and occupational health experts to review previously published peer-
reviewed epidemiological studies conducted at 40 contractor-operated industrial sites and
rescarch laboratories that historically employed over 600,000 workers. These studies were
conducted over approximately a 50-year period. The panel concluded that evidence from these
studies indicate some current and former contractor workers at Department of Energy nuclear
weapons production facilities may be at increased risk of illness from occupational exposures to
ionizing radiation and other chemical and physical hazards associated with the production of
nuclear weapons. The panel also concluded that it was not possible to answer questions about
the relationship between an individual’s illness and that worker’s occupational exposures.

In contrast to the Department of Energy’s methodology, the Department of Defense is not aware
of published epidemiological studies (spanning 50-years) on exposed DoD beryllium workers or
contractors/vendors. The Department of Energy has a well-defined contractor population; while
DoD’s beryilium exposed contractor/vendor population is undefined. Information contained in
this report was obtained through queries of DoD’s Injury and Unemployment Compensation
System (spanning & 40 year time period and the Defense Medical Surveillance System (spanning
a 10 year time period) and each Military Service Department’s occupational health database
(spanning a 10-20 year time period). The numbers reported in Section IVC are the best
estimates, given the time and resource constraints for the Report generation. It is not considered
to be within the scope of this report to determine the causal link between exposure to beryllium

and its associated illness.

IV. REPORT ELEMENTS

A, Description of precautions used by DoD and its contractors and vendors to protect
their current employees from beryllium-related disease

DoD’s Occupational Health and Safety program requires performance of routine workplace
health hazard assessments, medical surveillance for early detection of exposure, and installation
of work process controls (i.e. local exhaust ventilation, airline respiratory protection) to eliminate
or reduce exposures. These precautions have served effectively to minimize the occurrence of
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acute and chronic beryllium disease and beryllium sensitization by DoD personnel. In addition,
material substitution have practically eliminated the possibility of exceeding current limits for
beryllium.

Contract relationships are governed by Defense Federal Acquisition Regulations (DFAR). In
accordance with the DFAR, DoD contractors and vendors are required to comply with all
Occupational Safety and Health (OSHA) Regulations. OSHA standards require employers to
install local exhaust ventilation, provide airline respirators and establish an aggressive medical
surveillance program to reduce or prevent occupational exposure to berylliium. DoD relies on the
contractor and vendor to provide a safe workplace for their employees in accordance with OSHA

standards.

B. Identification of elements of the Department of Defense and of contractors and
vendors to the DoD) that use or have used beryiium or its alloys in production of
products for DoD

The Amy reported 17 locations, the Air Force 5 locations and the Navy 51 locations where
beryllium was used. These locations are listed in Table 1. Defense employees perform a variety
of operations, which may expose them to beryllium. These include welding, sandblasting,
soldering, grinding, etc. Additional overseas locations and ships where beryllium was used
include the Army Facilities in Wuerzburg, Germany, and Navy locations in Okinawa, Japan;
Roosevelt Roads in Puerto Rico, and Rota in Spain, and the following Navy ships: the U.S.S.
Camden, the U.S.S. Enterprise, the U.S.S. John F. Kennedy, the U.S.S. Lasalle, and the U.S.S.
Theodore Roosevelt.

Table 1: DoD Beryllium Use Locations

I

Alabama Army Anniston Army Depot
California Navy Coronado Naval Amphibious Base
California Air Force | McClellan Air Force Base
California Navy North Island Naval Air Station
California Navy San Diego Naval Station
California Navy San Dicgo Navy Public Works Center
Colorado Army Fort Carson
Connecticut Navy New London Naval Submarine Base
District of Columbia { Army Waiter Reed Army Medical Center
District of Columbia { Navy Washington Navy Public Works Center
Florida Navy Jacksonville Naval Air Station
Florida Navy Jacksonville Naval Denta] Center
Florida Navy Jacksonville Naval Hospital
Florida Navy Key West Naval Air Station
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Florida Naval Surface Warfare Center/Coastal Systems
Station
Florida Navy Pensacola Naval Air Station
Florida Navy Pensacola Naval Aviation Depot
Florida Navy Pensacola Navy Public Works Center
Florida Navy Whiting Field Naval Air Station
Georgia Navy Albany Marine Corps Logistics Base
Georgia Air Force | Wamner Robins Air Force Base
Hawaii Navy Pear] Harbor Naval Station
Hawaii Army Tripler Army Medical Center
Miinois Navy Great Lakes Naval Dental Center
Indiana Navy Naval Air Warfare Center/Aircraft Division
Indiana Navy Naval Surface Warfare Center/Crane Division
Louisiana Army Louisiana Army National Guard
Louisiana Army Fort Polk
Maine Navy Brunswick Naval Air Station
Maine Navy Portsmouth Naval Ship Yard
Maryland Navy Aberdeen Proving Ground
Maryland Navy Carderock Naval Surface Warfare Center
Maryland Navy National Naval Dental Center
Maryland Navy Naval Explosive Ordnance Disposal Technology
Division
Maryland Navy Navat Surface Warfare Center/Indian Head Division
Maryland Navy Patuxent River Naval Air Station
Maryland Navy United States Naval Academy
Mississippi Navy Gulfport Naval Construction Battalion Center
Mississippi Navy Pascagoula Naval Station
Nevada Navy Fallon Naval Air Station
New York Army Fort Drum
New York Army Waterliet Arsenal
North Carolina Navy Camp Lejeune Marine Corps Base
North Carolina Navy Cherry Point Marine Corps Air Station
North Carolina Army Fort Bragg
Oklahoma Army Fort Sill
Oklahoma Army McAlestser Army Ammunition Plant
Oklahoma Amy Oklahoma Army National Guard
Oklahoma Air Force | Tinker Air Force Base
Pennsylvania Army Tobyhanna Army Depot
Pennsylvania Navy Willow Grove Naval Air Station
South Carolina Navy Parris Island Marine Corps Recruiting Depot
Texas Army Corpus Christi Army Depot
5
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Texas Navy Corpus Christi Naval Air Station

Texas Navy Corpus Christi Naval Control of Shipping
Organization

Texas Army Fort Hood

Texas Navy Ingleside Naval Station

Texas Air Force ] Kelly Air Force Base

Texas Navy Kingsville Naval Air Station

Utah Air Force | Hill Air Force Base

Virginia Army Fort Eustis

Virginia Navy Little Creek Naval Amphibious Base

We do not have a data registry that lists contractors and vendors that have used or provided DoD
beryllium-containing products. It would be extremely labor intensive and costly for DoD to
manually search historical records to accurately identify all contractors and vendors who have
provided us these products. In some cases vendor products may contain trace or small amounts
of beryllium that DoD is not aware of.

C. Number of employees in DoD and contractors and vendors exposed to beryllium or
its alloys products

Listed below are the estimated numbers of exposed/potentially exposed personnel to beryllium or
its alloys that we could identify in our occupational health surveillance databases.

*Table 2: Exposed/Potentially Exposed DoD Employees (Estimated)

N PR Ce O SRR A 2

avy/Marinos 6,946
Army 67
Air Force 2,500
Total 9,513

*Note: These are estimated numbers in accordance with Section 8120, paragraph (cX3). The record keeping methods and
procedures followed during the past 60 years (since 1940) does not lend itself to readily getting accurate numbers of personnel
exposed/potentially exposed to beryilium at each worksite. Getting more accurate numbers would entail an enormous fiscal and
manpower effort. Even if we undertook such an effort, we believe that the accuracy of those numbers might still lack completion
and unequivocal validation.

We do not have a data registry that contains DoD contractor or vendor workers who were
potentially exposed to beryllium. It would be extremely labor intensive and costly for DoD to
manually search historical records or contact the companies to identify all contractor employees
exposed to beryllium-containing materials. We rely on our contractors/vendors to provide a safe
workplace for their employees in accordance with Occupational Safety and Health
Administration standards and regulations. Our contractors and vendors are required to track and
report workplace illnesses to the Department of Labor.
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D. Characterization of the amount, frequency, and duration of potential exposure
of DoD employees to beryllium

Listed below are mean values of various workplace concentrations for beryllium. Air sampling
data were obtained from each Military Department for a variety of high risks job categories that
expose employees to berylium. This list is not all-inclusive. A brief description of these
categories 1§ included in Appendix 1. Air concentrations listed in Table 3 are from sampling data
collected in the workplace. Air levels do not represent actual employee exposure to beryllium,
Employees in workplaces where known concentrations of beryllium exist are provided
respiratory devices, local exhaust ventilation to remove contaminants from the breathing zone,
and protective clothing to prevent skin contact.

Table 3: Navy Workplace Beryllium Concentrations

i wﬁggé’?ég R
Building Maintenance 0.000189
Dental Lab Operations 0.002925
Clean Up Activities 0.001126
Electrical Work 0.000067
Equipment Monitoring 0.000309
Fire Watch 0.0000047
Heat Treating 0.00223
Flight Operations 0.0001
Man Made Fibers 0.0004
Metal Operations 0.000109
Motor Vehicle Maintenance 0.00027
Cutting Operations 0.6000641

SRR s

B v D L0536 L

Blasting, Grinding/Sanding 0.000474
Heat Treat 0.00132
Waste 0.008
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Dental Operations | 0.0007933

Electrical Work 0.0003333
Equipment Repair 0.0001

Laboratory Prosthetics 0.0003828
Machine Shop 0.0001429
Maintenance 0.0008285
Sandblast {Abrasive) 0.0001376
Vehicle Maintenance 0.0015667
Weapons 0.0001

Welding Activities 0.0004321

*Occupationél Safety and Heaith Administration's Permissibie Exposure Limit for an 8-hour time-weighted average
is 0.002 mg/m’, taken from “Standard Number CFR 1910.1000 TABLE Z-2 Standard Title: TABLE Z-2 SubPart
Number: Z SubPart Title: Toxic and Hezardous Substances. *

E. Identification of the number of instances of acute beryllium disease, chronic
beryllium disease, or beryllium sensitization

DoD has used beryllium under proper safety and health precautions for many years. Because we
are anend user of beryllium-containing products, potential occupational exposures are relatively

small,

A search of the Defense Medical Surveillance System for the past decade indicated no military
personnel have been diagnosed with ABD, CBD or beryllium sensitization. In addition, the
Compensation and Pension Service of the Veterans Benefits Administration (VBA) has no
corporate knowledge of claims for beryllium-related diseases. We could not perform a historical
search of the VBA disability database because beryllium disease claims do not have a separate

disability code.

For civilian employees, we reviewed historical injury compensation records and the Department
of Defense’s Civilian Personnel Meanagement Service, Injury and Unemployment Compensation
System for beryllium-related compensation claims. Only one injury claim was recorded. This
injury was filed during the 1940s and was not paid by DoD. The civilian employee received
compensation from the Department of Labor for an undetermined amount. No other beryliium-
related illnesses were recorded or compensation claims filed for acute or chronic beryllium-

related disease.

DoD does not have a data registry, which contains DoD» contractor or vendor potential beryllium-
related illnesses. It would be extremely labor intensive and costly for DoD to perform a manual
search of military (for periods prior to 1990) and contractor/vendor records for beryllium-related

illnesses and exposure data.
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F. Estimated costs if DoD were to provide workers’ compensation benefits

A search of historical record found no cases of acute beryllium disease or chronic beryllium
disease for military personnel. However, during the 1940s, one DoD civilian employee was
diagnosed with chronic beryllium disease and subsequently received compensation from the
Department of Labor. We are unable to determine the amount of compensation this employee
received. No other beryllium-related illnesses have been reported. We have not paid workers’
compensation to our employees as a result of exposure to beryllium in non-nuclear work

environments.

V. CONCLUSION

Based on available information and corporate knowledge which indicates a low incidence of
beryllium-related disease and our continuous workplace discase prevention measures and the
availability of injury compensation for current and former DoD employees under current law, we
believe additionat injury compensation for Department of Defense employees potentially
exposed to beryllium is not needed.

Because DoD is an end user of beryllium containing products, potential occupational exposures
are relatively small. Our Occupational Health and Safety program, which includes conducting
routine health hazard assessments, medical surveillance for early detection of exposure,
respiratory protection and ventilation system controls, serves as an effective means to prevent the
occurrence of acute and chronic beryllium diseases or beryllium sensitization. In addition, our
aggressive pollution prevention efforts have practically eliminated exposure by replacing
beryllium with less hazardous materials.

Currently military members receive treatment for workplace illnesses at military (or contract)
medical facilities. Former members receive medical treatment from the Veterans’ Administration
(VA) for illnesses incurred as a result of their service. Both current and former military members
receive medical treatment and disability payments for service connected illnesses. Civilian
employees are covered for workplace illnesses through the Federal Employee Compensation Act

(FECA). No military or civilian beryllium-related diseases have been reported. -

DoD contractors and vendors receive compensation for work-related ilinesses from their state
workmen’s compensation agency. We rely on the contractor/vendors to provide a safe workplace
for their employees in accordance with OSHA standards and regulations.

Based on the above information, we do not recommend additional compensation for DoD federal

and contractor/vendor employees, other than that which is already provided by DoD, VA, and
FECA for the federal employees, and State Workmens Compensation available to the

contractor/vendor employees.
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Appendix 1

HiGH Risk JoB CATEGORIES DEFINED (AIR FORCE)

et

Aircraft Structural Maintenance 40
Brake
Gear Box
Refrigeration
Vehicle Maintenance
Blasting, Blasting Abrasive 31
Sanding or Blasting (Gear Box)
Grinding Structural Unit
Turbine Machine Shop
Heat Treat Heat Treat 19
Waste Waste - Sludge Operations 1
10
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Dental 15
Operations Molding or Extruding
Electrical Soldering 3
Work
Equipment Small Engine  Equipment 2
Repair Repair Soldering
Laboratory Prosthetics Work 29
Prosthetics
Machine Shop Grinding 7
Machining
Maintenance Maintenance  Shop  ARC 7
Welding
Sandblast Abrasive Blasting Sandblast 8
(Abrasive) Cabinet
Vehicle Vehicle Motor Pools 10
Maintenance Maintenance
Weapons Weapons Firing
Welding Gas Metal ARC Welding 81
Activities MVM Welding
Welding Operations

11
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o Bgtnce

Building 10
Maintenance
Clean Up Abrasive Blast Cleanup, Glass Bead, Glove Rox, 156
Activities Hopper Tending/Helper, Hydro, Mineral Grit,
Organics, Sand, Shot
Alkali Cleaning, Etching
Boiler Cleaning
Cleaning Chemical Muitiple Operations
Handling/Cleanup Multiple Operations,
Handling/Cleanup, NEC
Ship Clean Up Other Cutting Clean up RD PR Other
Cutting CESSES, NEC
THERM Clean up, L SPR Clean up,
YING, Multipie Other Cutting, PER
Clean up, T Other Cutting, NS
Dental Dental Prosthetics 57
Opcrations Dental Filling/Drilling
Dental Multiple Operations
Electrical Electrical Soldiering 7
Work Electronics Repair Installation/Repair
Equipment Equipment Monitoring 27
Monitoring Equipment Repair Brake/Gearbox Repair
Equipment Repair Mechanical Assembly
Repair
Fire Watch Hot Work Helper/Fire Watch 22
Flight Flight Operations 1
Operations
Heat Treating Heat Treating/ Hardening, Multiple 18
Operations
Man Made Man Made Fibers 1
Fibers
Metal Metal Abrasive sanding 62
Operati Metal Cleaning Mechanical
tions Metal Cutting
Meial Forming
Metal Grinding,
Metal Machining
Metal Muitiple Operations
Metal NEC
Metal Other
Metal Piercing
Metal Punching
Metal Sanding
Metal Turning
Motor Motor Vehicle Maintenance, Brake Work 4
Vehicle
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Maintenance

Cutting Operations | Air Carbon ARC Cutting
Cutting Multiple Operations
Cutting, NEC
Flux Core Processes
Oxygen Cutting
Plasma Cutting

Torch Soldering

Painting Spray Painting, Compressed Air Painting,
Multiple Operations

Production of Production/ Dist of Utilities, NEC
Utilities

Materials Supply and Materials Handling,
Handling Multiple Operations
Smelt Small Melv/Pour Operations
Operations
Tool Issue Tool and Parts Issue
Welding Welding Air Carbon ARC
it Welding Brazin
Activities g g
Welding Gas Metal ARC
Weiding Oxyfuel
Welding Plasma ARC
Welding Resistance
Welding Shielded Metal ARC
Welding Solid State
Water Water Treatment Multiple operations
Treatment Water Treatment, NEC
Operations
13
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Paragraph by Paragraph Analysis of 3 Mar 2002 Chicago Tribune Article
“Military Exposed to Toxic Metal”

Chicago Tribune Article

DoD Analysis

U.S. military personnel have been exposed to the
highly toxic metal beryllium at dozens of Army, Air
Force, Navy and Marine Corps facilities, with some
levels exceeding legal safety limits, a Tribune
investigation has found.

* “Legal Safety Limits” is misleading. There is no
such thing as a “legal safety limit” for beryllium.

¢ Occupational exposure limits are generally a
“time weighted average” covering an 8-hour work
period. The occupational exposure limit for
beryllium is 2 micrograms per cubic meter over an

8 hour period.
¢ The results cited in the Tribune article were

averages of individual samples, not calculated “time
weighted” average exposures. It is incorrect to
compare individual sample results with the 8-hour
occupational exposure limit,

¢ If exposures reach one-half of the occupational
exposure limit, DoD takes action. Action may
include issuing respirators or installing ventilation
systemns.

o Sampling results do not account for respirator
use.

Despite the serious risks, the Department of Defense
has ignored federal health guidelines by failing to
provide simple blood tests to determine if workers
have been harmed.

¢ DoD has not ignored any guidelines. DoD does
not mandate blood tests and DoD does not prohibit
bicod tests.

* Decisions for medical monitoring, such as blood
tests, are made locally by the occupational health
staff of the medical facility.

* The blood test referred to is called the BeLPT,
which stands for beryllium lymphocyte
proliferation test,

+ The BeLPT does not show whether someone has
been harmed by berylliumn; it simply shows whether
they have developed sensitivity to beryllium.

The Defense Department’s inaction is in sharp
contrast to steps taken by the Department of Energy,
which has tested thousands of its weapons workers
and discovered that hundreds of people have been
harmed by beryllium, a lightweight metal whose

| dust can cause an often fatal Jung disease.

* A positive blood test result does not indicate
“harm”. DoD’s occupational health program
stresses minimizing exposure. There is no inaction.

Page 1of 11
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Chicago Tribune Article

DoD Analysis

The screening is highly recommended by federal
health agencies, inciuding the Occupational Safety
and Health Administration and the National Institute
for Occupational Safety and Heaith, as well as by
independent scientists and physicians. Early
detection is important because it allows treatments
that can attempt to limut Jung damage.

* Screening is recommended by agencies listed.

* Text of OSHA’s recommendation: “Employers
should consider sending beryllium-exposed
employees to a physician or other licensed health
care professional to be evaluated for beryllium
sensitization or the presence of chronic beryllium
disease (CBD). The screening examination for
chronic beryllium disease usually begins with a
chest x-ray and a blood test for beryllium
sensitization, namely, the BeLPT, plus any further
evaluation considered appropriate by the health care
professional.”

* DoD workplace surveys are reviewed by licensed
health care professional, generally a physician, to
design a medical monitoring plan for exposed
workers,

* Early treatment of chronic beryllium disease
(before symptoms develop) is not indicated. The
BeLPT blood test can detect beryllium sensitization
before symptoms develop, but cannot diagnose
chronic beryllium disease, nor can it be used to
determine when a person should be treated.

Beryllium disease has been found in virtually every
industry in which the metal has been used. Experts
said that if the Defense Department were to provide
the blood tests to its servicemen and women and
civilian employees, many illnesses would be found.

* Blood test does not indicate presence of disease.
* Open ended statements.

“There are going to be cases of beryllium disease,”
said Dr. Milton Rossman, a University of
Pennsylvania medical professor and a leading
beryllium researcher. "There's no question about it.”

* Open ended statement.

The Defense Department said that it has employed
numerous safeguards, such as respirators and
exhaust ventilation, to protect workers and that the
decision to screen employees rests with doctors at
each of its facilities. But military officials said they
were unaware of any defense facility screening
beryllium workers.

* DoD does screen workers exposed to beryllium.
For example, the Navy does medical surveillance,
which includes a review of medical history,
physical, chest x-ray, and 2 lung function test.

* There are a few cases where BeLPT blood test
has been used, including Portsmouth Naval
Shipyard and Cherry Point Naval Aviation Depot.
* Medical screening decisions rest with the local
occupational heajth physician who considers
specific information about the type of work
performed. Medical screening for beryllium can
include more than the BeLPT bload test.
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Chicago Tribune Article

DoD Analysis

Tiny bits of beryllium dust--amounts invisible to the
naked eye--can be deadly. Studies show that about 3
percent of those exposed to it develop the disease,
an incurable illness that slowly damages the lungs
and Jeaves many victims unable to breathe without
the aid of an oxygen tank.

® True,

Court and government documents show that
beryllium dust has been detected at dozens of
current and former military sites in 23 states, with
some dust counts exceeding the federal limit.

*» Use of the term “federal limit” is misleading.
The limit cited is for an eight hour exposure and
does not consider whether workers are wearing
protective equipment such as respirators.

One Air Force job category--aircraft maintenance--
has experienced, on average, dust levels twice the
legal limit, a recent Pentagon report shows.

* The results cited in the Tribune article were
averages of individual samples, not calculated “time
weighted” average exposures,

¢ It is not valid to directly compare average results
with the 8 hour exposure limit unless specific
conditions of sampling are known.

Defense Department officials, who would respond | » True
only to written questions, estimated that 9,513
military and civilian personnel might have been
exposed to beryllium dust in the past 10 years.
¢ True

The agency has used the strong, lightweight metal
for more than a half-century in a variety of
applications, including aircraft brakes, helicopter
components and major missile systems, such as the
Minuteman, Patriot and Sidewinder.

The department reported it could not estimate how
many military and civilian personnel have been
exposed over that 50-year period.

* True. Although improving, historical exposure
records are not complete or comprehensive.

Nor could it say how many workers employed at
firms under contract with the Defense Department
have been exposed, though a 1989 Pentagon
document said the number “could be very
substantial.”

* DoD has no registry of contractor personnel
exposed to beryllium. DoD relies on the contractor
to provide occupational heaith services for its
employees.

* Department of Energy (DOE) worker and
contractor exposure to beryllium is fundamentaliy
different from exposure to DoD contractors and
workers. DoD is predominantly an end user of
beryllium. DOE, especially in weapons production,
performs more work in higher risk production tasks
involving beryllium.
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Chicago Tribune Article

DoD Analysis

While the agency reported that only one of its
workers has contracted beryllium disease since the
1940s, studies have long shown that the illness is
often misdiagnosed or goes undetected.

¢ Chronic beryllium disease is difficult to diagnose.
1t is also difficult to absolutely conclude occurrence
of beryllium disease from a records search as was
performed for the report to Congress. The report
identified only one known case of chronic
beryllium disease.

s It cannot be concluded that there has been only
one case of chronic beryllium disease in the history
of DoD.

The Energy Department, for instance, reported few
cases of beryllium disease until it started screening
workers in the early 1990s.

* True.

Now, 729 current and former workers at Energy
Department sites, including seven at Argonne
National Laboratory outside Chicago, have been
found 10 have either the disease or blood
abnormalities Jinked to the disease,

* Assumed true.

But the Tribune found that the Defense Department-
-one of the nation’s fargest beryllium users--has a
record of slow response to the beryllium issue that
spans more than a decade:

* Matter of opinion. DoD performs limited work
with beryllium that causes airborne particles.

* DoD is aggressive in eliminating exposures to
hazardous material whenever possible,

- As early as 1989, the Defense Department resisted
the idea of notifying workers who might have been
exposed to beryllium and offering them medical
tests. The agency feared such a program could lead
to expensive lawsuits and disrupt supplies of the
valuable metal, a 1989 Defense Department
document shows.

* Unclear as to what document is being cited.

* DoD has maintained an aggressive Occupational
Health program which includes medical exams.

* It is true that there is only American beryllium
supplier and concern for availability of a critical
material would be reasonable.

- Many defense facilities are unable to say how
much beryliium dust has been produced at their sites
or how many workers have been exposed. Several
contacted by the Tribune reported rarely testing the
air for beryllium. OSHA guidelines recommend
regular sampling.

* Air sampling is indicated where work processes
could allow small particles of beryilium to become
airborne.

* OSHA guidelines recommend regular air
sampling for beryllium where there is a potential for
beryllium particles to be airborne, Itis unclear
whether sites contacted by the Tribune had a risk of
airbormne beryllinm exposure.
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Chicago Tribune Article

DoD Analysis

- While the Energy Department has created a
nationwide program to compensate nuclear weapons
workers harmed by beryllium and other substances,
the Defense Department has no such program to
handle similar claims.

* DoD relies on the Veteran’s Administration and
Federal Employee Compensation Act to handle
such claims.

* DoD report, cited in article, concludes that DoD
does not need an additional compensation program
for workers exposed to beryllium based on review
of medical claims, and use and exposure to
beryllium.

* DoD is predominantly an end user of beryllium
while DOE has been more involved in higher risk
production operations with berylliurn.

The Energy Department, responsible for maintaining
the nation's nuclear arsenal, has compensated
hundreds of ailing workers employed by the agency,
its contractors or its suppliers.

* True.

The Defense Department oversees the Army, Air
Force and Navy and their weapons programs,
including tanks, jets and ships. Even though the
Defense Department reports only one beryllium
illness ever among its employees--a civilian in the
1940s--several defense contractors or suppliers have
repotted beryllium disease cases, according to
physicians and court records disclosed in lawsuits.

* DoD does not have a registry of contractors
exposed to beryllium. DoD relies on the contractor
10 take care of health and safety needs of its
employees.

* DoD could positively identify one case of
beryllium disease from the record search performed
in preparing the report to Congress. This does not
mean that only one case of beryllium disease ever
occurred in the population of defense workers.

A report last year by the General Accounting Office,
Congress' investigative arm, lists 73 current and
former Defense Department sites where beryllium
dust has been detected in the past 20 years. They
include Navy shipyards, military hospitals and some

* True

of the nation's largest Army bases.
Forty-six sites are run by the Navy, 17 by the Army, | * True
five by the Air Force and five by the Marines, part
of the Navy.
* Assumed true.

Some sites reported to the Tribune that they only
occasionally handle tiny amounts of beryllium or
quit using the metal years ago. Others reported
working with the metal frequently and in ways that
could create toxic dust.

The precise levels of exposure at each facility are
unclear. Officials at some sites would not release
data or said they could not easily find it.

* Assumed true. We do not know the specific
locations or who was interviewed.

Several officials said screening has not been
conducted, in part, because beryllium dust levels
have been minimal.

* Assumed true. Reasonable approach.

Page 5of 1]
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Chicago Tribune Article

DoD Analysis

But a Pentagon report released last month shows
that some levels have been over the legal limit.

¢ Statement is misleading. DoD report to Congress
did not contain nor does it consider the specifics of
sampling. Comparing average sample results to an
exposure standard is invalid.

The report shows that four job categories--two in the
Navy and two in the Air Force--have had average
dust counts above the OSHA standard. The report
does not specify the time period studied.

* Report shows 4 categories with average sample
results greater than the 8 hour exposure limit.

s Navy recently found errors in original reporting
of data for Heat Treating operation. Substituting
correct values decreases the average below the 8
hour exposure limit.

* Itis invalid to conclude from these results that
workers were or are overexposed to beryllium.

» Local occupational health organizations address
specific instances of exposure.

One job involves naval dental lab operations.
Beryllium is often mixed with other metals to make
crowns and bridges, a common use in the private
sector.

* True.

The Pentagon report shows 21 additional job
categories have caused significant amounts of dust,

above levels that federal authorities said should
trigger safety precautions. Defense Department
officials would not elaborate on the exposure levels
or what specific safety precautions were taken.

¢ DoD takes precautions, such as respirator use or
installation of ventilation when exposures reach
one-half of the 8 hour exposure limit. Specific
precautions are recommended locally by
occupational health staffs.

In addition, court records disclosed in a beryllium-
related lawsuit show that dust counts were
occasionally over the legal limit at the former
Newark Air Force Base in Ohio in the 1970s.

* Possible, unconfirmed. This does not necessarily
mean workers were overexposed. DoD policy is to
implement corrective actions when concentrations
exceed one-half of the exposure limit,

OSHA is responsible for the safety of civilians at
military sites, while the armed services oversee
uniformed personnel. OSHA said it could not easily
determine how often inspectors have found
beryllium violations at defense locations.

* Actually, employers are responsible for health
and safety of its employees. OSHA is basically a
regulator and performs inspections to find
noncompliance.

The legal exposure limit is 2 micrograms of
beryllium dust per cubic meter of air, an amount
roughly equal to a marble-size piece of beryllium
distributed evenly throughout a football stadium.

¢ Actual example published by OSHA is two
micrograms per cubic meter is roughly equivalent
to a marble-sized piece of material that is
pulverized and dispersed into an area 1 mile x 1
mile x 6 feet.

Because such tiny amounts can cause the disease,
even those who don't work directly with the metal
can be at risk. Testing at the Energy Department and

in private industry has uncovered disease in

secretaries, nurses, guards and construction workers.

* Misleading. Employees not directly working
with beryllium could be at risk if exposed. [t is
unclear from the example stated what the
circumstances of exposure were. It is also unclear
whether individuals listed were sensitive to
beryllium or actually were diagnosed with chronic
beryllium disease.

Page 6 0f 11
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Chicago Tribune Article

DoD Analysis

And because people usually develop beryllium
disease years after their last exposure--up to 40
years later--health officials recommend that workers
be tested every few years.

e It is unclear which “health officials” are being
cited. Testing should occur if the physician fecls
exposure history indicates. Frequency of testing is
a decision best made by the physician handling the
specific case.

About 1,300 people in a variety of industries have
contracted beryllium disease since the 1940s, when
the illness was discovered. Historically, about one-
third of beryllium victims have died from the illness.

¢ Assumed true.

Dr. Lee Newman, a scientist at the National Jewish
Medical and Research Center in Denver and the
physician who has diagnosed the most beryllium
cases, said the military has an obligation to deal with
"such an obvious public health issue.”

* DoD tries to deal forthrightly in all areas of
public health.

A light, strong metal

Lighter than aluminum yet stiffer than steel,
beryllium has been a critical material in weapons
roduction since World War I1.

¢ True.

But in 1943 scientists linked the metal to lung
discase, They found that when workers machined,
sanded or otherwise altered beryllium, the resulting
dust damaged the lungs.

* Exposure to beryllium could cause disease.
Article leads one to believe disease in inevitable, it

1S not,

Exposure limits were set and safeguards
implemented, but workers continued to get sick,
primarily at private processing plants supplying the
metal to the weapons program. Government-owned
facilities actually building the weapons were thought
to be relatively safe.

¢ Misleading. Exposure history of workers who
got sick are not stated. Complete facts are not
provided. The type of “sickness™ is not specified.

Then, in 1984, a machinist at the Energy
Department’s Rocky Flats nuclear weapons plant
outside Denver was diagnosed with beryllium
disease, the first documented case at an Energy
Department facility.

* Assumed true.

Page 7 of 11
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Chicago Tribune Article

DoD Analysis

Over the next few years, Newman helped develop a
blood test to determine whether a worker’s immune
system was reacting to beryllium exposure. The test
didn't show whether someone had the illness; further
tests, such as a lung biopsy, were needed for that.
But for the first time doctors could easily determine
who was affected by beryllium before symptoms
such as coughing and shortness of breath appeared.

* True. Chronic Beryllium Disease (CBD) only
develops in workers who have become sensitized to
beryllium. A sensitized worker is one who has
developed an allergic reaction to beryllium. A
worker may become sensitized at any point during
Jjob exposure, or in some cases may not become
sensitized until after leaving a job where there has
been beryllium exposure. Beryllium sensitization
can be detected through the use of a blood test
called the BeL.PT, which stands for beryllium
lymphocyte proliferation test, This test measures
how specific white blood cells called lymphocytes
react to beryllium.

* A positive test result means that a worker is
sensitized. Not all sensitized workers contract
chronic beryllium disease.

Scientists first used the blood test about 1990 at the
Rocky Flats bomb plant, helping uncover additional
cases of disease. The Energy Department considered
contacting workeérs at its other facilities and offering
them medical tests too.

s Assumed true. Caution should be advised not to
use references to the BeLPT blood test
interchangeably with “medical test”. The blood test
15 a medical test, but there are other medical tests
that do not necessarily include the blood test.

But Defense Department officials raised several
concerns about the idea.

* Unclear on which “officials” are being referred
to.

If the Energy Department conducted a notification
and testing program, would the Defense Department
"be compelled to institute a similar “alert' to its
hundreds of contractors who have either
manufactured or maintained beryllium containing
weapon systems?" a deputy assistant defense
secretary wrote to the Office of Management and
Budget in 1989.

* A reasonable question.

The defense official wrote that beryllium was
currently used in many Defense Department
weapons systems and that "past occupational
exposure to beryllium occurred among [Defense
Department] civilian employees, military members,
and contractor personnel."

¢ Statement true. Unclear what “Defense Official”
is being quoted.

Furthermore, the official wrote, the Defense
Department was concerned that a notification
program would result in lawsuits against the
government, similar to costly asbestosis claims
against the Navy.

+ Unclear who “Defense Official” is. Context of
statement is unclear, but “concemn” would certainly
be a valid reaction.

Page 8 of 11
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Chicago Tribune Article

DoD Analysis

The Defense Department also was concerned about
possible suits against the nation’s sole beryllium
producer, Brush Wellman, stating that the Energy
Department’s plan might "adversely impact future
supplies of this important material.”

* There is only one American beryllium supplier..
Concern on an interrupted supply of a critical -
material would be reasonable.

In the end, the Energy Department went ahead and
tested its workers.

* DOE established protocols for testing workers
who were exposed to beryllium.

To date, it has screened 27,800 workers at 18
facilities, finding 183 with beryllium disease and
546 more with blood abnormalities.

s Assumed true.

Government admits harm

With cases of the disease mounting and media
scrutiny intensifying, Energy Secretary Bill
Richardson in 1999 made a historic announcement:
He acknowledged that nuclear weapons workers had
been harmed by exposure to beryllium--the first
time the government had admitted that nuclear
workers had become ill in the course of weapons
production.

* Assumed true.

He and several members of Congress hailed the
victims as Cold War heroes and unveiled a plan to
compensate them.

* Assumed true.

The proposal, which eventually was expanded to
include radiation and silica victims, sailed through
Congress and was signed into law in 2000, the first
new worker entitlement program in 20 years.

s Assumed true.

But there was a glaring omission in this
groundbreaking effort: Only weapons workers
associated with the Energy Department were eligible
for compensation; those working for the Defense
Department were not.

Report to Congress concludes DoD does not need
additional compensation for beryllium related
disease based on a review of beryllium use and
exposure in the DoD.

A former high-level government official who was
instrumental in the decision said that the Clinton
administration and others pushing the compensation
plan had no choice. The Defense Department was
adamantly opposed to having its workers covered.

* Open ended accusation. “Official” not identified,
rationale not clear.

The official, who requested anonyrmity, said the
Defense Department feared that a compensation
rogram could spark lawsuits against its contractors.

* Open ended accusation.

Lobbyist Richard Miller said that if supporters had
insisted that Defense Department workers be
included in the plan, the Pentagon would have used
its political muscle to kill the entire proposal.

* DoD can not legislate or lobby. Open ended
accusation.

Page 9 of 11
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Chicago Tribune Article

DoD Analysis

"The smartest thing we could do in moving this
legislation was to stay out of the way of the Defense
Department,” said Miller, who represented
unionized Energy Department contract workers.

* An opinion.

Under the Energy Department program, the
government has paid $91 million in compensation to

1,272 people.

e Assumed True.

The Defense Department said it does not need to
create a special injury compensation program
because help already exists: Ailing servicemen and
women are treated at military hospitals while former
members can go to Veterans Affairs facilities.

* True.

Workers employed by contractors and suppliers, the
agency said, receive aid through state worker's
compensation programs.

» Basically true. Contractors, not DoD, are
expected to provide occupational hezlth services for
their employees.

Page 10 0f 11
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Chicago Tribune Article

DoD Analysis

But this is not always the case.

In some states, ailing workers must file claims
within a few years of their last known exposure to
toXic substances. But beryllium disease can take up
to 40 years to appear. So some workers’ claims were
rejected because the statute of limitations had run
out.

Ralph Dean of Nokesville, Va., is one of those. He
worked with beryllium in the 1960s and 1970s at
Atlantic Research Corporation, a Defense
Department contractor in Gainesville, Va.

In'1994, he was diagnosed with beryllium disease.
When he applied for worker’s compensation with the
state of Virginia, his claim was denied because he
had not filed within five years of his last known
exposure, which was in 1973, court records state.

Dean said he then tried to get compensation from
the Energy Department but was tumed down
because he had worked for a Defense Department
contractor and not an Energy firm.

The 67-year-old now has a persistent cough and said
he cannot walk a few blocks without stopping to
rest. He said he hopes the Defense Department will
offer blood tests to all of its workers and
compensate those who were harmed.

"It will come eventually," he said. "It’s got to. Public
opinion is on the side of the people who have been
exposed.”

» Statute of limitations established by States are not
controllable by the DoD.

» Occupational health services for contract
employees are the responsibility of the contractor.

» This example establishes that Mr. Dean worked
for a Defense contractor. It does not establish that
his work there was the likely cause of his illness.

Page 11
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2000 DEFENSE PENTAGON

T THe uRBR R ERCRE N B Serense S
Y

WASHINGTON, DC 20301-2000 g e e
: 4 INFO MEMO
"
[-02/005293
FOR: SECRETARY OF DEFENSE
Y
FROM: Under Secretary of Defense for Policy (Douglas J. Feith, (0)®) Youlsfen

SUBJECT: Upcoming Defense Policy Advisory Group (DPAG) meeling

As you may know, I am travelling to the Middle East at the end of the month to chair
the annual DPAG meeting in Israel.

My office has picked up indications that the State Department may push for us to
cancel the DPAG, on the grounds that it might complicate US peace diplomacy. [ am not
new inclined to cancel.

My planned trp will include a visit to Egypt and a session of the US-Jordan Joint
Military Commission (JMC) in Amman. It will also include a trilateral meeting with the
Israelis and Egyptians to discuss reconfiguration of the US presence in the MFO.
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Prepared by: David Schenker, Country Director,
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9:58 AM
TO: Larry D1 Rita

FROM: Donald Rumsfeld(\)\
DATE: March 23, 2002
SUBJECT: Congressional Visits

We probably ought to have Allard or Shelby down for lunch or breakfast some

time.

Thanks.

DHR/a2n
032302.08

Please respond by:
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TO:

CC:

FROM:

SUBJECT:

LLUSE HULD
eyes Only

April §,2002 10:56 AM

Honorable Colin Powell

Vice President Richard B. Cheney
Honorable George Tenet
Honorable Condoleezza Rice

Donald Rumsfeld ._.....: /)__%ﬂ/

International Criminal Court (ICC)

Thanks for the copy of your April 2 memo to the President on the International
Criminal Court. I have these final thoughts on this issue:

1. 1 continue to feel that the U.S. should formally notify the depositary of our
decision not to become a party now, rather than in June. As we all agree, the
ICC is a bad treaty. I feel we have an obligation, to ourselves and to other
countries, to tell them the truth. Waiting until after the 60 nation deposits
instruments of ratification and the Treaty goes into force would be failing to
provide needed leadership.

2. The ICC Treaty would apply even to nationals of countries that are not parties.
This is a new and dangerous development in international law. If we don’t
fight the Treaty it likely will be used to damage U.S. interests in other fields,
not just the ICC.

3. Talso feel that it is inadvisable to delay notifying the depositary vntil after the
UN Commission on Human Rights concludes at the end of April. The
argument that action now could provoke resolutions in that body supporting
the ICC may be correct, but, if so, it would elevate the issue and give us a
valuable chance to make our case.

4. The argument is made that making our notification immediately could make
the Treaty an unwanted focus at the upcoming EU and Ministerial meetings. If
so, that focus could be helpful, since we are on the right side of the issue. It
will give us a chance to describe the problems for the NATO and EU ministers
so they will know how strongly we object to the Treaty. They need to
understand the risks if the U.S. becomes hesitant to deploy forces when there is
the probability of the ICC harassing, trying and putting U.S. folks in jeopardy.
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Eyes Only

We need to tell them that and urge them to notSign, to withdraw signature, or
to withdraw as a party to the ICC.

. 1don’t believe that opposing the Treaty would make it more difficult for us to
reach bilateral agreements with other states. Quite the contrary, elevating the
issue and helping our friends understand how harmful the ICC would be would
help us as we undertake the dozens and dozens of bilateral negotiations that
will be necessary if the Treaty enters into force.

. General Myers informs me that the Joint Chiefs of Staff recently reaffirmed
their long-standing position of full protection from prosecution by the ICC,
recognizing the only way to achieve it is by stopping entry into force.
However, since entry into force is likely, the JCS advocate an enhanced effort
to negotiate bilateral agreements.

. 1 know that George Tenet feels as strongly as General Myers and I feel.

. Attached are some points on the dangerous aspects of the ICC. You will note
that the ICC rules are roughly what our European allies were criticizing
President Bush for with respect to what they imagined the “military tribunals
might be. We need to point out the hypocrisy of it all.

»

1 am sorry 1o belabor this matter, but I do believe it is an issue that merits our
prompt attention.

Regards,

Attachment:

04/04/02 “Dangerous Aspects of the International Criminal Court (ICC)”

DHR..dh
0403024
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DANGERQUS ASPECTS OF THE INTERNATIONAL CRIMINAL COURT (1CC)

# U.S. not a party, but court could prosecute U.S. citizens anyway.

o Court and its prosecutor will operate beyond the control of any country.

s Insufficient checks and balances against politically motivated prosecutions.

o Undefined war crimes may be added without consensus agreement.

e Lacks constitutional protections for our citizens. For instance, no right to jury trial.
¢ No statute of limitations.

s U.S. citizens could be subjected to “double jeopardy.”

s Crime of “aggression” (still to be defined) could result in U.S. citizens, (soldiers,
leaders, civilians) being prosecuted for their part in lawful military operations.

s Court should not have authority to decide a State has committed an “act of
aggression.’ '
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UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON
WASHINGTON DC 20301-1100 -

INFO MEMO
April 8, 2002, 9:00 AM
FOR: SECRETARY OF DEFENSE
FROM: Dov S. Zakheim f\ PR 9 02
SUBJECT: Spare Parts for Ai;' Force Aircraft at Nellis Air Force Base
o On March 18, 2002, you commented that the Air Force’s spare parts availability is
“worrisome.”

e The FY 2002 Amended Budget and the FY 2003 Budget provide a down payment for

the improvement of mission capable rates:

($ in Millions)
FY 2001 Change FY 2002  Change EY 2003
O&M, Air Force 24,520 +1,061 25.58] +1,724 27,305
Spares and Spare Parts 2,913 +857 3,770 +462 4,232

¢ In addition to funding, a variety of factors affect mission capable rates such as
personnel management (including availability of senior technicians and mechanics),
training availability, operating tempo that increases demand beyond the estimated and
budgeted levels, and production lead times (which average approximately 12 months)

of equipment ordered.

» Non-mission capable for supply rates, which reflect spare parts availability, are
similarly affected by factors beyond the control of the Air Force such as production
lead time. Thus, the FY 2001 funding increase may not improve rates in FY 2002.
However, the increased funding in FY 2002 and in FY 2003 should significantly
improve mission capable rates in FY 2003 and FY 2004,

COORDINATION: None.

(b)(E)

Prepared By: John M. Evans,

<
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March 18,2002 9:24 AM

TO: Dov Zakheim

CC: Gen. Myers

FROM: Donald Rumsfeld‘w
SUBJECT: Spare Parts at Nellis

I just read your memo of March 13. I don’t find that improvement impressive—it

is modest. To go from 11.4 percent in 2001 to 11.1 percent in 2002 is not
acceptable.

‘What do we need to do to fix this? I think it is worrisome.

Thanks.

Attach.
03/13/02 USD(C) memo to SecDef re: Spare Parts for Air Force Aircraft at Nellis AFB

[U04643/02]

DHR:dh
031302-11

Please respondby 04 { oS / o : !
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UNDER SECRETARY OF DEFENSEp 1n (1 0 0
1100 DEFENSE PENTAGON R E 08

WASHINGTON, DC 20301-1100 SEGDEF HAS SEEN

MAR 1 8 2002

COMPTROLLER

INFO MEMO
March 13, 2002, 10:00 PM
FOR: SECRETARY OF DEFENSE

FROM: Dov S. Zakheim %
SUBIJECT: Spare Parts for Air Force Aircraft at Nellis Air Force Base

o The spare parts situation at Nellis Air Force Base has improved, as a result of

initiatives to increase the availability of aircraft spare parts.

e Mission capable rates (MCR) for the F-16s stationed at Nellis were 75.8 percent in
FY 1999, 79.6 percent in FY 2001, and are projected to be 80.2 percent in
FY 2002.

¢ The MCR for the A-10 and F-15 aircraft at Nellis similarly improved.

o The situation has also improved in terms of another readiness metric, Not Mission
Capable for Supply rate. This rate reflects circumstances when aircraft cannot

undertake a mission due to problems with spare parts not in stock.

o For the F-186, this rate declined from 14.3 percent in FY 1999 to 11.4 percent in
FY 2001 and is estimated to be 11.1 percent in FY 2002,

¢ The A-10 and F-15E aircraft rates simularly improved.

» Nevertheless, the Air Force believes that the F-15 spare parts availability at Nellis

* r__—_'———.-— a
may decrease in FY 2002 as the spares in the supply system for F-15 aircraft are

pushed to improve the readiness of aircraft supporting ongeing operations.

¢ Overall, mission capable rates for the Active Air Force were 72.9 percent in FY 2000,
73.5 percent in FY 2001, and are expected to be 76.2 percent in FY 2002. This

improvement results from the initiatives (including $962 million in FY 2002} to
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improve readiness through increased funding for spare parts, {or readiness spares

packages for deploying aircraft, and for realistic budgeting of flying hour costs.

COORDINATION: NONE.

(b)(6)
Prepared By: John M. Evans|
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February 21,2002 10:42 AM

TO: Dov Zakheim
FROM:  Donald Rumsfeld N\

SUBJECT: Spare Parts
I got a lot of concern about spare parts for Air Force aircraft out at Nellis AFB.
What is the situaﬁon?

Thanks.

DHR:dh
022102-10

Please respond by 03[ 08 / 02—
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Larry Di Rita
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March 18,2002 9:24 AM

TO: Dov Zakheim

CC: Gen. Myers

FROM:  Donald Rumsfeld N\

SUBJECT: Spare Parts at Nellis

I just read your memo of March 13. I don’t find that improvement impressive—it

is modest. To go from 11.4 percent in 2001 to 11.1 percent in 2002 is not
acceptable,

What do we need to do to fix this? I think it is worrisome.
Thanks.

Attach,
03/13/02 USD(C) memo to SecDef re: Spare Parts for Air Force Aircraft at Nellis AFB
[U04643/02]

DHR..dh
031802-11

Please respondby ___ 04 { oS / o . /
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February 22,2002 7:44 AM

TO: Paul Wolfowitz

FROM: Donald Rumsfeld U\ "?,
A

SUBJECT: First Use ~J
-~
—

Do we have a policy on no first use of nuclear weapons or the negative statements

that apparently Vance and Christopher made that Bolton has been talking about?

Thanks. 3e- Lt D
| RN o T
o Yoron s

022202-8 Mt
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Please respond by O35 / o¥ / Ot gu_,{"' Pall Qxd
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Snowflake

April 8,2002 7:18 AM

TO: Honorable Colin Powell

CC: Honorable Condoleezza Rice

FROM:  Donald Rumsfeld ~ ) J /{ %

SUBJECT: U.S. Financial Commitment

I was concerned that at the Principals’ meeting the other day Dobbins said he had
committed the U.S. to give 20 percent of all the costs for the training of the
Afghan army.

The U.S. spent billions of dollars freeing Afghanistan and providing security. We
are spending a fortune every day. There is no reason on earth for the U.S. to

commit to pay 20 percent for the Afghan army.

[ urge you to get DoS turned around on this—the U.S. position should be zerg.

We are already doing more than anyone.

Thanks.

DHR:dh
040602-10
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April 6,2002 12:51 PM

TO: Honorable Paul O’Neill

FROM:  Donald Rumsfeld T)\/M

SUBJECT: Tax Code

Joyce and I just did our taxes. I didn’t have enough time to turn the pages, let
alone read them—there are close to a hundred pages. I have paid hundred of
thousands of dollars to my taxman to fill them out, as [ know you would have had

to do were it not your son helping you!
Why don’t we simplify the tax code, my friend? What can I do to help?

Regards,

DHR:dh
040602-5
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March 27,2002 8:05 AM

TO: Torie Clarke
FROM: Donald Rumsfeld /7/\,
SUBJECT: Letter

Please have someone draft a letter from me to that little girl—I think her name was

Alexander—who interviewed me.

Thanks.

DHR:dh
032702-7

Please respond by il o
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THE SECRETARY OF DEFENSE
WASHINGTON, THE DISTRICT OF COLUMBIA

APR 15 2002
Miss Alexandra Tatarsky
(b){6)
Dear Alexandra,

Thank you for coming to visit the Pentagon to discuss the war
against terrorism, and to see the many supportive banners and

posters sent to us by children from around the tnited States since
September 11.

I read the anticle you wrote in TIME for Kids to explain to
young people about terrorism and what we need 1o do to prevent

terrorist attacks in the future. Your words should help children feel

better informed about what is happening in Afghanistan and around
the world.

You are a fine reporter, and | enjoyed the intervicw greatly.

It was a pleasure to meet you.

Sincerely[
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March 27,2002 8:37 AM

TO: Larry D1 Rita
Torie Clarke

CC: Doug Feith
Jim Haynes

FROM:  Donald Rumsfeld‘(ﬁ

SUBJECT: Holding Detainees

I told Doug Feith and Jim Haynes after their briefing, that ] thought we had not put

to bed the issue of why we might keep a detainee afier he was acquitted by a

commission.
] am afraid 1 was right.

Let’s get a paper that is clear and unambiguous to explain that if a person has
charges against him for different crimes and is acquitted of one crime, that he

would not necessarily be released if he stil) has charges against him for other

crimes.

Specifically, in a civilian court, if a person were charged with murder as one
charge and burglary as another charge, the fact he was acquitted of burglary would

not get him off of the murder charge, and he would be detained for that purpose.

So, 100, in this instance. If a person is charged with a crime, and in addition is
being held as a person who was fighting against Americans, even though he might
be acquitted of one particular charge, the fact he would very likely go right back
and engage in the battle against us suggests 1hat he should be detained for a period
so0 he cannot go back out and kill Americans. In most wars, prisoners have been

detained during the conflict and tried only afier the war is over.
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Someone should take this statement and develop it into a clear statement in legal

language. Then let me look at it, and we can see how we want to use it.
Thanks.

DHR:dh
0327024

Please respond by oy {12/ 0
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Untted States Department of Defense

News Transcript

On the web:

ot

Rl 1o,/ /v defenselink mil/news/Mar20024103282002_t0328sd html

Media contact: mediaf@defenselink.mil or +1 {703) 697-5131
Public contact: publicf@defenselink.mil or +1 (703) 428-0711

Presenter: Sccretary of Defense Donald H. Thursday, March 28, 2002 - 1:30 p.m.
Rumsfeld EST

DoD News Briefing - Secretary Rumsfeld and Gen. Myers

(Also participating was Gen. Richard Myers, chairman, Joint Chiefs of Staff.)

[Relevant excerplts]

Finally a word about military commissions. There have been some murmurs in
the media about detainees held at Guantanamo Bay, and specifically whether if
one who is tried by a military commission and, if acquitted, whether they would
then be released or whether they would stili be detained. Let me explain this.
During the course of this war effort, the United States has detained several
hundred enemy combatants. As has been the case in previous wars, the country
that takes prisoners generally decides that they would prefer them not to go back
to the battlefield. They detain those enemy combatants for the duration of the
conflict. They do so for the very simple reason, which | would have thought is
obvious -- namely to keep them from going right back and in this case killing
more Americans and conducting more terrorist acts. Any combatants who have
the good fortune of being captured instead of killed during an armed conflict are
normally not in a position to challenge their continued detention. To release
enemy captives so that they could return to the battlefield would put the lives of

more young American servicemen at risk, and in my view would be mindless.

Let me explain the issue in detail, since it seems to be troubling some people.
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Out of the detainees there may be some who committed serious problems and
who, if the president were to decide, might be assigned to a military commission
to be tried on one or more of those charges. If one were {0 be acquitted by a
commission of, for example, a specific criminal charge, that would not
necessarily change the fact that that individual remains an enemy who was
caplured during an armed conflict, and therefore one who could reasonably be
expected to go back to his terrorist ways if released. It might -- the procedures
we pul in place for the commission to provide full and fair trials. In some cases it
might not be possible to establish beyond a reasonable doubt that an individual
committed a particular crime, and therefore he might be acquitted of that crime.
However, it does not change the fact that he is an enemy combatant. He may be
guilty of other crimes, but at the minimum he is someone to be kept off the
battlefield, from going right back and killing more Americans.

Even in a case where an enemy combatant might be acquitted, the United States
would be irresponsibie not to continue to detain them until the conflict is over.
Detaining enemy combatants for the duration of a conflict is universally
recognized as responsible and lawful. This is fully consistent with the Geneva
Conventions and other war authorities. This is a matter of simple common sense,
I would say. The detainees include dangerous terrorists who committed brutal
acts and are sworn to go back to do it again. To protect the American people, the
United States has every right to hold enemy combatants for the duration. Today
the conflict is still going on. Our troops are still fighting in Afghanistan, and we do
not as yet see an end. That said, we will continue to treat detainees humanely
and consistent with the principles of the Geneva Convention. We will proceed
with trials. in some cases we will proceed with transfers to another country --
their country of nationality in some cases, and in some cases releases if in fact
the additional information proves that they are individuals who could be released
without risk to - that they might conduct additional terrorists acts or go back to

the battlefield to oppose what we are doing.
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I can assure you the United States does not want to keep any of them any longer
than we have to. While we will treat them humanely and lawfully, we will do
everything we can to protect the American peopie and our friends and allies from
being atlacked again. And we have no intention of releasing people who have
shown that they are dedicated to killing more Americans.
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Q: How can you justify indefinitely holding detainees—even after they
have been acquitted?

You are mixing apples and oranges. Detention as a function of the war
and serving a sentence adjudged at tria} are two distinct matters.

Enemy combatants are detained in the normal course of combat
operations. You should not juxtapose their situation with that of being
set free; you should compare it with that of being killed. Military forces
detain enemy combatants throughout hostilities. They always have.
International law permits this completely. We did it in the Revolutionary
War, WWI, WWII and every other war.

Whether or not someone is detained for trial purposes is a separate and
distinct issue. Even if someone is acquitted of committing war crimes,
that does not suddenly turn them into an ally. Such a person is still an
enemy combatant. While we may choose to release them or repatriate
them for a variety of reasons, that decision would not be based on what
happened at trial. Even the Third Geneva Convention fully contemplates
a tried prisoner going right back to the prison camp after his trial,
potential conviction, and full service of his sentence.

Q: What Geneva Convention Provisions give us the right to continue
holding detainees?

It is axiomatic that enemy combatants are detained as long as hostilities
continue. Article 118 of the Third Geneva Convention Relative to the
Treatment of Prisoners of War states that prisoners will be released “after
the cessation of active hostilities.”

Other provisions (Art 88, and Art 103) make it clear that prisoners of war
can be confined before or after a trial and that that confinement is
different from detention associated with being a prisoner of war. For
example, Article 88 requires that those who have been tried, convicted
and served judicial sentences while Prisoners of War should not be
“treated differently from other prisoners of war.” Clearly the Convention
does not assume they will be released.
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Q: Will you allow indefinite detention? What is your authority for
long-term detention?

o Under customary intemational law, a nation involved in an armed
conflict can hold captured combatants as long as the conflict
continues.

At this point 1n time, no one 1s being detained based on an intent to
prosecute.
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COORDINATION
Under Secretary of Defense (Policy) Doug Feith ( pewd 3 )

Assistant Secretary of Defense (Public Affairs) Torie Clarke
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TO: Gen. Myers / DIF

FROM: Donald Rumsfeld ’t)f\

SUBJECT: Afghan Army

Please give me a clear, one-page point paper, so we can track carefully:
1. How we plan to work building and developing the Afghan Army.
2. Who else is going to help.
3. Whatit is going to cost.
4, What the schedule is.

Thanks.

DHR:dh
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March 27,2002 8:37 AM

TO: Larry Di Rita
Torie Clarke

CC: Doug Feith
Jim Haynes

FROM: Donald Rumsfeld'()L

SUBJECT: Holding Detainees

1 t0ld Doug Feith and Jim Haynes afier their briefing, that ] thought we had not put

to bed the issue of why we might keep a detaince afier he was acquitted by a

commission.
1 am afraid I was right.

Let’s get a paper that is clear and unambiguous 1o explain that if a person has
charges against him for different crimes and is acquitted of one crime, that he

would not necessarily be released if he still has charges against him for other

crimes.

Specifically, in a civilian court, if a person were charged with murder as one
charge and burglary as another charge, the fact he was acquitted of burglary would

not get him off of the murder charge, and he would be detained for that purpose.

So, 100, in this instance. If a person is charged with a crime, and in addition is
being held as a person who was fighting against Americans, even though he might
be acquitted of one particular charge, the fact he would very likely go right back
and engage in the battle against us suggests that he should be detained for a period
so he cannot go back out and kill Americans. In most wars, prisoners have been

detained during the conflict and tried only after the war s over.
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Someone should take this statement and develop it into a clear statement in Jegal

language. Then let me Jook at it, and we can see how we want to use it.
Thanks.

DHR:dh
0327024
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THE SECRETARY OF EDUCATION
WASHINGTON, D C 20202 i I A T

Apnt 5, 2002

Honorable Donald H Rumsfeld
ary of Defense

Secretary of Defense Secret
The Pentagon ‘mmmmmﬂmmmmmm\
Washington, DC 20301
SA0007412
Dear Mr Secretary

On February 12, 2002, President George W Bush signed Executive Order 13256,
establishing the White House Imtiative on Historically Black Colleges and Umversities
(WHEHBCUs) and creating the WHIYHBCUs Board of Advisors The President mnvited
s 22 appomntees to the WHI/HBCUs Board to the Winte House to personally 1ssue a
charge to them to foster the vital role that HBCUs play 1n our nation

The Executive Order establishes the WHI/HBCUs in the Office of the Secretary of
Education T am responsible for its funding and activities One of the mandates mncluded
in the Order 1s that each executive department or agency shall appoint a “semior official”
to serve as a haison to the WHI/HBCUs Advisory Board and to the Imtiative

Accordingly, I am requesting that you appoimnt a senmor member of your staff to serve as
the WHI'HBCUs representative In order to begin aggressively camrying out the
President’s directives included in the Executive Order, I ask that you make this
appomntment by Apnl 15, 2002 Please send the name of your designee to

Ambassador Leonard Spearman
Executive Director of the White House Imtiative
on Histoncally Black Colleges and Unmiversities
U S Department of Education
400 Maryland Avenue, SW
Washington, DC 20202
Thank you for your assistance with this important effort

Sincerely,

Rod Paige

Our mussion 1s (o ensure equal access to education and to promote educational excellence throughout the Nation

11-L-0559/08D/8112 06531 /02




LoD\ -0

OFFICE OF THE UNDER SECRETARY OF DEFENSE

3000 DEFENSE PENTAGON
WASHINGTON, DC 20301-3000

ACQUISITION,
TECHNOLOGY SR AR s T
AND LOGISTICS -

93 MAY 2002

Ambassador Leonard Spearman

Executive Director of the White House Initiative
on Historical Black Colleges and Uni versities

U 8§ Department of Education

400 Maryland Avenue, SW

Washington, DC 20202

1

Dear Ambassador Spearman.

This is in response to a letter from Mr. Rod Paige to the Honorable Donald Rumsfield
requesting that a senior member serve as the White House Initiative /Historical Black Colleges and
University representative, [ have been designated as the senior official for the Depariment of
Defense to serve as the liaison to the WHI/HBCUSs Advisory Board. I recognize the importance of
this program and look forward to working with your staff. Colonel Curtis A. Wright is my Point

of Contact in my office. If you have any additional questions, please contact Colonel Wright
(2)(€) ior myself, at [(B)E] |

Once again, I look forward to working with you and your staff.

for FRANK M. RAMOS
Director, Office of Smal] and
Disadvantaged Business Utilization

( 20545 )
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To: His Excellency Mr. D. Rumsfeld
Minister of Defence of the United States

of America
Your letter Your reference Qur pumber Date
D2002000908 28 maart 2002

Subject
Key Findings MoD Task Force on “Defence ang Terrorism”

Please find herewith the key findings of a task force | established at The Netherlands' Ministry
of Defence to review our defence palicies after the gruesome terrorist attacks of September
11th.

This document has been prepared specifically for the benefit of comparing notes with Allies,
many of whom are now examining the implications of the terrorist threat for their national
defence policies. In order to improve our policies and capabilities to deal with the terrorist threat,
| believe it would be useful to share experiences and identify best practices. This would usefuily
inform our discussion on how to adapt the Alliance itself as well as help us exploit to the
maximum the possibilities for international cooperation in generating the capabilities we need. |
am convinced that NATO needs to respond to the terrorist threat by developing an effective and

appropriate contribution in the long term as well as in the short term.

| suggest that, preceding our NATO Defence Ministerial in early June, a meeting at the level of
the North Atiantic Council in permanent session be held to discuss the various national defence
reviews and their implications for Alliance efforts.

7

Yours singegefy

Frank de Grave
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The Role of the Military in the Fight Against Terrorism:
Key Findings of the Netherlands’ Task Force

March 2002

Introduction

1. Following the terrorist attacks of September 11th, 2001, the Netherlands’ Minister of Defence
established an MoD Task Force to review the rele of our armed forces in the fight against international
terrorism as well as to recommend measures to better prepare our forces for such a role. This review
was parl of a much broader policy review by The Netherlands' government in the light of the terrorist
threat. The detailed findings of the MoD Task Force were presented to Parliament on January 18th,
2002. This summary has been prepared for the benefit of comparing notes with our Allies, many of
whom are engaged in similar palicy reviews,

Key Analysis

2. Although terrorism is not a recent phenomenon, the way in which it manifested itself on September
11th has given it a new and far more threatening dimension. We cannot ignore the existence of
transnational terrorist groups which are motivated by extremist views and which have the will and the
capability fo cause very large numbers of civilian (or military) casualties. Their existence is particularly
disturbing in the light of the ongoing proliferation of weapons of mass destruction, They clearly pose a
potential strategic threat to democralic socielies as well as to international security and stability.

3. The fight against terrorism obviously involves a wide range of political, diplomatic, legal, financial and
military means. Any effective international response will have o empioy the full range of these means.
Given the elusive nature of transnational terrorist groups, in many cases military means will not play a
dominant role.

4. 1tis nonetheless fair to say that the role of our military forces in fighting terrorism is likely to increase -

and indeed already has increased - in paralle) with the emergence of transnational terronist groups. This
is the result of developments that were brought to the fore by the attacks of Seplember 11th:

11-L-0559/0SD/8115



il

The clear distinction between internal and external security is fading

Geographical distance used to be an important determinant for our security. [n a
globalising worid, this has become much less important. Tetrorist networks such as Al-
Qaeda pay no heed to national borders. They are capable of using the complex
infrastructure and the technology of our modem societies to their own advantage. In
addition, they are able to find protection in remote areas — in part as a result of the
disintegration of state structures — and are often closely connecled to and interiwined
with international organised crime.

The clear distinction between terrorism and warfare is fading

Terrorism is a strategy of the weak and has been considered as primarily a form of low-
intensity conflict. Terrorists avoid reqular tests of strength; they cperate asymmetrically
by definition. Given their motivations and the availability of capabiliies for mass
destruction, however, transnational termorist groups such as Al-Qaeda may increasingly
operate higher up in the spectrum of violence, thereby causing very large numbers of
casualfies and great economic damage.

Military measures are gaining in importance

it is impossible to protect modemn, democratic societies against terrorist attacks by
taking only defensive measures. Given the growing threat emanating from transnational
terrorist groups, the fight against temorism may increasingly involve the deployment of
military assets against these organisations andior against states or regimes which
provide shelter to these organisations. This may include military action against the
infrastructure of such organisations and against potential storage sites of weapons of
mass destruction.

5. As we prepare our armed forces for a more prominent role in the fight against terrorism, it is important
to note that they can be deployed against terrorist threats in two fundamentally different contexts. They
may be called upon to:

Provide military support and assistance to civilian authorities at home

The Ministry of Justice and the Ministry of Home Affairs bear primary responsibility for
fighting terrorism at home. The Ministry of Defence mainly has a supporing and
complementary role. The defence contribution in this area consists of certain military
police tasks as well as civilian tasks, military intelligence support, and, upon request,
rendering military assistance to civilian authorities (e.g. with special forces trained and
assigned for this purpose).

2
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I Participate in counterterrorist operations abroad
Our armed forces may be - and indeed have been - called upon to participate in
international efforts to fight terronsm abroad. Mifitary activities in this area could be
targetted against femorist organisations as well as against states or regimes which
provide shelter to these organisations.

Do We Need to Give Qur Armed Forces a New Mission?

6. The armed forces of The Netherlands are presently charged with three core missions:

{a} protecting the integrity of our national territory and of the territory of the Alliance;

{b) promoting the international rule of law and intemationa) stability;

{¢) supporting civilian authorities in the areas of law enforcement, disaster response and

humanitanan assistance.

The MoD Task Force has conciuded that the addition of a new core mission for our armed forces is not
required since the involvement of our armed forces in the fight against terrorism follows from each of the
existing core missions.

7. Within these core missions, however, we need to give more emphasis to preparing our armed forces
for the fight against terrorism. Given the nature of the terrorist threat, the Dultch armed forces will in
parlicular need to give more serious consideration to their third mission: supporting civifian authorities.
They need lo aclively prepare themselves for rendering effective and timely military assistance to these
authorities and for their function as a “safety net”. Military and civilian authoriies should and can
cocperate much more closely in a variety of ways.

8. The MoD Task Force has underscored that the added emphasis on the third mission does not detract
from the importance of the first two missions. In order to protect the integrity of our national terntory and
the territory of the Alliance, our armed forces need to be able to act against terrarism abroad. Promoting
the international rule of law and international stability, if necessary by the deployment of military means,
remains of the utmost impontance if we are to deny opportunities 1o terrorist organisations in the future.
The fight against terrorism nonetheless sheds a new light on the nature of these two missions. This is
particularly true with regard to the first mission: protecting the infegrity of our national temitory and of the
territory of the Alliance. NATO's Ministerial Guidance 2000 stated that, while acknowledging the
possibility of significant regional risks to particular Alliance members, there is no serious risk for the
foreseeable future of a general offensive against NATO of the kind contemplated in the past. It also
noted that while in political and legal terms the distinction between Article 5 and non-Article 5 remains
significant, there is litile distinction in practical terms for planning the capabilities required. The terrorist
attacks of September 11th have confirmed these general guidelines as the basis for our defence
planning.

-
2
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What Kind of Military Capabilities Do We Need?

9. In order fo establish a clear and broadly accepted frame of reference, the MoD Task Force has
distinguished the following categories for identifying the types of capabilities needed for combating
terronism.

Antiterrorism: defensive measures 1o reduce the wulnerability of persons, matenel,
infrastructure, objects and information and communication systems to terrorist activities.

Counterterrorism: offensive measures to track down, prevent, deter, and interdict terrorist
activities.

Consequence management: measures to limit the consequences of terrorist attacks and to
stabilise the situation in the aftermath of such attacks.

10. In order for our forces to participate effectively in counterterrorist operations, they need fo be rapidly
deployable, flexible, “jeint”, and trained and equipped to operate with great precision. The MoD Task
Force has determined that there is a significant overlap between efforts to enhance crisis management
capabilities in the framework of NATO'’s Defence Capabilities Initiative and the EU’s Headline Goal and
the need to enhance military ¢apabilities required for combating terrorism. A number of these efforts
have merely gained in importance in the light of the terrorist threat, in particular thase related to
Unmanned Aerial Vehicles (UAVs), military satellite monitoring capabilities, precision guided munitions
and NBC-protection capabilities. The MoD Task Force has furthermore concluded that reservists may
play a supporting role in implementing anti-terrorist measures during a period of increased threat and in
consequence management.

1. It is not enough to have forces capable of acling against terrorism. To ensure that they are
successful, we must also have the foliowing enabling capabilities:

Effective intelligence: good inteligence is a vital precondition for fighting terrorist
organisations, for intervening in a timely fashion {o prevent or to interdict terrarist activities and
for taking appropriate protective and precautionary measures. Intelligence can be gathered with
The Netherlands' own assets and through cooperation with other intelligence and security
services and with investigative agencies. Qur armed forces must have direct access to
intelligence capabiliies that provide a complete picture of an area of operations, such as
reconnaissance aircraft, Unmanned Aerial Vehicles (UAVs), and intelligence, Surveillance,
Target-Acquisition and Reconnaissance ({STAR)-units. Access to these assels can also be
organised internationaily through poaling.

4
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Clear Procedures and Command & Control: a clear distinction of tasks and responsibilities
within the Ministry of Defence as well as between civilian and military authorities is a
precondition for an effective response to a terrorist threat, Military units that are deployed in
operations against terrarism should be under 2 clearly defined chain of command.

Information Security: poorly secured information and communication systems can interfere
with the command and control over our forces. Well-secured data files and information and
communications systems are also required as a precondition for more extensive national and
international information sharing.

Force Protection and Survivability: only if the secunity of our armed forces and of the military
infrastructure is ensured will the armed forces be able to contribute to the fight against terrorism
both domestically and internationally under all circumstances.

What Measures Are Necessary?

12. As part of its broader policy review in the light of the terrorist threat, The Netherlands government
has decided to strengthen the Military Intelligence Service, the Royal Constabulary (e.g. for border
control) and the special forces of the Royal Marines for counterterrorist operations at heme. This
govemment review also included measures to enhance preparedness for the use by terrorists of
biological, chemical of nuclear weapons. These measures are now being implemented.

13. The MoD Task Force has noted that The Netherlands has modem, weli-equiped armed forces which
are already capable of an effective military contribution to combating terrorism, whether through
assisting civilian autherities at home or through fighting terrorism abroad. It emphasised, however, that a
range of measures and adaplations is required to better prepare our forces.

14. The MoD Task Force has made recommendations in seven areas:

1) acquiring intelligence;

2) guarding the security of defence personnel, infrastructure, systems of information and
communication;

guarding our national temitory and air space,

protecting our forces against nuclear, radiciogical, biological and chemical weapans,
preparing and equiping forces for precision operations;

streamlining procedures for the deployment of armed forces in support of civilian
authorities;

7} intensifying scientific research and development.
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15. The recommended measures, which have been approved by The Nethertands’ govemment, are
very diverse. They include both new policy intentions and previously formulated requirements that
deserve a higher priority in the light of the temorist threat. Some of the measures are of an
organisational or a procedural nature and can be impiemented at little cost in the shorl term. Other
measures require greater expenditure or can only be realised in an international context. All measures
will be implemented using the existing planning and budgeting framework.

16. Based on the recommendations from the MoD Task Force, the following measures will be
implemented in the short term:

« increase the operational intelligence capability of the Chief of the Defence Staff;

= improve infermation-sharing between the Mifitary Intelligence Service and the Services in
the areas of counter-intelligence and security;

* expand the abifity of the Military Intelligence Service to infiitrate the computer networks of
terrorist organisations (*hacking”);

v accelerate the development of defence wide contingency plans for alt vital installations and
syslems;

» improve the national transtation of security and protection measures related to the NATO
Precautionary Systems {NPS);

» consider the establishment of an interservice centre of expertise with regard to explosives
ordnance disposal {EOD) in support of the interservice EOD school;

= intensify EOD-related cooperation with the police;

* establish a combat-ready NBC company within the Royal Netherlands Army;

» consider the establishment of a interservice NBC centre of expertise and school that would
also be open to civilian arganisations;

= acquire remote-contral explosives and digital photography and video equipment for special
forces;

» intensify the cooperation between the special forces of the Commanda Corps and of the
Royal Netherlands Marine Corps and between those units and supporting units {including
helicopters from the Royal Netherlands Navy and the Royal Netheriands Air Force);

» authorise joint exercises of procedures among military and civifian authofities and
organisations such as the police, fire department and public heaith teams;

* intensify relevant scientific research and development.

17. In addition, the MoD Task Force has made important recommendations for measures that can only
become effective over the longer term. They include the acquisition of — or participation in international
projects with respect to - UAVs, military satellite observation capabilities, NBC-pratection capabilities
and precision guided munitions. These measures require careful elaboration. Procedures for materiel
procurement will need to be considered and consultation with other countries will often be necessary.

6
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18. The costs associated with the short-term measures are estimated at approximately €4,5 million for
the financial year 2002, These are structural costs that will result in a charge of approximately €32
million on the defence budget until 2009. These costs will be accommodated within the current defence
budget. As far as can be determined, the costs associated with the implementation of the longer-term
measures could rise as high as between €68 million and €30 million yearly for the remainder of the
period covered by the Defence White Paper 2000 {2002-2009). The implementation of the long-term
measures recommended in the task force report are, therefore, dependent to a degree on arrangements
made in the Government Policy Accord of the new government after the general elections of May 15th,

Strengthening International Cooperation

19, NATO is the most important forum for international cooperation in combating terrorism from a
military perspective. This is underscored by NATG's decision to invoke aricle 5 of the North Atlantic
Treaty in response to the terrorist attacks of September 11th and the support provided by NATO to the
US-led campaign against Al-Qaeda.

19. During the informal meeting of Ministers of Defence in late September, The Netherlands proposed a
review as 1o how to adapt the Alliance o the threal of intemational terrorism. NATO needs to respond to
this new security threat by developing an effective and appropriate contribution to combating terrorism in
the long term as in the short term. It provides a mechanism by which the Allies can co-ordinate the
necessary adaptations to national defence policies and improve their capabiliies to deal with the
terrorist threat. These key findings are hence circulated within NATO as one nation’s contribution to
discussions among Allies on how to adapt our armed forces in the light of the terrorist threat.

20. We also need to exploit to the maximum the possibilities for international cooperation in generating
the capabilities we need. The Nethertands attaches great importance to making use of opportunities for

international cooperation in promoting the efficiency and effectiveness of the military confribution to
combating terrorism.

Further Information

The fuf text of the MoD Task Force's findings as well as the letter to Parliament are available on the
web site of The Netherlands’ Ministry of Defence: www mindef.nl.

L A S A
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Royal Netherlands Embass Ambassadevar ket
Anfbassador’s Office ¢ % Koninkrijk der Nederlanden

4200 Linnean Avenue, N.W,
Washington, DC 20008

Washington, April 9 2002

hoas e Sesatans

I have the honor te forward to you a letter from Frank de Grave, Minister of Defense of The Kingdom
of the Netherlands, dated March 28%, 2002.

Please accept, Mr. Secretary, the assurances of my highest consideration.

\{GJ‘F 51\~C,EN/L1 ,

Ambassador of The Netherlands

The Honorabte Donald H. Rumsfeld
Secretary of Defense

1000 Defense Pentagon
Washington, DC 20301-1000
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SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

L 9 20w

The Honorable Frank de Grave
Minister of Defence of the Netherlands
P.O. Box 20701

2500 ES The Hague

#LIN

P
=

Spre7Y

Dear Minister de Grave:

Thank you for sending me a copy of the Netherlands’ Task Force Review key
findings on the military’s role in the fight against terrorism.

It was nice seeing you at the recent NATO Defense Ministers Meeting. 1 was
pleased with the outcome, in particular, the agreement to develop a capabilities initiatives
package for presentation to Heads of State and Government at the Prague Summit.
Several of the capability initiatives -- NATO Command Structure Review, chemical and
biological defense and improving Special Operations Forces -- coincide with
recommendations of your Task Force. We look forward to working with you and your
staff as we develop these important capabilities initiatives over the summer.

The war against terrorism will be a long campaign, involving many tools — law

enforcement, intelligence, financial, diplomatic, and humanitarian aid — as well as
mulitary forces.

I appreciate the numerous contributions of the Netherlands and other coalition
partners to combat terrorist organizations and the regimes that sponsor them.

Sincerely,

i

ol b

ﬁ Ui10kt18 /02
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Drafter’'s Name : BRIDGIT GRANT, ASST FOR NATQ
Office/Phcne : [(oX6) |

Releaser's Info : DONALD H. RUMSFELD, SECDEF

Action Prec : RQUTINE
Info Prec : RQUTINE
Specat :

From: SECDEF WASHINGTON QDC
To: AMEMBASSY THE HAGUE
USDAO THE HAGUE NL
Info: SECDEF WASHINGTON DC//CHALIRS//
SECDEF WASHINGTON DC//FILE/USDP ISP/USDP NATO POL//
SECSTATE WASHINGTON DC

TEXT FOLLCWS

UNCLAS
SUBJECT: LETTER TG NETHERLANDS MINISTER OF DEFENCE

1. REQUEST AMEMBASSY FORWARD SUBJFCT LETTER TO THE HONORAEBLE FRANK
DE GRAVE AS SCON AS POSSIBLE, SIGNED ORIGINAL TO FOLLOW.

2. BEGIN TEXT:

THE HONORABLE FRANK DE GRAVE

MINISTER OF DEFENCE OF THE NETHERLANDS
P.0. BOX 20701

2500 ES THE HAGUE

DEAR MINISTER DE GRAVE:

{PARA} THANK YOU FOR SENDING ME A CCPY OF THE NETHERLANDS' TASK FORCE
REVIEW KEY FINDINGS ON THE MILITARY'S ROLE IN THE FIGHT AGAINST
TERRORISM.

(PARA] IT WAS NICE SEEING YOU AT THE RECENT NATO DEFENSE MINISTERS
MEETING. I WAS PLEASED WITH THE OUTCOME, IN PARTICULAR, THE
AGREEMENT TO DEVELQOP A CAPABILITIES INITIATIVES PACRAGE FOR
PRESENTATION TO HEADS OF STATE AND GOVERNMENT AT THE PRAGUE SUMMIT.
SEVERAL OF THE CAPABILITY INITIATIVES -- NATO COMMAND STRUCTURE
REVIEW, CHEMICAL AND BIOLOGICAL DEFENSE AND TMPROVING SPECIAL
OPERATIONS FORCES -- COINCIDE WITH RECOMMENDATIONS OF YOUR TASK
FORCE. WE LOOK FORWARD TO WORKING WITH YOU AND YOUR STAFF AS WE
DEVELOP THESE IMPORTANT CAPABILITIES INITIATIVES QVER THE SUMMER.

[PARA)] THE WAR AGAINST TERRORISM WILL BE A LONG CAMPAIGN, INVOLVING
MANY TOCLS - LAW ENFORCEMENT, INTELLIGENCE, FINANCIAL., DIPLOMATIC,
AND HUMANITARIAN AID - AS WELL AS MILITARY FORCES.

{PARA) I APPRECIATE THE NUMEROUS CONTRIBUTIONS OF THE NETHERLANDS AND

UNCLASSIFIED

U10418
11-L-05659/0SD/8125
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DTG: 0206092 JUL 02 PAGE 02 of 02

OTHER COQALITION PARTNERS TO COMBAT TERRORIST ORGANIZATIONS AND THE
REGIMES THAT SPONSOR THEM.

//SINCERELY, //DONALD H. RUMSFELD

3. END OF TEXT.

UNCLASSIFIED

uios18 /02
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3010 DEFENSE PENTAGON -
WASHINGTON, DC 20301-3010
TECHNOLOGY INFO MEMO
AND LoGIsTICS April 12,2002, 11:00 A M.
FOR: SECRETARY OF DEFENSE
FROM: Mr. E. C. “Pete” Aldridge, UndgpSec Of Defense {(AT&L)
A
SUBJECT: Robotics Programs
. —
¢ Your memorandum of March 23, 2002 (Tab A) requested me to think about —
b

putting a major effort on robotics in a variety of ways.

o There already exists a Joint Robotics Program (JRP) Coordinator (residing within
AT&L), who has oversight of robotic programs and efforts within DoD. I have
attached some charts (Taby B) which depict the JRP structure and the ground, air
and underwater robotic systems which are currently fielded or in the development

stage.

o DARPA already has a major robotics program. I have attached two charts (Tab C)

to illustrate the breadth of their effort.

e [ think we have the robotics topic well covered.

COORDINATION: None

Attachments:
As stated

Prepared By: Colonel R. Brady, USMC, ODDRE, [(b}(6)

JaY- QOORAT

UNCLASYIFIED
11-L-0559/0SD/8127

PR

U06628-02



TAB

11-L-0559/0SD/8128



SABVARe
9:48 AM
TO: Pete Aldridge
FROM: Donald Rumsfeld y\
DATE: March 23, 2002
SUBJECT: Robotics
I think you ought to think about putting a major effort on robotics in a variety of

ways and getting a little cell going in DARPA or someplace on the subject.

Thank you.

DHR/azn
032302.02

oo

Please respond by:

11-L-0559/0SD/8129
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JOINT ROBOTICS PROGRAM (JRP)

- STRUCTURE

JRP COORDINATOR
OUSD (AT&L)/S&TS/
LAND WARFARE Army
PRODUCT MANAGER
PHYSICAL SECURITY
EQUIPMENT
Fort Belvoir, VA
Army v
USMC l Navy l ‘ Air Force l Army l
UGV/S DIR, PROGRAM AIR FORCE U.S. ARMY
JOINT PROJECT MANAGEMENT RESEARCH TARDEC
OFFICE OFFICE FOREOD LABORATORY .
Redstone Arsenal, Al Indian Head, MD Tyndall AFB, FL. Warren, MI

- Science & Technology

11-L-0559/05D/8131
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MISSION SPECIFIC UNMANNED SYSTEMS BY WEIGHT CLASS

Small (Light) Small (Med) Small (Heavy) Large
31 to 400 bbs 401 to 2,500 Ibs 2,501 to 20,000 Ibs Over 30,000 Ibs
Fielded _Prototype/Deployed

Prototype/Deployed

—

TALON 34-80 1bs

ARTS 800 1bs

..v.

;iONS 600 rbs
SDD/ Deployed

_URBOT 65 Ibs

BUGS 45-60 Ibs

Mini-Ftai/RCSS 2500 lbs

Prototype

Panther w/SRS >40 tons

Abrams Panther W/SRS

240 tons

Tech Base

MDARS-E 1500 lbs

11-L-055

T3 Dozer w/SRS 18,600 lbs

Prototype

AOE 67,000 1bs

{I -~ Intericr; E - Exterior) (complements

omni Directional Inspection System (under-vehicle)
Remote Combat Support System (Combat Engineering

(e

AOE; Automated Ordnance Excavator

ARTS: All-purpese Remots Trausport System
{Force Protectiom)

BUGS: Basic Unmxploded Ordnance Gathering System
{for =mall munitions}

MDARS: Mobile Detection Assessment Response System:
Military Police activities)

ODIS:

RCES8:
functions)}

RONE: Remote Ordnance Neutralization Systea
(for use in XOD applications)

SRS: Standardized Robotics System (kits that are

OSB3,

ad to existing DoD inventery wvehicles)
Unmanned Vehicls



UNMANNED AERIAL VEHICLES

Fielded

System Development &
Demonstration

T 1 L Tl

Navy/Marine Corps Pioneer
Payload 450 Ibs—100 nm radius

Air Force Predator
Payload 450 lbs—400 nm radius

Navy Fire Scout Demonstration System
Payload 200 1bs—110 nm radius
No plan to field this system

Technology Base

Air Force UCAV
Payload 2000 1bs—650 nm radins

Navy UCAYV
Payload 625 Ibs—(TBA) nm radius

Army Shadow

Terminated (or) Residuals-

Payload 60 1bs—68 nm radius
1I0C FY02

Evaluation Systems

In-Use

Army Hunter
Payload 200 1bs—144 nm radius

Air Force Global Hawk
Payload 1950 1bs—3,000 nm radius
IOC FY05

Air Force Predator B
Payload 7501bs-(TBD) radius

11-L-0559/0SD/8133
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UNMANNED UNDERWATER VEHICLES

Fielded System Development &

Technology Base

Demonstration

= Tl

SAHRYV Vehicle

REMUS UUV

SEAHORSE
NMRS: Near-ferm Mine Recon System
- Mine Recon
SAHRY: Semi-Autonomous Hydrographic Recon Vehicle
- Hydrographic Reconnaissance
RMS: Mine Recon System
- Mine Reconnaissance
Seahorse: - Oceanographic Survey
REMUS: Remote Environmental Monitoring Unit System
-~ Multi-vehicle Communication

- Navigation system testing & payload delivery

11-L-0559/05D/8134
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Robotics -

Tactical Mobile Robots

* Small ground robots for dismounted infantry
* Used in World Trade Center recovery aperations
e Deployed to Afghanistan (Feb})

* Program end in FY02

» Transition 15 robots to Joint Robotics Program for
US Army and USMC use

Robo Rat

Ground

Unmanned Ground Combat Vehicle

* 150 kg Payload Carriers

for sensors + 1500 kg Payload Carriers
for weapons

» Supports Army Future Combat System Program

* Demonstrate versatile ground robotic platforms that
can be used as autonomous sensor and weapon
vehicles

Bioinspired Robotics

» Rat is good general purpose small autonomous robot platform « Small robots that exploit capabilities

+ Video camera payload and GPS navigation added to backpack

« Search and rescue application for inaccessible areas

of biological systems to sense,
maneuver, analyze, and respond to
complex environments.

11-L-0559/0SD/8136



Robotics - Air

Unmanned Combat Unmanned Combat Unmanned C;mbat
Air Vehicle - AF Air Vehicle - Navy Armed Rotorcraft - Army

g

M
* 650 mile mission radius » Aircraft carrier capable * Low altitude autonomous flight
» 3600 Ib weapons payload + In-flight refuelable * 24 hour, adverse weather capable
¢ Networked, multi-ship operations + Mission Areas * On-board targeting solution
» On-Board targeting solution - Surveillance * Ne\:‘ p"°ugs"ea$'1fggt flight in FY 06
» First flight in 3 Qtr FY 02 - Long Range Strike ay
* Program transfer to AF in FY 03 * First Flight in FY 05

A 160 Hummingbird

Organic Air Vehicle - OAV

» Vertical take off and landing vehicle * Small, hover-capable air vehicles

» 2500 mile range, 30,000 feet, 40 hour endurance * Soldier launched to provide real time, close-in

* 300 Ib payload reconnaijssance and surveillance

 Supports Army Future Combat System Program . IS:UCI:P‘;“S Army Future Combat System
rogram

11-L-0559/0SD/8137
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9:48 AM
TO: Pete Aldndge

FROM: Donald Rumsfeld m
DATE: March 23, 2002

SUBJECT: Robatics

1 think you ought to think about putting a major effort on robotics in a variety of

-~
ways and getting a little cell going in DARPA or someplace on the subject. 5
Thank you.
DHR/azn
032302.02 \
Please respond by: 6 \30 O;
N
-
O
~
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3010 DEFENSE PENTAGON
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ACQUISITION, INFO MEMO

TECHNOLOGY
AMND LOGISTICS

FOR: SECRETARY OF DEFENSE

FROM: Under Secretary of Defense (Acquisition, Technology and Logistics)
USD(AT&L)hssseen AFR |5 2002
SUBJECT: Question Regarding Smart Artillery Rounds

¢ You asked, “How do we get a smarter artillery round”?

# The Information Paper at Tab A identifies three possibie alternatives for
obtaining a Smart Artillery Round. These are: (1) Use of existing
inventory; (2) Off-shore procurements; and (3) Completion of an existing
RDT&E program.

» Within our list of possible alternatives for & “smarter artillery round,”
recommend that we issue guidance to the Army to accelerate the Excalibur
projectile. Excalibur’s range (out to 47 kilometers), its payload options
(both & unitary (high explosive) and smart, sensor-fuzed submunitions), and
its guidance system (inertial navigation system and global positioning
system) underscore the value of Excalibur as a “smart artillery round.”

Prepared By: Walt Squire, OUSD(AT&L)/S&TS/LW,WH. - JoeAAT

11-L-05@JSD/8139 1106689

THE UNDER SECRETARY OF DEFENSE ¢:r @77 -

WASHINGTON, DC 20301-3010 W ADNS 03

/02



April 13, 2002

To: Secretary of Defense

From: Pete Aldridg }ﬁ APR |5 2002
Subject: Smart Artillery Rounds

You asked the question “How do we get a smart artillery round”? The short answer is
that it is coming, and it is called Excalibur.

Excalibur, currently in development, will extend the range of our 155 mm artillery to 47
km, carry either unitary or sensor-fuzed submunitions, and improve accuracy with inertial
and GPS guidance. A future improvement will add target discrimination. We are asking
the Army to look at accelerating Excalibur in the forthcoming Defense Planning
Guidance.

We have two other “semi-smart” 155 mm artillery rounds: a) Copperhead, a round that
guides on a laser spot; and, b) SADARM, a round that uses IR and radar to detect and
fuse an armored targets. Also available are two non-U.S. 155 mm arntillery rounds—
BONUS, a French/Swedish developed sensor fused submunition, and SMAn 155, a
German developed sensor fused submunition round. These are compatible with U.S.
artillery pieces and could be procured for our use,

Excalibur is the smart artillery round we desire. However, the combination of Excalibur,
the Guided Multiple Launch Rocket System (MLRS) and DARPA’s Netfire Concept (for

the Future Combat System) should get the Army on the track of acquiring the right mix
of precision munitions for the future.

Action: None. Information Only.

11-L-0559/05D/8140



Z

OFFICE OF THE SECRETARY OF DEFENSE
THE SPECIAL ASSISTANT

JpIATIL )
+ / /L w4 /guw-e

/Jt/{,\-_ B

Yo /‘V‘j 'j /LJ 7 /
o ot S
(0 f/\/’ fen

/';(L/L." /\-‘9 LLH//A
ur-e/{ L\,/,](,r/]—eu fe At A 7[A£LC'A,

/Cr-cw

//‘-1\'
I

: e L*/ ) /»"‘q e /é"’”J*??LC
o~ '

i e An‘,»‘(o T /w‘h,

ae g
_arry Di Rita
-J/L

u 0S¥ I

11-L-0559/0SD/8141






INFORMATION PAPER
QUESTION: “How do we get a smarter artillery round?”

SUMMARY: There are three different ways of providing our artillery forces with a
“smart” round capability. These are: (1) drawing from existing inventory; (2) off-shore
procurements; and (3) completion of the RDT&E program for a “smart” projectile.

EXISTING INVENTORY:

o Copperhead:; In the mid-1980’s, the Army completed the development and fielded in
excess of 20,000, 155mm Copperhead rounds. After launch the projectile “homes in
on” a laser spot designated on the target by a ground, forward observer. The time
between laser designation and projectile launch is a little less than 20 seconds. For
this reason, Copperhead is not effective against moving (armored) targets.

¢ SADARM (Sense and Destroy Armor): The Army terminated procurement of
SADARM in Fiscal Year 2000. SADARM is a 155mm, thin-wall, projectile which
carries two SADARM sub-munitions to the target area. The sub-munitions have a
sensor suite which utilizes Infrared and Active and Passive millimeter wave radar.
SADARM is actually a counter battery weapon as moving (armored) targets would
move outside of its footprint during the projectile’s flight. There are 348, full-up
SADARM projectiles which are approved as conditional release. The contractor is
Northrop/Aerojet Electro Systems. An average unit cost in production would be $50-
60K.

OFF-SHORE PROCUREMENTS: There are potential sources that could deliver spin-

stablized sensor-fuzed munitions; however, the availability timelines vary.

s BONUS: BOFORS Defence and GIAT Industries have developed 155 BONUS under
a common specification for the Swedish and French Armies. BONUS is a projectile
carrier for two “smart” submunitions. The submunitions use a passive, multi-channel,
IR-sensor, and the BONUS carrier 1s equipped with a base bleed for extended range.
A total of 800 Bonus rounds would be purchased and delivered by mid 2003 for an
estimated unit price of $25-35K.

o SMArt 155: SMATrt 155 is another submunition carrter with 2 more robust sensor
suite. The submunitions use millimeter wave radar and radiometer as well as infrared
sensors. SMArt 155 is manufactured by GIWS of Nuremburg, Germany. A total of
1600 SMATt 155 rounds could be purchased and delivered by the end of 2002 for an
estimated unit price of $50-60K. There are two submunitions in each SMArt, 155mm
projectile.

COMPLETION OF ARMY’s RDT&E PROGRAM: The Army’s RDT&E program to
field a precision guided “smart” artillery projectile is Excalibur, Excalibur is being
developed in three blocks — block I contains a unitary (high explosive) warhead, block 11
adds smart, sensor-fuzed submunitions as in BONUS or SMArt 155, and block 111 adds

11-L-0559/0SD/8143



target discriminating capabilities to the unitary warhead. Given an accurate target
location, the on-board guidance (GPS/INS) and navigational control system enables this
projectile to come within 10 meters of the intended target (irrespective of range). This
precision allows much less collateral damage. A production milestone decision for block
11s scheduled for Fiscal Year 2006. Army estimates the first year unit production cost to
be $90K per round; average unit production cost is estimated at $30K per round.

/ygg/:céd’é:ij At Mmf”j B oty bunt
w FYe4.
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March 15,2002 9:35 AM

TO: Pete Aldridge ' L = /
7190
FROM:  Donald Rumsfeld ) #p71

SUBJECT: Artillery Round

How do we get a smarter artillery round?

Thanks.

DHR:dh
031502-18

Please respand by ____ O'f / 1 fo -

T
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TO: Gen. Joseph W. Ralston

FROM:  Donald Rumsfeld/‘\){k

DATE:

SUBJECT:

April 13, 2002

Thought you would enjoy the attached, but maybe not, since you obviously

weren’t enjoying the meeting!

With my best regards.

Attach: Photographs (2)

DHR/azn
041302.03
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=~
<«
=
(%
AV
N
Uuoé&77g 02



011218-D-2987S-107

Secretary of Defense Donald H. Rumsfeld (left), Commander in
Chief European Command, and Supreme Allied Commander Europe
Gen. Joseph W. Ralston (center), U.S. Air Force, and French Minister
of Defense Alain Richard (right) conduct informal talks between
meetings at NATO Headquarters in Brussels, Belgium, on Dec. 18,
2001. DoD photo by Helene C. Stikkel. (Released) R-015-2002
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R As of March 21,2002, 9:00AM "
ol READ AHEAD FOR SECRETARY RUMSFELD

LUNCH WITH SENATOR SESSIONS : /
From: Powell Moore, Assistant Secretary of Defense for Legislative Affair Mﬂ[/ mﬁl
Thursday, March 21, 2002, 12:10 to 12:45PM, Your Office

You are currently scheduled to have lunch today with Senator Jeff Sessions (R-AL).
Jim Haynes, and I will join you. The Senator’s biography is immediately under.

» As a former prosecutor, as well as a Member of both the Armed Services and
Judiciary Committees, Senator Scssions has a keen interest in military
commissions.

o This is an excellent opportunity for us to arm him with the background
information he needs to champion this issue for us on the Hill.

o He was one of the first Senators to visit the detention facility at Guantanamo
Bay, Cuba, and has been fully supportive of our efforts there.

s Overall, Senator Sessions has been a strong supporter of the Administration’s
defense priorities, particularly on the need to move forward with our missile defense
program. He will solicit your thoughts on how he can help us achieve our goals.

o His interest is driven in large part by the key role that the Redstone Arsenal
in Huntsville, Alabama, plays in the development of our missile defense
program.

o He backs the Administration’s position on the ABM Treaty, noting that it’s
an outdated relic of the Cold War that we need to move past.

e While he supports a reduction in nuclear weaponry, Senator Sessions has expressed
concern that destroying warheads too quickly could risk the loss of U.S. superiority.

o He is concemned that if we destroy these weapons totally, instead of just
decommissioning themn, we could end up in a situation where, without
manufacturing capability, we can’t properly defend ourselves or would not
have a clear superiority that deters war.

¢ In addition to the above, we expect that the following issues could be raised:

o Senator Sessions has expressed concem over our shipbuilding rates, and has
suggested that we should consider keeping some aging ships in service to
oftset the shortfalls in near-term procurement.

o He also has a great interest in Army transformation issues, particularly where
Fort Rucker is concerned.

o Chemical weapons demilitarization and emergency preparedness at the
Anniston Army Depot has been a key issue for Senator Sessions.

o Finally, on April 12, 2002, Senator Sessions will host a rollout of the Army's
Interim Armored Vehicle (IAV) at the Anniston Army Depot.

Prepared by; CDR Jim Fraser, OSD/LA, (b)(6)
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Hometown: Mobile
Bomn: [(PX6) |
Religion: Methodist
Family: Wife, Mary Blackshear Sessions;

= three children
r - Education: Huntingdon College, B.A. 1569;
r r U. of Alabama, J.D. 1973
SASC MEMBER Military Service: Army Reserve, 1973-86

Jr. Senator
1st Elected 1996 Career: Lawyer

SENATOR JEFF SESSIONS (R-AL)

Committees

Armed Services (Airland; Seapower - ranking member;
Strategic)

Health, Education, Labor & Pensions (Employment, Safety &

Training; Public Health)

Judiciary (Administrative Oversight & the Courts - ranking
member; Technology, Terrorism & Government Information;
Youth Violence)

Joint Economic

Kev Issues and Concerns

Suppors the Administration’s position concerning detainees at
Guantanamo Bay, Cuba

“I firmly believe that the al Qaeda members are not entitled to the
prisoner of war status. They are plainly illegal combatants whose
actions are contrary 1o the rules of war, and I think a good case can be
made that the Taliban are not entitled to it as well.”

Top priorities: train and equip our military for the challenges in the
21% Cenlury, increase funding for R&D, and raise pay and improve

housing for our military.

Programmatic Concerns
DD-X R&D

SECDEF Correspondence:

10/11/01: Re: UWB technology- wants regulatory approval for
the technology. Stenbit responded that DoD is working with
NTIA on protecting DoD systems and promoting UWB.

11-L-0559/0SD/8152
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LEGISLATIVE

APFAIRS March 21, 2002 7:30 PM

READ AHEAD FOR SECRETARY RUMSFELD
SECDEF Breakfast With Rep. Jerry Lewis (R40™-CA)

(b)(6)

/f
FROM:; Powell Moore, Assistant Secretary of Defense for Legislative Affairs W Mt M/

Thursday, March 21%, at 8:00 to 8:45 AM, SecDef Immediate Office

Attendees: Dr. Wolfowitz, Dov Zakheim, Tina Jonas and ] will join you.

¢ Rep. Jerry Lewis, Chairman, House Appropriations Subcommittee on Defense (HAC-D), has
been invited to join you for breakfast. The meeting is an opportunity for you to discuss the
President's FY03 defense request and the $10 billion war reserve fund.

e Congressman Jerry Lewis is the third-ranking Republican on the Appropriations Committee.
The Committee has jurisdiction over discretionary spending which is approximately one-third
of the $1.7 trillion federal budget. Rep. Lewis’ opening statement from your February 14"
testimony before the HAC-D ts at Tab A.

e Chairman Lewis has often stressed more Congressional involvement and more Executive
Branch consultation on DoD budget issues. Last year, he led the effort to restructure the
SBIRS-Low program after having earlier proposing funding cuts that the Depariment opposed.
During the Feb 28" closed HAC-D Missile Defense hearing, Chairman Lewis specifically
neoted the collaboration on this issue.

s Congressman Lewis has a keen interest in transformation. Undersecretary Aldridge and Adm.
Cebrowski testified before his transformation heanng on March 13. During that hearing
Lewis sought to establish a “working definition” of transformation. In addition, Lewis
expressed his belief that the DoD’s procurement practices are failing the department.
Chairman Lewis’ opening statement can be found at Tab B.

e During his tenure on the Appropriations Commitiee, Rep. Lewis has eamned a reputation for
frugality. From 1995 to 1999, as head of the Veterans Affairs, Housing and Urban
Development, and Independent Agencies Subcommittees, Lewis cut spending more than any
other Appropriations chairman. However, as the Chairman of the HAC-D, Rep. Lewis clearly
believes increased spending on Defense is necessary. However, Rep. Lewis has been skeptical
of programs with cost over-runs, has questioned DoD plans to build three new tactical aircraft,
and believes recent budgets have under-funded maintenance and quality of life programs.
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e Chairman Lewis’ other concerns include:

(@]

O

O

o

Approval of recent efforts to accurately budget for retirement, health care, readiness,
and major weapons systems’ costs.

He has made it clear that Congress will play a significant role in making specific
recommendations for funding in appropriations bills. He is concemed that some
executive branch officials consider Congressional initiatives and specific
recommendations to be unwarranted intrusions in the budget process.

He is concemed that imporiant recapitalization, modernization and procurement
priorities have been deferred;

He believes that some could argue that hard budgetary and programmatic decisions and
tradeoffs bave not been made;

His hopes that the promise of transformation will be realized (see opening statement
for March 13 hearing Tab A);

His is interested in your perspective relative to the importance of space initiatives;

o In your luncheon meeting you may seck Rep Lewss’ supportt regarding:

Q

o
O

o
o

$10 billion contingency fands - Seek his support to protect these funds from being
designated for other purposes.

The President’s defense budget top line

FY03 Missile Defense Budget — Some members already see this as a bill payer for
other priorities;

Transformation — Emphasize the transformational aspects of the defense budget;
Shipbuilding — Articulate the Department’s current challenges and long-term plan;

e Ag you know, the National Training Center at Fort Irwin is in Chairman Lewis’ district. You
might consider mentioning that you would like to visit that installation on a future trip to the
Southwest and ask if he would like to join you.

e Rep. Lewis’ bio is at Tab C.
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Congressicnal Hearings
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House Appropriations Defense Subcommittee Holds Hearing on
FY2003 Appropriations

LIST OF SPEAKERS

LEWIS:

This morning, we welcome the honorable Donald H, Rumsfeld, secretary of defense, and
General Richard B. Myers, chairman of the Joint Chiefs of Staff, and accompanied by my dear
fnend Dr. Dov Zakheim, comptroller of the department. The official purpose of this hearing is to
take your testimony on fiscal year 2003 budget requests for the Department of Defense and the
posture of our armed services.

This proceeding takes place in a world that is far different than the one that existed when you
last testified before the committee. The events of the last September 11 are freshly seared in
everyone's minds. It's a day none of us will ever forget.

In fact, this committee was preparing to mark up your fiscal year 2002 budget request when
word came that we all experienced this tragic circumstance in New York.

Since that time, we've witnessed a very able operation in Afghanistan to destroy the
infrastructure of Al Qaeda, the terrorist network, and the Taliban regime that provided them with
the support of an entire state.

As we sit here today, United States antiterrorist operations are continuing in that region and
elsewhere tn the world. We also realize that this is only the beginning of a comprehensive
campaign to end the scourge of global terrorist networks.

Mr. Secretary, General Myers and Dr. Zakheim, as we go forward together, to say the least,
the committee wants you to know that we appreciate both the work that you are about and we're
very proud of that which the world has witnessed in Afghanistan.

We're also grateful for the professional and dedicated service of all of our personnel and the
job that you've done to help build the quality as well as to sustain the quality of our personnel.

We need to remember that, in this time of crises, there 1s a fabulous opportunity to see the best
answers to the challenges raised to our national security. So in that spirit, we look forward to
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working with you in fashioning what will be the most important defense budget perhaps in our
lifetime.

Before we move on, I'd like to stress once again that the final form of this budget will be a
product of the Congress and the administration working together to meet the needs of the
Defense Department.

It concerns us that some executive branch officials have recently been making suggestions that
congressional initiatives and specific recommendations for funding and appropriations bills are
unwarranted intrusions in the budget process.

This committee carefully considers the budget request presented by the department every year
and makes use of innumerable sources of information and expertise.

Members of this panel, in particular, are long-serving, thoughtful and dead serious about
matters of national defense and have contributed many ideas which have enhanced our security
over the years. Pragmatic inputs or some of the key systems that are being used to great effect in
today's battlefields originated in this subcommittee.

Oft times, in the past, some of those suggestions were implemented over the objections of the
individual branches that have been affected.

Mr. Secretary, that there is recognition on your part as well as others in the Defense
Department that viewpoints which discount the congressional role in this process are not
conductive to achieving optimal results in the formulation of defense budget in this day or any
other fiscal vear.

I would now like to address the budget submission that ts presently before the committee. The
budget proposed by the department for fiscal year 2003 is $379 billion, a much-needed increase
of $48 billion over fiscal year 2002.

It is a good first step in providing the necessary resources to continue the war against terrorism
and shape the military to deal with the new threats we face in the world.

We applaud your efforts to accurately budget for Defense Department retirement and health
care costs, adequately fund readiness and OPTEMPO requirements and realistically portray the
true costs of major weapons systems. These steps are overdue, but nevertheless, welcome.

What causes concern, however, Mr. Secretary, is that, once again, efforts to recapitalize and
modernize vital equipment have been deferred. Procurement rates for ships and tactical aircraft
in fiscal year 2003 budget continue to be well below the replacement rates necessary to maintain
present force structures.

It could also be argued that hard decisions and tradeoffs have not been made concerning

systems that were onginally conceived when the principal threats to the nation's security were
vastly different from the ones that are faced today.
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As we fight the first war of the 21st century, it is imperative that budget priorities be assigned
to those systems that will enable our efforts to eradicate terrorism and transform the military to
succeed further than funding programs that have nothing but bureaucratic initiative behind them.

We hope that the promise of the transformation process you unveiled last year will be realized
and not lost simply because more resources are available to the Defense Department to fund all
{ph) things.

Again, Mr. Secretary, as well as General Myers and Dr. Zakheim, we look forward to an
extended discussion today. I might mention as an aside -- not exactly an aside -- that we had our
first session with Don Rumsfeld, secretary of the Department of Defense, exactly five months
later last year, on July 14.

Frankly, we'd like to have this bill moved early because otherwise, it oft times it gets tied up
with all the rest of the process around here, and so [ was a bit concerned about the prospect of a
later start last year, and yet the calls for reform on the part of the Joint Chiefs and the secretary
were welcomed by our committee, and so we kind of swallowed hear and look forward to those
prospects.

1 was particularly interested in the fact that [ had heard a lot about Rumsfeld's Raiders when
the secretary was a member of the House of Representatives. A gentleman who was willing, as a
member of Congress, to stir the pot and to look again. A refreshing prospect for the department.
And he was making a second visitation to the department and knew some of the more serious
difficulties in dealing with change.

So this budget is one by where we're going to be looking very closely at real outlines for
change and look forward to an ongoing discussion with this subcommittee.

Let me call, before we move forward with your testimony, upon my friend, Jack Murtha, for
hts remarks.
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FDUH TRANSCRIPTS
Congressional Hearngs
Mar 13, 20062

House Appropriations Defense Subcommittee
Holds hearing on FY2003 Budget

LIST OF SPEAKERS

LEWIS:

The meeting will come to order. For the edification of our guests, there
are a number of conflicting subcommitiees as we're trying to rush this
appropriations year forward, and rather than keep you waiting much
longer, I think we should proceed, and we'll deal with those late-comers as
they arrive,

This morning we welcome the Honorable E.C. "Pete" Aldridge,
undersecretary of defense for acquisition, technology and logistics, as well
as Vice Admiral Arthur Cebrowski, director the Defense Department's
Office of Force Transition Transformation.

This morning, it is a bit of a departurc for the committee, as we won't be
taking testimony as specific budget requests for an individual service or
agency. Rather, we'll be looking to engage in a discussion about the steps
that are being taken to shape the forces of the United States for the threats
and challenges that will be faced, not just in the months but in the many
years ahead of us.

As we all know the quadrennial defense review cstablished an Office of
Force Transformation to oversee a process by which a strategy is
developed 1o ensure the continued competitive advantage and dominance
of all the services against the isometric capabilities being fielded by our
adversartes today.

Unfortunately, the term transformation has become now one of those
classic buzzwords that over time, unless we get a handle on it, is going to
have no meaning at all.

So, one of the first goals of today's hearing is to understand a good

working definition of the concept, other key questions we hope to have
answered as we go forward in this discussion. It will be first, what are the
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rules and logic of the department's transformation framework? What are
the key metrics of transformation? How will each service's transformation
road map be evaluated? And finally, what are the key acquisition
budgeting reforms that need to be undertaken by the department to support
transformation?

We also hope to have a discussion about what can be done to decrease
the cycle time that's required to place new technology and capabilities in
the hands of our war fighters, and break the tyranny of the program of
record in our acquisition process. I don't think anyone will dispute that the
present system 1s failing in that regard at least.

Again, gentlemen, welcome. This 1s the first appearance by both of you
before the committee since I've been chairman, or this year anyway. Your
biographies will be placed on the record. I think you may know that one of
my colleagues, my partner Jack Murtha, has a little problem up in
Pennsylvania he's actively taking care of, so he's delayed this morning,
and will be represented by my friend from Washington, Mr. Dicks. Let me
call on Mr. Dicks for any comments that he might have.
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Rep. Jerry Lewis (R-CA) 40th
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Hometown: Redlands
Borni(b)6) |
" Religion: Presbyterian
- Family: Wife, Arlene Lewis; four children,
" three stepchildren
Education: U. of California, Los Angeles,
- B.A. 1956 (government)

b Military Service: None
Career: insurance executive

Committees:

Appropriations (Defense - chainman; Foreign Operations &
Export Financing; Legislative Branch)

SECDEF Correspondence:

District Military Facility:

Marine Corps Air Ground Combat Center, 11,008 military, 1,597
civilian; Fort Irwin (Army), 4,784 military, 3,619 civilian; Marine
Corps Logistics Base, 284 military, 1,548 civilian; Naval Air
Warfare Center Weapons Division, China Lake, 889 military,
3,003 civilian (shared with 21st District) (2000)

District Defense Industry:

Appropriations (Defense) Chair

Key Views

The Chairman has had consistent interest in transformation and will
want 1o discuss its funding in the FY(3 budget. He criticized the
DepSecDef in a February 7 budget briefing for funding little in the
way of real transformation in the FY 03 budget.

Strongly supports the Joint Sirike Fighter and supports production of
the aircraft in his district.

Sought SBIRS-Low cuts in the Do Appropriations Bill, a position
nltimately endorsed by the Department and passed into law.

Has consistently becn skeptical of DoD plans to build three new
tactical aircraft. He prefers to spend more on spare parts and pilot
retention.

Considers past funding shortfalls in the DHP a sign of mismanagement
and may ask if the program is adequately funded in FY03.

Supports robust defense budget while skeptical of some large
acquisition programs - like tactical aircraft - that deny funding to
maintenance and QOL programs.

Attended the January 23rd White House meeting on defense budget
with POTUS.

Wrote to encourage the Department to have the Defense Acquisition
Board conform to the independent cost estimate developed by the Cost
Analysis Improvement Group for F-22 accquisition. Aldridge
responded that F-22 has entered Low-Rate initial Production.

&
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HEADLINE: Bush draws up battle plan to oust Saddam
BYLINE: Tony Allen-Mills Washington

BODY:

Splits show in Washington as pressure mounts for attack.

IN A quiet suburb of Virginia, a few miles across the Potomac River from the White House, an exiled
Iragi general dreams of his homeland and waits. If all goes well with President George W Bush's rapidly
developing plan to overthrow Saddam Hussein, General Najib al-Salhi, a former chief of staff of the
Iragi 5th mechanised corps, might be back in Baghdad by the end of the year.

As one of the highest-ranking defectors from Saddam's elite Republican Guard and one of the founders
of the Movement of Free Officers, a clandestine Iraqi opposition group, Najib believes the moment of
reckoning has finally arrived for the tyrant he used to serve. "The Iraqi people are ready for action,” he
said last week. So, it finally seems, are the White House, the Pentagon, the CIA and the State
Department. After months of restraint over America's unfinished business with Saddam, Bush and his
senior aides have unleashed a barrage of belligerent rhetoric aimed at destabilising the Baghdad dictator.

The threat of a massive US military strike at a founder member of Bush's "axis of evil" was emphasised
on Friday by Dick Cheney, the vice-president. He warned that America would not shrink from
"aggressive action” to prevent hostile states acquiring weapons of mass destruction. Dismissing
European and other concerns that Washington is going too far in its threats against Iraq, Iran and North
Korea, Cheney told the Council for Foreign Relations that Washington would use "all the means at our
disposal - meaning military, diplomatic, intelligence etc" to continue the war on terrorism.

"America has friends and allies in this cause, but only we can lead it," said Cheney, who is due to visit
Britain and 11 Middle Eastern states next month to discuss US intentions towards Iraq.

Yet even as Pentagon planners worked on Iraqi invasion plans - and General Colin Powell, the US
secretary of state, shocked many of his European admirers by endorsing Bush's views on "evil® regimes
- signs were emerging of cracks in the American military carapace that rumbled to victory in
Afghanistan,

For all the administration’s fighting talk about "going it alone" against Baghdad, senior officials were
playing down reports that 200,000 US troops were ready to pour across the Iraqi border from Kuwait.
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Even Paul Wolfowitz, the US deputy defence secretary, who has led the charge for the overthrow of
Saddam, told a Senate committee: "There’s a bit too much loose talk on the subject and I don't want to
add any embellishments of my own."

Behind the conflicting Washington signals lie profound differences within the administration over who
should replace Saddam. There is also an unresolved military debate over the best strategy for ousting a
dictator regarded by many US officials as a genius at self-preservation.

Bush announced last week that he intended to "reserve whatever options 1 have. 1'1l keep them close to
my vest". Yet there was broad agreement in political and diplomatic circles that the administration is
pondering at least four kinds of military pressure, two of which might provoke Saddam's fall even before
a full-scale US invasion.

The first and most optimistic scenario calls for increased covert activity by CIA agents who would
mount a clandestine campaign of sabotage, assassination and recruitment of defectors in the hope of
either provoking a coup or at the very least preparing the ground for nulitary action.

US ofticials admit such tactics have rarely produced results in the past and that Saddam has a near-
mystical ability to spot would-be coup plotters. Most analysis expect any military assault to begin with a
prolonged bombing campaign - once US stocks of smart munitions are replenished from the Afghan
War.

A fierce debate 1s unfolding in Washington over the potential effectiveness on the ground of the Iraqi
National Congress (INC), the Icading opposition group based in London. Washington secms to lack a
local partner of the calibre of Afghanistan’s triumphant Northern Alliance.

The question facing the Pentagon is whether to recommend to Bush a comparatively compact assault on
Baghdad by three divisions comprising 50,000 troops who could be deployed in weeks; or to adopt a
long-standing invasion plan that calls for a force of 200,000 troops to be assembled over a period ol up
to three months.

The advantages of the smaller option ire both military and diplomatic. The invading force could be
asscmbled on US aircraft carriers and in Kuwait, and would not necessarily necd to make use of bases in
Turkey or Saudi Arabia, both of which have expressed concern at American intentions in Irag.

The speed of the build-up would also reduce Saddam’s ability to exploit international opposition. A
force of three American divisions - one airborne, one mechanised and one marine - could strike swiftly
at Baghdad, possibly provoking an immediate coup.

At the same time, the force would probably not be big enough to secure Baghdad in the face of
resistance from Saddam's 100,000-strong Republican Guard. Any internal coup attempt could also
present Washington witly a dilemma - Saddam's replacenient may turn out to be just as evil.

The only way of doing the job properly, one Pentagon faction argues, is to scnd enough troops to crush
the Republican Guard, seize control of Baghdad and install the INC as an interim government pending
free elections. The INC's leader, Ahmed Chalabi, or a respected general such as Najib, might be called
on to fill what American officials describe as the Hamid Karzai role - after the post-Taliban Icader of
Afghanistan.

The Pentagon's longstanding war plan calls for five US divisions and the entire |8th Airborne Corps to
be thrown into battle. Yet it is not at all clear that such a vast force can be amassed or protected without
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the use of air bases in Turkey or Saudi Arabia.

Both countries have serious misgivings: the price of an American assault may be a country split into
three - the Kurdish north, Sunni Muslim centre and the Shi'ite south.

The long preparations required for a 200,000-strong invasion force would also allow Saddam time for
"any amount of international mischief-making”, one American analyst predicted.

Washmgton appears ready to wait until after the United Nations security council debates a new
sanctions regime in May, when further demands will be made for UN weapons inspectors to have access
to Irag; a troop build-up through the summer could also delay an invasion until the autumn. There is
concern as well that Saddam, as a last resort, could load his steckpiie of missiles with chemical and
biological warheads.

Despite worldwide concern that the Americans have not fully considered the long-term ramifications of
ousting Saddam, there is little doubt in Washington that Bush is committed to finishing the job that his
father started in Kuwait.

"Saddam Hussein needs to understand I'm serious,” the president said last week, Such comments are
music 1o Najib's ears. "I hope to be in Baghdad this year. Inshallah,” the exiled general said.

God - and the American president - willing.

Additional reporting: James Clark and Adam Nathan.
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A HARDENING of American attitudes against Saddam Hussein is increasing pressure on Tony Blair to
offer public support for a US-led military strike on Iraq. Senior US officials believe that Blair will
endorse any American action rather than risk an embarrassing breach with President George W Bush.

The threat of an attack on Baghdad moved perceptibly closer last week when General Colin Powell, the
American secretary of state who has long been regarded as a moderating element, made clear that
America was ready to go it alone to achieve a "regime change" in Iraq.

Although no action is thought to be imminent, US officials believe key European allies will support an
attack on Baghdad to prevent Saddam from completing weapons of mass destruction. Israeli intelligence
officials wamned their American counterparts last week that Saddam might have obtained radioactive
material for a "dirty bomb". Neither British nor American intelligence sources think Saddam has got that
far, but Blair was said by one senior Washington source to have accepted that Iraq would "sooner rather
than later” be able to target western assets with lethal warheads.

Saddam continues to defy Bush's demands for United Nations weapons inspectors to return to Iraq. In a
letter to Bulent Ecevit, the Turkish prime minister, the Iraqi president gave warning last week that
America might "at any moment create false pretexts or use its influence on the inspection teams to
commit aggression".

Despite wide concems about the feasibility of action against Iraq, Bush and Blair are understood to have
discussed possible joint strikes, The likelihood of some form of American-led action appeared to have
been enhanced by Powell's public alignment with the Pentagon hawks.

Dismissing international scepticism over Bush's "axis of evil" speech last month, Powell told Congress:
T would not like to go into any of the details of the options that are being looked at (for Iraq), but it is
the most serious assessment of options that one might imagine."”

He said Washington was consulting its European partners: "We recognise that there are strong points of

view in Europe... and I hear them whether I appreciate them; or not.” But he warned that when the
international community "does not agree with us, we do not shrink from doing what we think is right".
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Iraq was high on the agenda when Ariel Sharon, the Isracli prime minister, met Bush in Washington last
week. Israeli sources say they agreed to create a joint military apparatus to co-ordinate any action
against Iraq.

The Isracli defence minister, Binyamin Bcﬁ-Eliezcr, asked his counterpart, Donald Rumsfeld, to send
American soldiers to seek out missile sites threatening Israel from western Iraq once any action began.

Dani Leshem, a strategic expert from Tel Aviv, said private dealers in the former Soviet Union could
have provided Saddam with nuclear waste to pack around conventional explosives. Launched on one of
Irag's Al-Hussein missiles, the resulting blast might shower radioactive material over a wide area.

American nuclear sources said US intelligence had uncovered no indication that Saddam had acquired
the necessary radiological material. "But we might not know if he got it," added Gary Mulhollin, of the
Wisconsin Project on nuclear weapons control.

Trampled in the rush to condemn Iraq last week was the suggestion by Jack Straw, the foreign secretary,
that the "axis of evil" speech was a ruse to earn Bush's party more votes in mid-term elections.

Straw was publicly slapped down by Condoleezza Rice, Bush's national security adviser. Other
American officials expressed surprise that Straw should appear "out of the loop" on Blair's dealings with
Washington,

A senior US source said Bush had recently told advisers that Blair had already offered "moral support”
for an attack on Iraq. Bush and Blair have been discussing ways to bring other European allies on board;
the Germans remain hostite, but there have been "encouraging noises” from France, the source claimed.
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THEY looked like beings from another planet as they emerged from a giant American
transporter in fluorescent orange jumpsuits, turgquoise masks and blacked-out plastic

gogygles.

It was one small step at a time as the shackled detainees stumbled off their flight from
Afghanistan - but a giant leap in the dark for the US military base at Guantanamo Bay in
Cuba, the most unlikely stop in the American campaign against terrorism.

The arrival on Cuban soil of 20 hardcore Al-Qaeda and Taliban prisoners on Friday has
opened a dramatic new phase in the crackdown on Osama Bin Laden's terror networks.

The unprecedented intercontinental transfer of a Iarge group of suicidatly murderous
prisoners has created a legal and security furore that may lead to the rewriting of one of the
most sacred texts in the conduct of war - the Geneva convention governing the treatment of
prisoners. The opening in Cuba of America’s first international terrotist detention facility - a
jagged collection of cages known as Camp X-Ray after its bare-bones facilities - has raised a
host of controversial questions about the treatment of captives considered so dangerous
that one American general suggested they were ready to chew through hydraulic cables in
order to crash the plane that was carrying them.

The extraordinary spectacle of a line of manacled prisoners lining up in the Caribbean
sunshine after a 20-hour flight around the world seemed all the more remarkable yesterday
as American officials admitted that they were not sure what to do with their lethal booty of
Islamic fundamentalist militants,

Nor was it clear that the captives had any idea that they were standing on land which
belongs to that legendary anti-American icon, Fidel Castro, the president of Cuba. Under the
terms of a 1934 treaty, America leases Guantanamo Bay from Cuba.

President George W Bush now faces a series of potientially awkward challenges as his troops
mop up the last pockets of Al-Qaeda resistance in Afghanistan.

Every day more prisoners land in American hands; as of Friday, US troops were holding 445
captured Taliban and Al-Qaeda fighters, many of them regarded as senior figures who might
provide crucial information about Bin Laden’s operations.

The first flight to Guantanamo was anything but a normal military charter. There were two
armed guards for every prisoner; yet one still managed to be so unruly that he had to be
sedated.

Donald Rumsfeld, the American defence secretary, said: "There are among these prisoners
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people who are perfectly willing to kill themselves and other people.”

The flight appears to have passed off smoothly and the men were transferred to buses for a
20-minute ride across the base to Camp X-Ray, where they slept the night on mats in single
6ft by 8ft cells with plain roofs and open c¢hain-link fence sides. They were given portable
toilets,

The men will get wet if it rains, but they were promised "culturally appropriate food" that
would exclude pork. They were also given two large towels, one for use as a Muslim prayer
mat,

Now American lawyers are grappling with international laws and conventions governing the
treatment of prisoners who do not easily fit into edtisting categories of wartime combatants,
Ruies such as the Geneva convention were drawn up in a different age when uniformed
battalions confronted each other across clearly defined front lines.

Rumsfeld said Washington regarded its detainees not as prisoners of war, which would
entitle them to full protection under Geneva rules, but "unlawful combatants" - men who did
not wear uniform or belong to a national army.

In practical terms, Rumsfeld insisted, America intended to treat the men in a way that was
"reasonably consistent” with the Geneva convention,

Both government officials and human rights sources predicted that the Guantanamo saga
would provoke an international drive to update current conventions. No laws or agreements
yet exist to deal with a Yemeni suspect who is arrested in Afghanistan by Americans and
then transported blindfolded to Cuba for trial.
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Fact Sheet
Department of Defense Order on Military Commissions
3/21/2002 12:22 AM
A military commission is a war-time, military tribunal traditionally used to
try violations of the laws of war. Under the President’s Military Order of
November 13, 2001, those tried by military commission may include:
o Members of al Qaeda

¢ People involved in acts of international terrorism against the United
States

¢ People who knowingly harbored such terrorists

Commission Membership and Selection

¢ Commissions will consist of at least 3 but no more than 7 members,
with one or two alternates.

¢ The Secretary of Defense may appoint members and other
commission personnel, or select an Appointing Authority to choose
commission personnel.

o Commission members are officers in the United States Armed Forces,
including reserve personnel, National Guard members, and retired
personnel recalled to active duty.

s A Presiding Officer will be chosen from among the commission
members to preside over commission proceedings. The Presiding
Officer will be a judge advocate of any branch of the armed forces.

v" The Presiding Officer has the authority to admit or exclude
evidence.

v" The Presiding Officer also has the authority to close
proceedings to protect classified information or to protect the
safety of defendants, witnesses, and commission members.

]
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A Full and Fair Trial

e Military defense counsel will be provided for the accused. In
addition, the accused may choose their own counsel: another military
officer who is a judge advocate of the U.S. Armed Forces or a civilian
attorney. Civilian attormeys may be pre-qualified as members of a
pool of available attorneys for the defense.

e The defendant and counsel will be able o see copies of the charges in
their native language in advance of the tnal.

e The accused is presumed innocent until proven guilty.

¢ The accused may be found guilty only when commission members are
convinced of guilt beyond a reasonable doubt.

e The accused may refuse to testify during trial.

o The accused will be able to obtain witnesses and documents to use in
his defense.

¢ The accused may not be tried twice before a military commission for
the same offense.

e The accused may enter into a plea agreement.

Trial Format

e Trial proceedings will be open unless otherwise determined by the
Presiding Officer. The Presiding Officer may also allow attendance
by the public and press. Photography, video and audio recording and
broadcasting will be prohibited.

¢ A trial may be closed to protect:

v" Classified or sensitive information

v" The physical safety of participants

v Intelligence or law enforcement sources, methods and activities
v" National security interests

e Commissions will be independent and impartial.

2
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o Evidence, including previous trial testimony and written statements,
will be admissible if it would have probative value to a reasonable
person.

o Witnesses will testify under oath, and will be subject to direct and
cross-examination.

» For witness safety, some testimony may be accepted by phone,
through the use of pseudonyms, or during closed proceedings.

» Commission members will deliberate and vote on findings of guilt,
innocence, and sentencing in closed conference.

¢ A conviction requires a vote of two-thirds of the commission.
¢ A death sentence requires a unanimous vote,

¢ Sentences may also include life imprisonment or a lesser term, fines
and restitution, or any other punishment deemed appropriate.

¢ A three-member Review Panel, appointed by the Secretary of
Defense, will review trial findings within 30 days and approve or
disapprove of the outcome. The panel will include three military
officers but may also include civilians temporarily commissioned as
military officers.

» Findings and sentences are not final until approved by the President or
Secretary of Defense, but findings of “Not Guiity” cannot be changed.

o The procedures may be amended by the Secretary of Defense to
accommodate changed circumstances.

The above information, while deemed reliable, does not constitute a
definitive statement of the procedures applicable to military commissions
established under the President’s Military Order of November 13, 2001.

3
11-L-0559/0SD/8171



Military Commission Q & A
3/21/2002 12:24 AM

Q: When will the first detainee be tried by commission?

A: There is no timeline in place for a trial. First, the commissions must be chosen by the
Secretary or what 1s called an Appointing Authority. The first trial will commence when
the law enforcement, intelligence and military experts interviewing the detainees have
gathered enough evidence against one or several to bring them to trial.

Q: Who will be tried?

A: The goal of the military commissions is to bring terrorists to justice. If there i1s
gvidence gathered that any of the detainees had a hand or meaningful connection to the al
Qaeda terrorist network, and enough evidence is gathered against that person, they will
be tried by a commission.

Q: The first three defendants are going through the civilian court system. Why do
we need commissions?

A: Each case will be handled on an individual basis. If any detainees are found to be
U.S. citizens, or wanted by the FBI or other law enforcement agency, there will be
discussions on what the appropriate venue is to bring that person to justice.

Q: Will the Secretary name members of the commissions himself, or will he choose
an Appointing Authority?

A: The order says the Secretary may name members of the commissions or name a
person to do that job. A decision has not been made.

Q: Given the international protest regarding treatment of the detainees, do you
think there will be significant international opposition to these commissions?

A: People around the world are concerned about catching and prosecuting terrorists.
People from 80 different nations died on September 11. Our challenge is to build enough
transparency into the process to show the world that U.S. values are reflected in the
proceedings, and those are; due process of law, guaranteed rights for defendants, and
open government.

Q: Will they be open to the public and the press?

A: The DoD directive calls for an open trial. However, the presiding officer of each
commission is given some latitude to decide whether a trial should be open or closed,
based on whether there is a need to safeguard information that could damage national
security. We will be working to strike a balance between those concerns and the public’s
need to know. It is important for the families of the victims to see the convicted terrorists
brought to justice. Photography, video and audio broadcasting will not be permitted.
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Q: If the trials are closed, how will we know that the trails are fair?

Everyone involved in a commission is bound by the President’s Military Order and the
Pentagon’s subsequent directive. These directives cnsure a fair trial. For the accused,
there is the presumption of innocence, the right to defense, the right to avoid self-
incrimination, plea bargaining, and a review proccess after the trial.

Q: Will commissions be in place for the duration of the war?

A: The commissions will remain in place as long as they as necessary to bring terrorists
to justice.

Q: The DoD order says there must be proof in order to try a detainee by
commission. What proof have you gathered against the detainees?

A: Evidence is being gathered in Cuba and Afghanistan as we speak. The type of proof
presented at a trial will vary from person to person. 1t has been reported publicly that our
forces in Afghanistan have recovered computers, videotapes, weapons, and traming
documents. Obviously, these are the types of items that will be scrutinized for value in
prosecuting terrorists.

Q: If a detainee is sentenced to a long period of confinement, where will he be held?

A: The guidelines released do not address the location of a convicted terrorist’s
detention, only that they will be incarcerated if that is the sentence imposed. A decision
will be made at a later date with regard to permanent detention facilities for convicted
terrorists.

Q: Who will be on the panel that reviews trial verdicts?

A: The Sccretary will designatc members of the review panel, which may include both
military officers and temporarily-commissioned civilians. When he has selected those
members, an announcement will be made.

Q: Why will the military commissions allow hearsay evidence to be introduced
during proceedings?

A: Evidence will be admitted by the Presiding Officer if it is determined to have
probative valuc.

Q: If the defense counsel is excluded during a closed session, how can the detainee
get a fair trial?

A: Even if the defendant chooses a civilian attorney, who may be excluded during
portions of the trial, a military attorney is also provided. The order states that the nulitary
attorney will not be excluded from any portion of the tnal.

Q: Aren’t the review panels basically powerless to overturn decisions?

A: The review panel may return a case to the Appointing Authority for additional
proceedings il it feels errors occurred in the initial judgment.
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Talking Points on Military Commissions/Military Commission Order
3/21/2002 12:24 AM
Core Messages

¢ Military commissions are additional tools in the war against terrorism.

o The Pentagon’s procedures will ensure a full and fair trial for the
accused.

¢ Military commissions ar¢ better suited than other judicial systems to
handle some sensitive terrorist cases in which the security of
participants and information may be at risk.

Military commissions are additional tools in the war against terrorism.

¢ The President, as Commander in Chief, issued a military order on
November 13, 2001, that permits certain non-U.S. citizens to be tried
by military commissions. The Department of Defense has developed
appropriate procedures for commissions that are balanced, thoughtful,
and just, and that reflect our country's values.

» Military commissions will allow the United States to bring
wrongdoers to justice without compromising national security or any
aspect of the war against terrorism. To satisfy the interests of justice
while furthering the war effort, military commissions will:

v" Provide a “full and fair” trial
v" Allow protection of classified and sensitive information

v Help protect the safety of court personnel, participants and
witnesses

v' Allow flexibility in the timing and location of trials

v' Allow more inclusive rules of evidence to accommodate
wartime circumstances

¢ The war against terrorism is an unconventional war, and terrorism is
not a conventional crime. Military commissions are well-suited to

1
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deal with the unique process of charging and trying terrorists. They
are also compatible with the principles of the United States: open
government and due process of law.

The Pentagon’s order will ensure a full and fair trial for the accused.

e Military commissions will be used only in select cases, and they will
be structured to be as open as possible while safeguarding the national
security of the United States.

¢ Among other procedural protections, defendants will be presumed
innocent, may be represented by an attorney of their choosing, may
not be compelled to testify against themselves, and may see evidence
in advance of the trial.

e To ensure fairness, trial outcomes are subject to review by a special
panel, as well as by the Secretary of Defense and the President.

e The procedures may be amended by the Secretary of Defense to
accommodate changed circumstances.

Military commissions are better suited than other judicial systems to
handle some sensitive terrorist cases in which the security of
participants and information may be at risk.

o There are a number of compelling reasons for using military
commissions instead of civilian courts to try unlawful belligerents in
times of war, including:

v We can help protect commission participants from terrorist threats
and assurc security at the trial itself. Because of the ongoing threat
from terrorists, the risks to commission members are of a kind that
military officers are trained and prepared to confront, but that are
not normally imposed on jurors in civilian frials.

= The judge who handled the trial for the 1993 World Trade
Center attack is still under 24-hour protection by federal
marshals and may have to be for the rest of s life.

v" Military commissions permit more inclusive rules of evidence --
flexibility critical in wartime when it may be difficult to establish

2
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chains of custody for documents or to locate witnesses. Military
commission procedures asstst both sides by allowing those judging
the case to hear all probative evidence, including evidence
obtained under conditions of war.

v" Military commissions aliow the use of classified information
without endangering sources and methods. During the course of a
civilian trial, prosecutors could be faced with the choice of
exposing classified information or losing a conviction.

The above information, while deemed reliable, does not constitute a
definitive statement of the procedures applicable to military commissions
established under the President’s Military Order of November 13, 2001.

3
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March 20, 2002
MEMORANDUM FOR  Senior Level Review Group
FROM: Ken Kneg

SUBJECT: Revised Transformation Briefing for 3/21 (1630} SLRG
Meeting on Transformation

Attached is a revised draft of the Transformation Brief following your review last
Thursday. [ have attempted to incorparate your comments.

Signficant Changes on First 11 Pages

Page | — reordered and included alliance relationships.

»

Page 2 — edits as discussed; added “underpinning peace and stability...” in last bullet.

Page 3 — Added alltances in descnption; tnmmed words — question of whether
objective is to “maintain™ or “widen’ the margin of advantage.

Page 4 — Minor edits.
Page 5 — Focused on old and new modes of war; changed title accordingly.
Page 6 — Minor edits to shorten.

Page 7 — Added a few phrases to conform to QDR: added “mto military concepts of
operations’ to box at bottom.

Page 8 — Changed 4™ line consistent with discussion (add management; change
budget to programs)

Page 9 — Took out row on underfunded base force
Page 10 — Streamlined as discussed.

Page 11 — Better defined the four risk areas and highlighted risk mitigation strategies
We are pursuing.

Agenda for Meeting on Thursday. — We would intend to focus on a final review of
this briefing.
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Making the President’s Goals
for America’s Defense a Reality

Next Steps in Transformation
March 2002
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Deter potential adversaries and defend America from a range of
changing threats

* Countering asymmetric threats

¢ Defending against ballistic and cruise missiles, and
* Mitigating surprise

Fight and win the war on terror
Assure morale and readiness of the Armed Forces

Maintain U.S. leadership role in the world and strengthen U.S.
alliances during this period of change

Transform the Department of Defense
* Reshaping military capability for the 2 1st Century
* Refocusing culture, process and organization for better resuits
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‘71

Shape the changing nature of military competition and cooperation

Through new combinations of concepts, capabilities, people and
organizations,

That exploit our nation’s advantages and protect against our asymmetric
vulnerabilities

To sustain our strategic position, which helps underpin peace and
stability in the world.
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Working with our friends and allies,
transformation is a sustained, iterative and
dynamic process that:

o Integrates new concepts, processes,
technologies, and organizational designs

to make previous approaches obsolete or
less effective

e Rcbalances capabilities and forces to yield
*  Substantial operational improvements, and
* New ways of conduciing operations.

o Secks to:

e  Maintain a substantial/Widen the margin of
advantage over potential adversaries,

¢  Minimize opportunity for surprise, and

o  Mitigate the effects of surprise when it occurs
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Transformation 1s not:

A defined or unchanging
blueprint

A silver bullet

Something done to all the force
at once

Accomplished in a short period
of time

Just about systems or
platforms



Culture

e Operations
Balanced risk taking

¢ Adaptive
Creativity encouraged and rewarded e  Simultaneous
Superior speed s Joint

Forward leaning and forward
looking

Sharing information, content and
awareness

Technology adept “digital

¢ Non-synchronous

* Tailored to specific need — all
capabilities available, scalable

* Use all elements of national power

. . formation drive
generation” Info n

o Process and Organization e Systems and Capabilities

* Streamlined

*  Qreater flexibility

¢ Distributed

* Timely, decision-quality information
* Emphasis on delegation

* Integrating processes

* Reduced cycle times
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Integrated networks

Joint and interoperable

Faster to the point of need
*Precision effects

Mix and match as needed



Conflict Oold New
100 Years War | o Individual Warrior » Massed Fire Power
(Mounted Knights) (Archers)
World War I e Cult of the Offense » Static Defense
(Cavalry) (Trenches, barbed wire) |
World War Il | e Static Defense * Maneuver
(Maginot Line) (Blitzkneg)

Transformational innovations that lead to success in one war,
often do not in the next.

As much or more about changes in concepts as in weapons.
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¢ In a period of significant, discontinuous change with great uncertainty

Globalization

Information age

Homeland security

Non-State as well as state actors
Asymmetric as well as conventional threats
Unrestricted by conventional rules

o Falling barriers to competitive entry

Immediate access to highly capable, low-cost IT
Competitive potential in key areas — space, sea, cyberspace

e Ifwe do not transform, our nation risks losing its competitive advantage

The real need to change 1s often inversely
proportional to one’s perception of the need.
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Protecting the homeland and other critical bases of operations

Denying enemies sanctuary; providing persistent surveillance, tracking,
and rapid engagement with high-volume precision strike

Projecting and sustaining force in distant denied areas

Leveraging information technology and innovative concepts in a joint
manner

Assuring information systems and conducting effective information
operations

Enhancing the capability of space systems

Effective integration into military
concepts of operations 1s key to success
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Historical World View

Future Objectives

Central Planning To Adaptive and Dynamic Planning
Fixed, Predictable Threat To Capabilities Against Shifting Threats
Mature Business and Organization To | Mix of New and Mature Organizations
Inputs Based Management — To Output Based Management —
Focus on Programs Focus on Results
Appropriated Funds — “Cost is Free” To More Market-like and price based
Segmented Information — To Networked Information —

Closed Architecture Open Architectures
Stovepiped and Competitive To Aligned Organizations with common

Organizations — “Zero sum Enterprise”

and shared objectives
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Threat Based To Capabilities Based
2 MTW Strategy To 4-2-1 Planning Construct
Broad-based Theater To Focused Security Cooperation
Engagement

Deliberate Planning To Adaptive Planning
Mass and Material for To Targeted Effects for
Ultimate Superiority Early Superiority

11-L-0559/0SD/8187




Foster culture of innovation and experimentation that encourages
intelligent risk taking

Make Defense a satisfying career

Attract and retain the force needed for the 215 century

Energize, train and focus people to produce stronger performance

* Reinforce by rewarding the best performers
* Focus on training as we will fight

People are the Department of Defense.

10
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Force Management Risk

. Definition: Excessive use of personnel,
infrastructure and equipment

. Risk Mitigation
*  Reduce time away from home in
peacetime
*  Modernize infrastructure and facilities
*  Selectively modemize equipment

Future Challenges Risk
Definition: Challenge of dissuading, deterring,
defeating longer-term threats
Risk Mitigation
¢  Experiment with new concepts,
capabilities and organizational designs

¢  Transform the capabilities of portions of
the force

¢  Foster a spirit of innovation and risk

taking in the culture
Operational Risk Institutional Risk
. Definition: Challenge of deterring or defeating Definition: Inefficiency represented by

near-term threats
. Risk Mitigation
¢ Plan and prosecute war on terror
¢ Elevate role of homeland defense
*  Develop forward deterrence posture

unresponsive processes, long decision cycles,
segmented information, etc.

Risk Mitigation
*  Modernize financial management
systems and approaches
*  Acquisition excellence initiatives

*  Improve planning and resource allocation

Trade-Off Among The Risks Will Continue and Change Over Time

11
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March 20, 2002, 12:00 pm

READ AHEAD FOR DEPUTY SECRETARY WOLFOWITZ:
TAPED TY INTERVIEW, CNN “WOLF BLITZER REPORTS"
O;Ze

FROM:

' {b)}(6)
arke,

Date/Time: Thursday, March 21, 2002, 2:00-2:30 pm

Location: CNN Studio, 820 First Street, N.E., Washington (behind Union Station)

Reporter: Wolf Blitzer

Objectives:  Build and sustain public support for the use of military commussions, and
establish their credibility as legitimate tools of justice that protect U.S.
citizens and safeguard national sceurity.

Demonstrate to the American people that the U.S. is committed to bringing
those responsible for the September 11 attacks to justice.

Pre-empt and contain overreaction among European audiences with regard to
the treatment of detainees.

Messages:
s Military commissions are instruments of justice in the war against tefrorisni.

¢ The Pentagon’s order will ensure a fair tnal for the accused. Military commissions are
fair, balanced and just.

¢ Military commissions are better suited 10 handle some sensitive terrorist cases and can
provide more safety to participants than other judicial systems.

Possible questions:

¢ What's the latest from Afghanistan? Should we be prepared for more heavy fighting?

¢ Are you satisfied with the military commission process? Do you feel it’s fair and just?
¢ What took you so long?

o  Why use military tribunals? Why not just iry these people in criminal court?

s Will Americans and Europeans be treated differently than Arabs, Afghans, etc.?

s Will al Qaeda and Taliban prisoners be subject to possible capital punishment? Will
there be a difference between treaument of al Qaeda and Talibau prisoners?

¢ Where will the tribunals take place? In the U.S?

Attachments:
OSD Policy/PA Military Commissions Fact Sheet; Q&A; Talking Points
Secretary Rumsfeld quotes/briefing transcripts on detainees and military commissions

Prepared by: Susan Wallace, Don Meyer, OASD/PA|(b)S) |
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Fact Sheet
Department of Defense Order on Military Commissions
3/20/2002 10:39 PM

A military commission is a war-time, military court convened to try war criminals
charged with offenses that fall outside the normal scope of the U.S. civilian law
enforcement and judiciary systems. Those tried by military commission may include:

¢  Members of al Qaeda

¢ People involved in acts of terrorism against the United States

» People who knowingly harbored tervorists

Commission Membership and Selection

¢ Commissions will consist of at [east 3 but no more than 7 members, with one or
two alternates.

s The Secretary of Defense may appoint members, or select an Appointing
Authority to choose commission members.

¢ Commission members are officers in the United States Armed Forces, including
reserve, National Guard and retired personnel recalled to active duty.

o A Presiding Officer will be chosen to preside over commission proceedings. The
Presiding Officer will be a judge advocate of any branch of the armed forces.

v The Presiding Officer has the authority to admit or exclude evidence.

v" The Officer also has the authority to close proceedings to protect classified
information or protect the safety of defendants, witnesses and commission
members.

A Full and Fair Trial
o Defense counsel will be provided for the accused, or the accused may choose their
own counsel: a military officer who is a judge advocate of the U.S. Armed Forces
or a civilian attorney. Civilian attomeys may also be pre-qualified as members of

a pool of available attorneys for the defense.

o The defendant and counsel may see copies of the charges and evidence in their
native language in advance of the trial.

o The accused is presumed innocent until proven guilty.

e The accused may be found guilty only when commission members are convinced
of guilt beyond a reasonable doubt.
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o The accused may refuse to testify during trial.

¢ The accused may obtain witnesses and documents to use in their defense.
e The accused may not be tried twice for the same offense.
¢ The accused may enter intc piea agreements.

Trial Format

¢ Trial proceedings will open unless otherwise determined by the Presiding Officer.
The Presiding Officer may also allow attendance by the public and press.
Photography, video and audio recording and broadcasting will be prohibited.

* A trial may be closed to protect:
v" Classified or sensitive information
v" The physical safety of participants

v" Intelligence or law enforcement sources, methods and activities
¥v" National security interests

¢ Commissions will be independent and impartial, and will proceed quickly.

s Physical and scientific evidence will be admissible if it has value to the
proceedings, as will previous trial testimony and written statements.

¢ Witnesses will testify under oath, and will be subject to direct and cross-
examination,

» For witness safety, some testimony may be accepted by phone, use of
pseudonyms and closure of the proceedings.

+ Commission members will deliberate and vote on findings of guilt, innocence,
and sentencing in closed session.

» Conviction requires a vote of two-thirds of the commission,
o Death sentences require a unanimous vote.

¢ Sentences may also include life imprisonment or a lesser term, fines and
restitution, or any other punishment deemed proper.

e A three-member Review Panel, appointed by the Secretary of Defense, will
review trial findings within 30 days and approve or disapprove of the outcome.
The panel will include three military officers but may also include temporarily
commissioned civilians.

¢ Findings and sentences are not final until approved by the President or Secretary
of Defense. '
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Military Commission Q & A
3/20/2002 10:39 PM

Q: When will the first detainee be tried by commission?

A: There is no timeline in place for a trial. First, the commissions must be chosen by the
Secretary or what is called an Appointing Authority. The first trial will commence when
the law enforcement, intelligence and military experts interviewing the detainees have
gathered enough evidence against one or several to bring them to trial.

Q: Who will be tried?

A: The goal of the military commissions is to bring terrorists to justice. If there is
evidence gathered that any of the detainees had a hand or meaningful connection to the al
Qaeda terrorist network, and enough evidence is gathered against that person, they will
be tried by a commission,

Q: The first three defendants are going through the civilian court system. Why do
we need commissions?

A: Each case will be handled on an individual basis. If any detainees are found to be
U.S. citizens, or wanted by the FBI or other law enforcement agency, there will be
discussions on what the appropriate venue is to bring that person to justice.

Q: Will the Secretary name members of the commissions himself, or will he choose
an Appointing Authority?

A: The order says the Secretary may name members of the commissions or name a
person to do that job. A decision has not been made.

Q: Given the international protest regarding treatment of the detainees, do you
think there will be significant international opposition to these commissions?

A: People around the world are concerned about catching and prosecuting tetrorists.
People from 80 different nations died on September 11. Our challenge is to build enough
transparency into the process to show the world that U.S, values are reflected in the
proceedings, and those are: due process of law, guaranteed rights for defendants, and
open government.

Q: Will they be open to the public and the press?

A: The DoD directive calls for an open trial. However, the presiding officer of each
commission is given some latitude to decide whether a trial should be open or closed,
based on whether there is a need to safeguard information that could damage national
security. We will be working to strike a balance between those concerns and the public’s
need to know. It is important for the families of the victims to see the convicted terrorists
brought to justice. Photography, video and audio broadcasting will not be permitted.
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Q: If the trials are closed, how will we Know that the trails are fair?

Everyone involved in a commission is bound by the President’s Military Order and the
Pentagon’s subsequent directive. These directives ensure a fair trial. For the accused,
there is the presumption of innocence, the right to defense, the right to avoid self-
incrimination, plea bargaining, and a review process after the trial.

Q: Will commissions be in place for the duration of the war?

A: The commissions will remain in place as long as they as necessary to bring terrorists
to justice.

Q: The Do} order says there must be proof in order to try a detainee by
commission. What proof have you gathered against the detainees?

A: Evidence is being gathered in Cuba and Afghanistan as we speak. The type of proof
presented at a trial will vary from person to person. It has been reported publicly that our
forces in Afghanistan have recovered computers, videotapes, weapons, and training
documents. Obviously, these are the types of items that will be scrutinized for value in

prosecuting terrorists.
Q: If a detainee is sentenced to a long period of confinement, where will he be held?

A: The guidelines released do not address the location of a convicted terrorist’s
detention, only that they will be incarcerated if that is the sentence imposed. A decision
will be made at a later date with regard to permanent detention facilities for convicted
terrorists.

Q: Who will be on the panel that reviews trial verdicts?

A: The Secretary will designate members of the review panel, which may include both
military officers and temporarily-commissioned civilians. When he has selected those
members, an announcement will be made.

Q: Why will the military commissions allow hearsay evidence to be introduced
during proceedings?

A: Evidence will be admitted by the Presiding Officer if it is determined to have
probative value.

Q: If the defense counsel is excluded during a closed session, how can the detainee
get a fair trial?

A: Even if the defendant chooses a civilian attorney, who may be excluded during
portions of the trial, a military attorney is also provided. The order states that the military
attorney will not be excluded from any portion of the trial.

Q: Aren’t the review panels basically powerless to overturn decisions?

A: The review panel may return a case to the Appointing Authority for additional
proceedings if it feels errors occurred in the initial judgment.
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Talking Points on Military Commissions/Military Commission Order
3/20/2002 10:41 PM
Core Messages

Military commissions are instruments of justice in the war against terrorism.

The Pentagon’s order will ensure a fair trial for the accused. Military
commissions are fair, balanced and just.

Military commissions are better suited to handie some sensitive terrorist cases and
can provide more safety to participants than other judicial systems.

Military commissions are instruments of justice in the war against terrorism.

The President, as Commander in Chief, issued a military order on November 13,
2001, that permits non-U.S. citizens to be tried by military commissions. The
Department of Defense has developed appropriate procedures for commissions
that are fair, balanced and just, and reflect our country's values.

Military commissions will allow the United States to achieve justice without
compromising national security or any aspect of the war against terrorism. To
satis{y the interests of justice while furthering the war effort, military
commissions will:

v" Provide a “full and fair” trial

v" Allow protection of classified and sensitive information

v" Help protect the safety of court personnel, participants and witnesses

v" Allow flexibility in the timing of trials

v" Allow more inclusive rules of evidence
The war against terrorism is an unconventional war, and terrorism is not a
conventional crime, Military commissions are well-suited to deal with the unique
process of charging and trying terrorists.
Military commissions are indispensable in defending the United States against

terrorism. They are also compatible with the principles of the United States:
open government and due process of law,
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The Pentagon’s order will ensure a fair trial for the accused. Military
commissions are fair, balanced and just.

» Military commissions will be used only in select cases, and they will be structured
to be as open as possible while safeguarding the national security of the United
States.

o Defendants will be presumed innocent, represented by an attorney, may not be
compelled to testify against themselves and may see evidence in advance of the
trial.

¢ To ensure fairness, trial outcomes are subject to review by a special panel, the
Secretary of Defense and the President.

Military commissions are better suited to handle some sensitive terrorist cases and
can provide more safety to participants than other judicial systems.

o There are a number of compelling reasons for using military commissions instead
of civilian courts to try unlawful belligerents in times of war, including:

v We can help protect commission participants from terrorist threats and assure
the security of the trial itself. Because of the ongoing threat from terrorists, the
risks to jurors are of a kind that military officers are trained and prepared to
confront, but that are not normally imposed on jurors in civilian trials.

« The judge who handled the trial for the 1993 World Trade Center attack is
still under 24-hour protection by federal marshals and probably will be for
the rest of his life.

v" Military commissions permit more inclusive rules of evidence -- flexibility
critical in wartime when it may be difficult to establish chains of custody for
documents or to locate witnesses. Military commissions allow those judging
the case to hear all the evidence, including evidence obtained under conditions
of war.

v" Military commissions allow the use of classified information without
endangering sources and methods. During the course of a civilian trial,
prosecutors could be faced with a situation where they would have to expose
classified information.
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Presenter: Secretary of Defense Daonald H. Rumsfeld Sunday, December 2, 2001

Secretary Rumsfeld Interview with NBC Meet the Press
(EXCERPT of Interview with Tim Russert, NBC Meet the Press.)

Russert: Military tribunais. The president has given an order as
commander-in-chief that military tribunals be established, if need be. What
does that mean to you?

Rumsfeld: It means that the president, as was the case with George
Washington, during the Civil War with Abraham Lincoln, and with Franklin
Roosevelt during World War ll, has said that it may that we need that
option. And as a resuit, he has put in place and begun the work to develop
the kinds of procedures and approaches that would be appropriate so that
in the event that we need to have a military commission, that we would be
in a place to detain a person and take control over a person that he
designates. He has not designated anyone to be tried by a military
commission. He may. He may not, but he may. And if he does, he wanted
to get the military order out designating the secretary of Defense as the
person responsible so that that work could begin.

| must say I've been interested in the press discussion and media
discussion on the subject. | think it's been generally useful. It's elevated a
lot of issues that are important and need to be considered. Some of it's
been a little shrill given the fact that nobody's been designated yet to be
tried by a military commission. But overall, those of us in the Department of
Defense have found it useful, and we are working very hard with some
very smart people all across the country, out of government, to try to make
sure that we do this in the event it happens in a very measured, balanced,
thoughtful way that reflects our country's values and approaches.
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Rumsfeld: Good afternoon. The United States, as I have said, strongly supports the Geneva Convention.
Indeed, because of the importance of the safety and security of our forces, and because our application of
the convention in this situation might very well set legal precedence that could affect future conflicts,
prudence dictated that the U.S. govermment take care in determining the status of Taliban and Al Qaeda
detainees in this conflict.

The president has, as you know, now determined that the Geneva Convention does apply to the conflict
with the Taliban in Afghanistan. It does not apply to the conflict with al Qaeda, whether in Afghanistan or
elsewhere. He also determined that under the Geneva Convention, Taliban detainees do not meet the
criteria for prisoner of war status,

When the Geneva Convention was signed in the mid-20th century, it was crafted by sovereign states to deal
with conflicts between sovereign states. Today the war on terrorism, in which our country was attacked by
and 1s defending itself against terrorist networks that operate in dozens of countries, was not contemplated
by the framers of the convention.

From the beginning, the United States armed forces have treated all detainees, both Taliban and al Qaeda,
humanely. They are doing so today, and they will do so in the future. Last month I issued an order to our
military, which has been reaftirmed by the president, that all detainees -- Taliban and al Qaeda alike, will
be treated humanely and in a manner that's consistent with the principles of the Geneva Convention.

As the president decided, the conflict with Taliban is determined to fall under the Geneva Convention
because Afghanistan is a state party to the Geneva Convention. Al Qaeda, as a non-state, terrorist network,
is not. Indeed, through its actions, al Qaeda has demonstrated contempt for the principles of the Geneva
Convention. The determination that Taliban detainees do not qualify as prisoners of war under the
convention was because they failed to meet the criteria for POW status.

A central purpose of the Geneva Convention was to protect innocent civilians by distinguishing very
clearly between combatants and non-combatants. This is why the convention requires soldiers to wear
wniforms that distinguish them from the civilian population. The Taliban did not wear distinctive signs,
insignias, symbols or uniforms. To the contrary, far from seeking to distinguish themselves from the
ctvitian population of Afghanistan, they sought to blend in with civilian non-combatants, hiding in
mosques and populated areas. They were not organized in military units, as such, with identifiable chains
of command; indeed, al Qaeda forces made up portions of their forces.

What will be the impact of these decisions on the circumnstances of the Taliban and al Qaeda detainees?
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And the answer, in a word, is none. There will be no impact from these decisions on their treatment. The
United States government will continue to treat them humanely, as we have in the past, as we are now, and
in keeping with the principles of the Geneva Convention. They will continue to receive three appropriate
meals a day, medical care, clothing, showers, visits from chaplains, Muslim chaplains, as appropriate, and
the opportunity to worship freely. We will continue to allow the International Committee of the Red Cross -
1o visit each detainee privately, a right that's normally only accorded to individuals who qualify as prisoners
of war under the convention,

In short, we will continue to treat them consistent with the principles of fairness, freedom and justice that
our nation was founded on, the principles that they obviously abhor and which they sought to attack and
destroy. Notwithstanding the isolated pockets of international hyperventilation, we do not treat detainees in
any manner other than a manner that is humane.

General Myers.
Myers: Well, thank you, Mr. Secretary, and good afternoon.

I'd like 1o give you an update on current operations. As of just a few hours ago, we do have military
personnel on the ground in the Zhawar Kili area. You may remember this was the area at the beginning of
the week where we had a strike. There are over 50 personnel involved in this operation, and of course, their
mission is to exploit any intelligence that can be gathered at the site.

To answer what might be the first question, no, we don't have any reports yet from the ground. This is due
to the fact that it's nighttime there. That's when they were inserted. And they're going to wait 'til first light
to begin their sweep.

Yesterday we received 28 additional detainees in Guantanamo Bay, and we now have a total of 186
detainees in Cuba. We hold an additionai 271 detainees in Afghanistan.

And with that, we're happy to take your questions.

Rumsfeld: Charlie?

Q: Mr. Secretary, how do you respond to criticism from people who say that the reason you won't call these
detainees prisoners of war is because, as prisoners of war, they might be tried by military courts martial,
where their rights would be much more carefully spelled out, as opposed to possible tribunals, which the
president has authorized?

Rumsfeld: Well, 'll respond factually, by saying that that's not correct. Those issues have never been
discussed, nor have they ever been any part of the consideration in the determination. The considerations
have been continuously, as they've been discussed by the lawyers, issues as to precedent, what is the right
thing to do, what is consistent with the conventions, and what establishes a precedent that is appropriate for
the future. We could try them any number of ways. And that has not been a factor at all.

The convention created rules to make soldiers distinguish themselves from civilians, and the reason for that
was so that civilians would not be unduly endangered by war. The convention created, in effect, an
incentive system, and it was an extremely important part of the conventions, that soldiers who play by the
tules get the privileges of prisoner-of-war status. To give a POW status to people who did not respect the
niles clearly would undermine the conventions’ incentive system and would have the non-intuitive effect of
ncreasing the danger to civilians in other conflicts.
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QQ: Mr. Secretary, can [ ask you a question about Guantanamo Bay?

Rumsfeld: Sure.

Q: Are you considering any limitations, new litnitations or an outright ban on TV or photo coverage of
Camp X-ray?

Rumsfeld: Am I currently considering anything like that? I don't know that we are. I must say, I have found
the misrepresentation of those photos to be egregious, notwithstanding the fact that we had a caption under

that, I'm told, from the outset.
Q: You're talking about the original photo?

Rumsfeld: The original photo. And it has -- those people were there in the circumstance when they came
out of the airplane, off the bus, oft the ferry, off the bus, into that area. They were in there somewhere
between 10 and 60 or 80 minutes at the maximum as they were taken individually and processed in a tent
right nearby, where they were met, data gathered, and then they were placed in individual cells.

The newspaper headlines that yelled, "Torture! What's nex1? Electrodes?” and all of this rubbish was so
inexcusable that it does make one wonder, as [ said to Jamie, why we put out any photographs, if that's the
way they're going to be treated, so irresponsibly.

Jamie's contention was we should put out more photos with captions. I'm not sure -- 1 almost always agree
with Jamie, but in this case ['m not quite sure. One thought that someone has suggested, 1 don't know 1f it's
still under consideration, is that we release photos but with a mandatory caption, that the caplion we supply

be used if someone wants to use the picture. But [ haven't thought about that. I don't know if that's a good
idea or a bad idea.

Q: It's a bad 1dea.

Rumsfeld: It's a bad idea? (Laughter.)

Q: Now you're talking about official photographs.

Rumsfeld: Yeah.

Q: 'm asking you about independent news organizations' coverage by photo or TV. Is there any?
Rumsfeld: Well, as you know, there is a -- there are -- I'm not going to say there are not rules, but there are
certainly patterns and practices that have evolved since the Geneva Convention where it is frowned upon to

allow photos that could be seen as being embarrassing or there’s a couple other words they use, invasive of
their privacy, what?

Victoria Clarke, Assistant Secretary of Defense for Public Affairs: Curiosity - holding them up for public

Rumsfeld: Holding them up for public curiosity. So we have to be careful about photographs that are taken.

Q: But the answer to my original question was no, you're not considering any new kind of restriction or --

Rumsfeld: Am I personally?
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Q: Well, the department, you --
Rumsfeld: I have no idea about the department. We'll check with Torie. She might very well be.
(Cross talk.) Right here. Yes?

Q: Can you explain -- I know the administration has said that the Taliban do not qualify for POW status
because of these four criteria - (inaudible) -- uniforms, special insignia --

Rumsteld: Mm-hmm.

Q: -- and yet there’s another part of that that says the anmed forces of any party in the conflict should
qualify as a POW. Why would you not put the Taliban under that category, which does not have those four
criteria?

Rumsfeld: Well, the president has said the Taliban does apply -- the convention does apply to the Taliban.
Q: It applies to the Taliban -- but not POW status.

Rumsfeld: Well, that's a different set of criteria for that.

Q: Exactly, and that's what I'm saying. The second criteria -- you have four criteria, and it's outside --
Rumsfeld: For POW status.

Q: For POW status. But one also says you --

Rurmnsfeld: One what?

Q: One of the articles says that you qualify for POW status if you are a member of the armed forces of a
party in conflict. Why does the Taliban not qualify as POW under that? Why have you put them in this

separate category, where they would be militia?

Rumsfeld: I think you're -- I may not be following the question, but I think we're mixing apples and
oranges.

Q: The four criteria for militias --

(Q: The four criteria are for militias. So the administration --

Rumsfeld: They're -- no. Well, the four criteria are as to whether or not they're POWs.
Q: Right.

Rumsfeld: Right.

Q: But there is another category that says they qualify for POW status if they are a member of the armed
forces of the party to a conflict. I don't want to get in these big legal issues --

Rumsfeld: Yeah, because I'm not a lawyer, and --
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Q: -- but that's written exactly above the militia, where the four --

Rumsfeld: We'll ask the lawyers. This was a decision not made by me, not made by the Department of the
Defense. It was made by the lawyers and by the president of the United States. And we'll --

Q: But would you say the Taliban is the armed forces of that country?

Rumsfeld: We will take your question and see if the lawyers that made the decision would like to address
it.

Q: Could you please provide some more detail for us about this attack on Monday -- why it occurred, who
were the suspected targets, how it occurred? And also, among these 50-plus Army personnel who have
arrived there today, does that include any forensics teams?

Myers: First of all, the teams that are going in there are prepared to gather whatever kind of intelligence
they come across. So whether the forensics teams are with them or whether they're trained to gather the
evidence and take it back to a team, I can't tell you. But I think they have -- they're aware that there may not
be a lot of evidence. They may have to gather small evidence and bring it back and see if it could be
evaluated.

On terms of the target itself, it was developed over a period of hours. I would say several sources of
intelligence fed into that. There were lots of discussions among Central Command and other folks on the
target, and it was concluded that it was a valid target and it was struck.

Q: Could you -- what does a "valid target" mean? [ mean, a valid target how? Were they considered to be
senior al Qaeda leaders, as has been reported?

Myers: I think all we better say right now, until we gather the evidence -- because again, this is — we had
nobody on the ground close by when this occurred, I think we better wait for this team to do their work and
tell us. But -- well, let's just leave it at that.

Rumsfeld: Yes? Right here. Thelma?

Q: A Geneva question.

Rumsfeld: Right here.

Q: In Geneva --

Q: No, there were not SUVs?

Myers: There was one truck at the scene, as I understand it.

Q: One truck. Not an SUV?

Rumsfeld: Here we go.

Q: In Geneva -- back to Cuba for a second. In Geneva, a spokesman for the International Red Cross is
saying that the decision falls short because the International Red Cross says that all al Qaeda or Taliban are
POWSs unless a competent tribunal decides otherwise. What would be your reaction to that?
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And also, you didn't mention how this decision would affect them legally, such as their access to legal
counsel, the way they're interrogated. Two angles to that, first the International Red Cross.

Rumsfeld: With respect to the second part of the question, I'm told it doesn't affect their legal status at all,
nor does it affect how they'd be treated. And -- that is to say, it does not affect their status from the way
they have been being handled prior to the decision by the White House or now. There's no change either --
to my knowledge -- in their status or how they'l] be treated.

Q: Or answer questions like -- they may not give any more than their name, rank, serial number? Does it
affect how they're interrogated?

Rumsfeld: That, I believe, applies to a prisoner of war, under the Geneva Convention.

With respect to the International Committee of the Red Cross, my guess is that if they have lawyers who
encourage them to say what they say, that very likely the lawyers that came to the opposite conclusion will
have something to say about what they said. And that's the way the world works. These kinds of things -- if
we begin with the truth, and that is that it's not affecting how they're being treated, and then take this whole
issue and say that it really revolves around a discussion between lawyers as to precedents for the future, it
seems to me that it's appropriate to let the lawyers discuss those things. The announcement was made by
the White House -- Ari Fleischer -- and I suppose that the answers to those kinds of legal questions should
come from Ari Fleischer as well.

Yes.

Q: Have you made any progress that you ¢an share with us in deciding the next step? In other words, will
these people be sent to commissions, to tribunals, to the civilian justice system, back to their countries?
Have you made any progress in any of that?

Rumsfeld: Sure. Sure. Sure. We are interviewing them. They've -- I forgot what the number is, but it's
something like, if there were 158 down there prior to the latest [fook], I think something like 1035 of those
have been interrogated and met with, and the intelligence information is being gathered from them. The
question as to whether any of them will be subject to the presidential military order for a military
commission, some pecple call it tribunal, but commission I think is in the order, the answer is that's up to
the president. He decides whom -- which among these people -- he would want to put into the category,
and he has not made any decision with respect to anyone being dealt with in that manner.

Q: But [ believe you were working on a plan here at the Defense Department on what the standards were
for how these people would be sorted out and treated.

Rumsfeld: We have been, you're right.
Q: Is there anything you could share with us about any progress you've made in those decisions?
Rumsfeld: Except to say we've made a lot of progress, we've cleared away a lot of underbrush, we have

four or five things that I think we're reasonably well settled on that we would use. And there, obviously,
has to be then discretion -- a degree of discretion -- left to the individual commissions as to how they deal

with a variety of different issues.

Yes.
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Q: Mr. Secretary, the Geneva Conventions of course cover many other things besides prisoners of war.
They govern, for example, what's a legitimate target, what's not a legitimate target. As U.S. military
operations go forward against al Qaeda in the future, will those operations be governed by any or bounded
by any international legal constraints at all?

Rumsfeld: Well, I guess the phrase is, "In accordance with the laws and customs of war, that's how the men
and wounen in the armed services are trained. That's how they conduct themselves" -- I think is the
appropriate answer.

Q: Because 1t's your own will to conduct that way. But you don't see any laws that actually would apply to
U.S. military operations against al Qacda, I mean international laws of war that would apply to military
operations against al Qaeda?

Rumsfeld: We've not noted that the al Qaeda have adhered to any international laws of war or customs. The
United States does, has and will. That is how every single man and woman in the United States armed
forces is trained, and they understand that.

Q: Whether it's obligated to or not?
Rumsfeld: I beg your pardon?
Q: Whether it's obligated to or not?

Rumsfeld: Yeah. I mean, we have said that as a matter of policy, that's the way we behave, that's the way
we will handle people, that's the way we will function, and have been.

Q: Mr. Secretary, you mentioned one of the principles from the Geneva Convention that soldiers should be
distinguishable from civilian populations. But isn't it true that you have Special Forces in Afghanistan have
grown beards, they're not wearing insignia uniform? And how would you feel if a member of the U.S.
Special Forces -- God forbid -- were captured in Afghanistan, but were treated humanely, would you object
if they were not given prisoner of war status?

Rumsfeld: The short answer is that U.S. Special Forces -- [ don't know that there's any law against growing
a beard. I mean, that's kind of a strange question.

(: Yeah, what about not wearing insignia -
Rumsfeld: What's wrong with growing a beard?
Q: Well, not wearing insignia, not --

Rumsfeld: Wait! Wait! Wait! You asked it, I'll answer it. They do wear insignia, they do wear uniforms.
Those photographs you saw of U.S. Special Forces on horseback, they were in the official uniform of the
United States Army, and they wear insignia and they do carry their weapons openly, and they do behave as
soldiers. That's the way they're taught, that's what they do. They may have a beard, they may put a scarf
over their head if there's a stand storm, but there's no rule against that.

They certainly deserve all of the rights and privileges that would accrue to somebody who is obeying the
laws and customs of war. And they carry a card. You've probably got one in your pocket right now, of their
Geneva Convention circumstance.
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Myers: Yeah, the ID they carry are Geneva Convention cards. I mean, that's the standard.
Rumsfeld: And they all have that.

Q: Mr. Secretary --

Q: Can I follow up on that?

Rumsfeld: Yes?

Q: Can you say how many of the detainees are al Qaeda, how many are Taliban?

Rumsfeld: I don't know. I've looked at several of the forms that are being used to begin to accumulate the
data. They have photographs, they have identifying features. Then they have the information that the
individual has given us, that is to say their nationality, roughly when they were born, what languages they
speak so you can talk to them, and a whole series of things like that. Whether they say they're al Qaeda,
whether they say they were Taliban, what units -~ activities they were doing, where they were trained --
those types of things. There's a form that they fill out that's the preliminary information. Whether it's true or
not -- there's a lot of them who don't tell quite the truth.

Q: But haven't they been screened at this point?
Rumsfeld: Yes.
Let's -- you want to go through the screening process. Let's ... it might be useful.

Someone who is detained -- and they may be detained by Afghan forces, Pakistani forces, U.S. forces -- a
sort is then taking place. The ones that we have, they will be interviewed by a team of people, three or four
or five people -- sometimes Department of Justice, sometimes Army, mixture of Army, sometimes CIA,
sometimes whatever. And they're met with, and they're talked to, and they're interviewed. And a
preliminary discussion takes place and a preliminary decision is made.

In some cases, they just let them go. They're foot soldiers, and they -- they're going to go back into their
village, and they're not going to bother anybody. In some cases, they're al Qaeda, senior al Qaeda, in which
case they're treated in a totally different way, in a very careful way. In some cases, it's unclear, and they
then are sent someplace, if we have custody of them, and they will go either to Bagram or they'll go to
Kandahar. In one or two cases, they've gone to a ship for medical treatment. And then, in some cases, they

end up at Guantanamo Bay.

If the Afghans hold them, they'll tell us what they've got, what they think they've got. And as we have time,
we then send these teams in and do the same kind of a screening and make a judgment. Same thing with the

Pakistanis when they have clusters of them.

There are, you know, 3(,000) or 4(,000), 5(,000), 6(,000), thousands of these people. We have relatively
few that we have taken and retained custody over.

Q: But have you determined the -- of the ones that you do have, have you determined their status
individually, on an individual?

Rumsfeld: Yes, indeed, individually.
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(Q: So you know which are al Qaeda and which are Taliban?

Rumsfeld: "Determined” is a tough word. We have determined as much as one can determine when you're
dealing with people who may or may not tell the truth.

Q: Right.
Rumsfeld: So yes, we've done the best we can.
Q: So there's no need for status tribunals to decide who's Taliban and who's al Qaeda?

Rumsfeld: My understanding is that when there's -- when doubt is raised about it -- a process then is a more
elaborate one, where they then are brought back into discussion and interrogation, and other people will ask
about them. Well, we will ask other people in the mix who these people are and try to determine what the
story is. But -- and now, once they've gone through one or two sorts like that and they're determined to be
people we very likely will want to have a longer time to interrogate and want to get out of the imperfect
circumstance they're in -- they may be in -- that the Pakistanis would like to get rid of them or the Afghans
would like to get rid of them, or there's not enough room in Kandahar -- we take them to Guantanamo Bay
as soon as the cells are made fast enough.

And there they will go through a longer process of interrogation.
Yes?

Q: General Myers, what were the assets involved in the strike on Zhawar Kili? And were there casualties
that were garnered -- or gathered from subsequent intelligence? And also, are the U.S. troops accompanied
by Afghan soldiers? And if | may, to add one more on there, was this believed to have been a strike on
Osama bin Laden? I mean, I think that's what everybody seems to be wanting to get to. Was he believed to
be at this place at that time?

Myers: The strike was on some individuals. Who, has yet to be determined. And that's what they're in there
gathering the intelligence on. It was from a Predator. And as far as | know, to answer, I think, the second
part of your question, there are -- I don't believe -- let me check. 1 do not know if there are Afghan forces
with them. I don't know the answer to that.

Q: Can you address the question of why there was not a U.S. -- T gather it's a non-U.S. military Predator,
and therefore -- and the question is, why would there not have been a U.S. military asset in that area, |
mean if this was intelligence gathered over hours?

Myers: That gets into the tactics and the techniques, and I'm just not going to go into it.

: Mr. Secretary, a couple of points, since you invoked my name.

Rumsfeld: It's complimentary, though.

Q: One, I would just point out that the ~- while the caption to this picture does indicate that these people are
in a holding area, it doesn't provide the context that you provided immediately after its release anq again
today. Two, while some of the press coverage might have been, in your words, misinformed or misleading,

that wasn't universally the case.

Rumsfeld: No, of course not.
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Q: And some of the most egregious ...

Rumsfeld: Isolated pockets, I said.

Q: Most of the most egregious coverage, like the headline you cited, was from a foreign paper.
Rumsfeld: Exactly.

Q: Not a U.S. paper.

Rumsfeld: Exactly right.

Q: And, that said, | want to ask my question.

Rumsfeld: Yes. I agree with everything you've said again.
Q: I'have a question for ...

Q: Is there any ...

(Laughter.)

Q: I know you don't know who was killed in the strike on Monday, but is there any evidence that would
suggest that Osama bin Laden might have been among those killed?

Rumsfeld: We just simply have no idea.

Q: Have you ruled out that possibility?

-

Rumsfeld: We have not ruled in or out anything. If you lack knowledge, you don't do either. You don't tell
left or right or rule out, rule in. You just say you do not know the answer.

Q: And on the question of POW status, are you confident that you're not setting a precedent here that could
rebound to the disadvantage of American troops captured sometime in the future in another conflict?

Rumsfeld: Of that I -- again -- first of all, to know what kind of a precedent you're setting you have to be
very, very smart and see into the future. That's hard to do. It's hard even for very smart lawyers -- which I'm

not.

1am very confident that we are not doing anything to -- in any way disadvantage the rights and
circumstances of the U.S. military. I think that the decision was made by the president with that very much
in mind, and it was expressed by a number of the people in the deliberative process, and it was expressed
over a period of time because it was very carefully dealt with. It was not a hasty decision. This took us

some days.

What I cannot say about the precedent is that that decision, or any other decision, conceivably could end up
having an effect, a precedental effect down the road that is difficult to anticipate now. And it was because
of that caution and that concem that they wanted to apply it very carefully that so much time was taken in
attempting to make that judgment. But the one thing that 1 am reasonably satisfied with is the question you
asked, and that is that we have taken every care to ensure that the decision would not in any way adversely
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affect U.S. armed forces.

Q: One more point on this, if I might. [ would just argue that when you believe that there has been bad
press reporting or misreporting, the solution to that is more sunshine, not less. If you become more
secretive, your friends will suspect, and your enemies will believe, the worst.

Rumsfeld: Right. That's true, It's good -- fair enough. Ought to add that to Rumsfeld's Rules! (Laughter.)

Way in the back.

QQ: Are the Afghan forces that are partictpating with the U.S. troops wearing clear uniforms, insignia and
the other parts of that Geneva Convention?

Rumsfeld: You know, 1 can't speak to all of those units. But I certainly have seen Afghan forces that had
uniforms on, and insignia, and were carrying their weapons openly, and were part of one of the various
Northern Alliance elements. Have I seen them all in Afghanistan? No, so | can't answer your question as to

whether there might be some. But I certainly have seen Afghan forces that do in fact comport themselves in
a manner that would be consistent with the Geneva Convention.

Yes.

Q: Mr. Secretary, if I forgo my own statement, can [ ask two brief ones? (Laughter.)

First ...

Rumsfeld: it's a tough crowd today, ¢h?

(: ... are there not CIA agents or intelligence agents of some kind on the ground who are not wearing
uniforms and insignia? And are they not in a combatant role, in other words, helping to coordinate things

such as airstrikes?
Rumsfeld: I don't know of people doing that who are coordinating airstrikes. Do you?
Myers: No.

Rumsfeld: No?

Q: And secondly, on the photos, a number of lawyers who deal in international law have suggested that this
is kind of an unprecedented interpretation of the restriction on photographs. In other words, that the idea

was that you not parade prisoners out to a jeering public.

Rumsfeld: Right.

Q: It wasn't intended to bar incidental news photos.

Rumsfeld: Yeah, so that's why you have to be somewhat careful. And that's why we've tried to be
somewhat careful. You know, should the pendulum be over here or over here? It's hard to know. This is --

this is a new set of facts for us. It's a new situation. They've been down there, these prisoners, detainees,
what?, | don't know, 20 days. Something like that, 257 Not long.

Myers: And just to remind you, we have the Intemational Committee of the Red Cross down there
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essentially continuously talking to the detainees.
Q: I'was just asking about the news photographs.

Rumsfeld: Yeah. I mean, 1 don't know the answer to all these things. What we have tried to do is to try to
do it right, and we -- as we learn more and as they get more comfortable with the situation, they end up
improving how they're handling things all the time. 1 went down there last Sunday, a week ago Sunday, and
I must say my impression is that those folks are doing a darned good job under difficult circumstances. And
1 give them a lot of credit.

Myers: Can | say one other thing on detainees?
Rumsfeld: Mmm hmm.

Myers: You know, we get pretty far down on these arguments. We go down to the third and fourth level of
detail on these arguments about the Geneva Convention and treatment and so forth, and 1 think we've
answered those forthrightly and we've taken lots of people down. In fact, I think there's a congressional
delegation down there today. But let's never forget why we have them in the first place. We have them
because probably there's a good chance that one or two or ail of them know of the next event. And that's --
it's our obligation, consistent with humane treatment and the Geneva Convention, to try to find that out.
And I think as we have these, in some cases, more esoteric debates on this business, we're trying to find out
what's going to keep another incident from bappening, in this country or in our friends' and partners'
countries.

Rumsfeld: Good point.
Yes.

Q: Mr. Secretary, a U.S. plane flying over the Philippines last week was shot at flying over Muzan (ph),
over northem Muzan (ph). I'm wondering what kind of operations are we prepared to conduct there in the
Philippines? Are we prepared to go into combat, and if so, against whom?

Rumsfeld: I think it was a helicopter that was shot at.
Q: AC-130.

Rumsfeld: Ah. What are we doing there? We are engaged in a process of training some 4(,000) or 5,000
Filipino soldiers who are embarked on the task of trying to deal with a terrorist network, particularly on the

island of Basilan.

Second, in another part of the -- and there is -- this is relatively few numbers of hundreds, something less
than 600, as I recall -- in another part of the island, at some point -- and at the present time, 1 think there's
only a couple hundred people there, but it's heading --

Q: (Off mike) -- North?
Q: (Off mike.)

Rumsfeld: Let me rephrase that with greater clarity. On Basilan Island, [ believe, at the present time there's
2(00), 300 people - I don't know precisely, but it may go as many as 600 -- who are training at the
battalion level.
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In another part of the country, on a different island, there will be «- and I do not believe it has started -- an
exercise of some sort that's going to take place tater. That is what they're doing. They are not engaged in
combat. They do have rules of engagement that permit them to defend themselves, if they're attacked,
clearly. But their responsibilities are a training responsibility.

Yes, ma'am?

Q: Sir, could you maybe send us one of these lawyers that has made the decision? Because I think we still
all have some questions about the finer points of this, and you might stop -- (chuckles) -- further
questioning of you-all on this if we can get the firm answers.

Rumsfeld: Yeah. I do not have the power to deliver White House lawyers or the president of the United
States, who made the decision.

Q: How about general counsel of DOD -- general counsel of DOD 1o interpret it for us?
Rumsfeld: I'm wondering if maybe getting an outside lawyer to come in and talk about it -- [ don't know
that the general counsel of the department is -- whether it is fair 10 put him in a position of interpreting the

White House decision. It may be that could bring in an outstanding lawyer who could talk about it in some
depth.

Q: It would be ideal if someone could express the government's interpretation of this, as opposed 10 a
general interpretation.

Rumsfeld: Ari Fleischer's done that.
Q: But he's not a lawyer, and we have very specific.
Rumsfeld: But he has, to my knowledge, given the official position of the president of the United States.

Q: Well, I hope you'll take it under consideration that we still have questions, and they'll keep coming up
unless we can get those final, very specific answers from someone with a legal background.

Rumsfeld: Yeah. ] watched Ruth Wedgewood on the Lehrer program, and she's, [ guess, a Yale lawyer.
And she certainly knows an awful lot about it. There are other people who do as well.

Q: We can interview those people on our own --

Rumsfeld: Yeah.

Q: -- but what we need is somebody from the government that can say, "This was the balancing factor for
vs.”

Rumsfeld: Then I think you ought to have your representatives at the White House ask the White House
because that's where the decision was made.

Q: Mr. Secretary, you said about 105 of these people - I think you've used the figure 105 -- have been met
with, interrogated --

Rumsfeld: In Guantanamo Bay.
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Q: At Guantanamo.
Rumsfeld: Right.

Q: And you said, of course, you're trying to get more information, trying to leam — are these people being
in any way cooperative? Are they being?

Rumsfeld: They are. Some are. Some are, some aren't. Varying degrees. Some are less so the first time,
more so the second time. But there's no question we're gathering information.

Q: And have you gotten important information trom them that has warded off attacks?
Rumsfeld: Yes. That has what?
Q: That might have warded oft, might have allowed you to prevent a future attack?

Rumsfeld: I don't know that [ want to say that because the information is -- it goes into a fusion cell and it's
matched and mixed. And it may -- for example you might get some information from a person from pocket
litter about an address some place, and you might go to that address and get some information there, or you
might get tipped off to another human being, or something else. And it's all connected. And trying to track
it back by threads as to exactly what enabled you to prevent a future terrorist attack is very difficult to do.
We do know that there have been terrorist attacks that have been prevented.

Q: On the four criteria, and your description of why you believed the Taliban forces did not meet the
criteria for POW status -- you talked about lack of differentiation from civilians, no proper unit, no real
hierarchy -- but [ wish we all had a dollar here for every briefing we heard during Enduring Freedom when
we were told that we were attacking Taliban command and conirol, we were attacking identifiabie Taliban
forces, and that these were clearly difterentiable by our Special Forces from civilians. Those seem to be
rather different from your entire statement.

Rumsfeld: Well of course it's because it's of a different order, The kinds of things that the Geneva
Convention talks about are the kinds of things you see when you're standing right next to a person looking
at how they're handling themselves.

The kind of things that we were talking about on command and control would be communication
intercepts, it would be people firing at Northern Alliance forces and attacking them, it would be
concentrations of artillery or surface-to-air missiles, and those types of things that would -- and knowledge
that they are not Northern Alliance. And yet you see them there and you can identify a series of things that
tell you they are combatant forces that are engaged in fighting against the Northern Alliance forces, and it
enabled the people on the ground and the people in the air to make those kinds of judgments.

Is that pretty --

Q: But just to pursue, wasn't it clear that the Taliban forces were operating as units? Whether they call
themselves companies or platoons or ... is another matter, but they were operating as coherent military,
which our air strikes could attack, and it's clear they were receiving orders down the chain of command and
control, which is why we're attacking command and control.

Rumsfeld: There's no question but that on any one of those things, you might be exactly right, that you
could make that case. No one, | think, could make the case on all four of those criteria.
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Q: But were they the armed forces of Afghanistan at the time that the United States was attacking them?
Were they considered?

Rumsfeld: That's a legal question. The president has said he is going to -- I shouldn’t repeat what he said,
what the statement from the White House said. You know what it said. And he applies the convention to
the Taliban. And the answer to your question is, either as a matter of policy or a matter of law, they are
being’ considered as being covered by the Geneva Convention. I don't know why you would ask the
question.

Q: | asked it before and you said you'd get me an answer from Lepal.

Rumsfeld: Oh, no, it was a ditferent question yau asked before.

Q: We'll go back over that.

Rumsfeld: Yeah. [ think ...

Q: I think [ asked -- (inaudible) -- question.

Rumsfeld: Oh, really?

Q: Can { ask --

Rumsfeld: Well, wait a secand. Na. Stick with this.

Q: I'm happy to go over it again if you want to. There’s a section in the Geneva --

Rumsfeld: Oh, no, that's the question we'll get you the answer to.

Q: That's the question, but whether or not ...

Rumsfeld: That's a different question.

Q: The Taliban were the armed forces of Afghanistan, because if they were, they could be considered.
Rumsfeld: Oh, for the POW standard.

Q: Yes.

Rumsfeld: I see what you're saying. ['m sorry. We'll get you the answer to that,

Q: Okay.

General Myers, as long as I've got your attention, can you tell us what damage you know has been done

near Zhawar Kili? T know you have people on the ground looking to see who might have been killed, but
do you have a sense how many were killed? Was the truck destroyed? And you said that was the only

vehicle?

Myers: It was, in a general sense, personnel and a few.
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Q: (Off mike) -- and not the truck?

Myers: 1 don't think so.

Q: Okay.

Rumsfeld: Two questions. Yours, and yours.

Q: Thank you. The foreign minister of North Korea is quoted as saying that North Korea also has the
choice of military strike, not just the United States. What is your comment on that?

Rumsfeld: Well, they have one of the largest armies in the world. They have ballistic missiles. They have
artillery pieces. They have chemical, biological weapons. They've been working hard to develop a nuclear
weapon. I don't know how one could disagree with what 1 think you said, that the foreign minister of North
Korea says that they have the ability to strike somebody. Of course they do.

Q: Would you specify --
Rumsfeld: That's abvious. It's self-evident.
Q: Would you specity what kind of military measure the U.S. will 1ake against North Korea?

Rumsteld: The president's made no indication of anything like that, What he has said was that North Korea
has the capabilities I've just said, poses a threat to South Korea, has a practice over a sustained period of
time of being willing to sell almost any piece of military equipment they have to almost anybody who
wants it. And that is a very dangerous thing with respect to the proliferation of weapons of mass
destruction. And that was the president's point.

Last question.

Q: On a completely different matter, your general counsel has now sent a memo 10 all elements of the
department and the military ordering the preservation of all documents, correspondence and email related
to the Enron Corporation. And this letter from your general counse] came specifically because the Justice
Department said they had reason to believe the department could have information related to the federal

mvestigation.
Rumsfeld: The Justice Department said they have reason to believe this department?

Q: Yes, they did, in their letter to your general counsel. Your general counsel then sent a memo to all
elements of the department ordering the preservation of all documents, correspondence and email.

Rumsfeld: Seems like a reasonable thing to do.

Q: Well, what -- do you have any reason to believe at this point, from what you know, that this depaﬁrimt.ant,
number one, does have any information. And are you confident that so far, there has been no shredding in
this building - (laughter) -- and that all documents, email and correspondence has been preserved?

Rumsfeld: I have every reason to believe that people have behaved in a perfectly responsible and legal and

ethical way. It seems to me that if there was such a letter from the Department of Justice to this department,
which T happen not to have seen, and if the general --
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Q: (Off mike.)

Rumsfeld: (Laughs.) Yeah, good. -- and if the general counsel sent out such a letter, it would seem to me to
be a perfectly proper, responsible thing to do, that the minute one has reason to know that someone might
be interested in something, that you make sure that it's preserved and not unintentionally disposed of, We
all have normal process where we dispose of things, and one would not want to have done that if in fact it's
conceivable that someone would like to know something that would be contained in those materials.

So I have no reason to believe anything either way.
QQ: There's no reason to think you've got anything to share on the matter at the moment?

Rumsfeld: I don't know. {The General Counsel Memorandum forwarding the Department of Justice letter
to U.S. Forces.]

Q: Okay.

Rumsfeld: Thank you folks.

Q: Thank you.
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Fact Sheet
Department of Defense Order on Military Commissions
3/20/2002 11:48 PM

A military commission is a war-time, military court convened to try war criminals
charged with offenses that fall cutside the normal scope of the U.S. civilian law
enforcement and judiciary systems. Those tried by military commission may include:

¢ Members of al Qaeda

e People involved in acts of terrorism against the United States

* Pcople who knowingly harbored terrorists

Commission Membership and Selection

» Commissions will consist of at least 3 but no more than 7 members, with one or
two alternates.

o The Secretary of Defense may appoint members, or select an Appointing
Authority to choose commission members.

¢ Comumission members are officers in the United States Armed Forces, including
reserve, National Guard and retired personnel recalled to active duty.

o A Presiding Officer will be chosen to preside over commission proceedings. The
Presiding Officer will be a judge advocate of any branch of the armed forces.

v" The Presiding Officer has the authority to admit or exclude evidence.
v" The Officer also has the authority to close proceedings to protect classified
information or protect the safety of defendants, witnesses and commission

members,

A Full and Fair Trial

o Defense counsel will be provided for the accused, or the accused may choose their
own counsel: a military officer who is a judge advocate of the U.S. Armed Forces
or a civilian attorney. Civilian attorneys may also be pre-qualified as members of
a pool of available attomeys for the defense.

¢ The defendant and counsel may see copies of the charges and evidence in their
native language in advance of the trial.

o The accused is presumed innocent until proven guilty.

¢ The accused may be found guilty only when commission members are convinced
of guilt beyond a reasonable doubt.
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¢ The accused may refuse to testify during trial.
» The accused may obtain witnesses and documents to use in their defense.
¢ The accused may not be tried twice for the same offense.
s The accused may enter into plea agreements.
Trial Format
e Trial proceedings will open unless otherwise determined by the Presiding Officer.
The Presiding Officer may also allow attendance by the public and press,
Photography, video and audio recording and broadcasting will be prohibited.
e A trial may be closed to protect:
v Classified or sensitive information
v" The physical safety of participants
v Intelligence or law enforcement sources, methods and activities
v" National security interests

+ Commissions will be independent and impartial, and will proceed quickly.

» Physical and scientific evidence will be admissible if it has value to the
proceedings, as will previous trial testimony and written statements.

+ Witnesses will testify under oath, and will be subject to direct and cross-
examination,

» For witness safety, some testimony may be accepted by phone, use of
pseudonyms and closure of the proceedings.

» Commission members will deliberate and vote on findings of guilt, innocence,
and sentencing in closed session.

¢ Conviction requires a vote of two-thirds of the commission.
¢ Death sentences require a unanimous vote.

¢ Sentences may also include life imprisonment or a lesser term, fines and
restitution, or any other punishment deemed proper.

o A three-member Review Panel, appointed by the Secretary of Defense, will
review trial findings within 30 days and approve or disapprove of the outcome.
The panel will include three military officers but may also include temporarily
commissioned civilians.

¢ Findings and sentences are not final until approved by the President or Secretary
of Defense.
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Military Commission Q & A
3/20/2002 11:48 PM

Q: When will the first detainee be tried by commission?

A: There is no timeline in place for a trial. First, the commissions must be chosen by the
Secretary or what is called an Appointing Authority. The first trial will commence when
the law enforcement, intelligence and military experts interviewing the detainees have
gathered enough evidence against one or several to bring them to trial.

Q: Who will be tried?

A: The goal of the military commissions is to bring terrorists to justice. If there is
evidence gathered that any of the detainees had a hand or meaningful connection to the al
Qaeda terrorist network, and enough evidence is gathered against that person, they will
be tried by a commission.

Q: The first three defendants are going through the civilian court system. Why do
we need commissions?

A: Each case will be handled on an individual basis. If any detainees are found to be
U.S. citizens, or wanted by the FBI or other law enforcement agency, there will be
discussions on what the appropriate venue is to bring that person to justice.

Q: Will the Secretary name members of the commissions himself, or will he choose
an Appointing Authority?

A: The order says the Secretary may name members of the commissions or name a
person to do that job. A decision has not been made.

Q: Given the international protest regarding treatment of the detainees, do you
think there will be significant international opposition to these commissions?

A: People around the world are concerned about catching and prosecuting terrorists.
People from 80 different nations died on September 11. Qur challenge is to build enough
transparency into the process to show the world that U.S. values are reflected in the
proceedings, and those are: due process of law, guaranteed rights for defendants, and
open government.

Q: Will they be open to the public and the press?

A: The DoD directive calls for an open trial. However, the presiding officer of each
commission is given some latitude to decide whether a trial should be open or closed,
based on whether there is a need to safeguard information that could damage national
security. We will be working to strike a balance between those concerns and the public’s
need to know. It is important for the families of the victims to see the convicted terrorists
brought to justice. Photography, video and audio broadcasting will not be permitted.
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Q: If the trials are closed, how will we know that the trails are fair?

Everyone involved in a commission is bound by the President’s Military Order and the
Pentagon’s subsequent directive. These directives ensure a fair trial. For the accused,
there is the presumption of innocence, the right to defense, the right to avoid self-
incrimination, plea bargaining, and a review process after the trial.

Q: Will commissions be in place for the duration of the war?

At The commissions will remain in ptace as long as they as necessary to bring terrorists
to justice.

Q: The DoD order says there must be proof in order to try a detainee by
commission. What proof have you gathered against the detainees?

A: Evidence is being gathcred in Cuba and Afghamistan as we speak. The type of proof
presented at a trial will vary trom person to person. It has been reported publicly that our
forces in Afghanistan have recovered compuiers, videotapes, weapons, and training
documents, Obviously, these are the types of items that will be scrutinized for value in
prosecuting terrorists.

Q: If a detainee is sentenced to a long period of confinement, where will he be held?

A: The guidelines released do nat address the location of a convicted terrorist’s
detention, only that they will be incarcerated if that 1s the sentence imposed. A decision
will be made at a later date with regard to permanent detention facilities for convicted
terrorists.

Q: Who will be on the panel that reviews trial verdicts?

A: The Secretary will designate members of the review panel, which may include both
military officers and temporarily-commissioned civilians. When he has selected those
members, an announcement will be made.

Q: Why will the military commissions allow hearsay evidence to be introduced
during proceedings?

A: Evidence will be admitted by the Presiding Officer if 11 1s determined to have
probative value.

Q: If the defense counsel is excluded during a closed session, how can the detainee
get a fair trial?

A: Even if the defendant chooses a civilian attorney, who may be excluded during
portions of the trial, a military attorney is also provided. The order states that the military
attomey will not be excluded from any portion of the trial.

Q: Aren’t the review panels basically powerless to overturn decisions?

A: The review panel may return a case to the Appointing Authority for additional
proceedings if it feels errors occurred in the initial judgment.
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Talking Points on Military Commissions/Military Commission Order
3/20/2002 11:49 PM
Core Messages

s Military commissions are instruments of justice in the war against terrorism.

» The Pentagon’s order will ensure a fair trial for the accused. Military
commissions are fair, balanced and just.

» Military commissions are better suited to handle some sensitive terrorist cases and
can provide more safety to participants than other judicial systems.

Military commissions are instruments of justice in the war against terrorism,
» The President, as Commander in Chief, issued a military order on November 13,
2001, that permits non-1.8S. citizens to be tried by military commissions. The

Department of Defense has developed appropnate procedures for commissions
that are fair, balanced and just, and reflect our country's values.

s Military commisstons will allow the United States to achieve justice without
compromising national security or any aspect of the war against terrorism. To
satisfy the interests of justicc while furthering the war effort, military
commissions will:

¥ Provide a “full and fair” trial

v" Allow protection of classified and sensitive information

¥ Help protect the safety of court personnel, participants and witnesscs
v Allow flexibility in the timing of trials

v" Allow more inclusive rules of evidence

¢ The war against terrorism is an unconventional war, and terrorism is not a
conventional crime. Military commissions are well-suited to deal with the unique
process of charging and trying terrorists.

¢ Military commissions are indispensable in defending the United States against

terrorism. They are also compatible with the principles of the United Staies:
open government and due process of law.
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Presenter: Secretary of Defense Donald H. Rumsfeld Sunday, December 2, 2001

Secretary Rumsfeld interview with NBC Meet the Press
FFXCERPT of Interview with Tim Russar, NBC Moot thePress.)

Russert: Military tribunals. The president has given an order as’
commander-in-chief that military tribunals be established, if need be. What
does that mean to you?

Rumsfeld: it means that the president, as was the case with George
ashington, during the Civil War with Abraham Lincoln, and with Franklin
Roosevelt during World War Il, has said that it may that we need that
option. And as a result, he has put in place and begun the work to develop
the kinds of procedures and approaches that would be appropriate so that
in the event that we need to have a military commission, that we would be
in a place to detain a person and take control over a person that he
designates. He has not designated anyone to be tried by a military
commission. He may. He may not, but he may. And if he does, he wanted
to get the military order out designating the secretary of Defense as the
person responsible so that that work could begin.
I must say I've been interested in the press discussion and media
discussion on the subject. [ think it's been generally useful. It's elevated a
lot of issues that are important and need to be considered. Some of it's
been a little shrill given the fact that nobody's been designated yet to be
tried by a military commission. But overall, those of us in the Department of
Defense have found it usefu!, and we are working very harg with some
very smart people all across the country, out of government, to try to make
sure that we do this in the event it happens in a very measured, balanced,
thoughtful way that reflects our country's values and approaches.
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Presenter: Secretary of Defense Donald H. Rumsfeld Friday, February 08, 2002 - 1:30 p.m. EST

DoD News Briefing - Secretary Rumsfeld and Gen. Myers
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Rumsfeld: Good afternoon. The United States, as I have said, strongly supports the Geneva Conventicon.
Indeed, because of the importance of the safety and security of our forces, and because our application of
the convention in this situation might very well set legal precedence that could affect future conflicts,
prudence dictated that the U.S. government take care in determining the status of Taliban and Al Qaeda
detainees in this conflict.

The president has, as you know, now determined that the Geneva Convention does apply to the conflict
with the Taliban in Afghanistan. It does not apply to the conflict with al Qaeda, whether in Afghanistan or
elsewhere. He also determined that under the Geneva Convention, Taliban detainees do not meet the
criteria for prisoner of war status.

When the Geneva Convention was signed in the mid-20th century, it was crafted by sovereign states to deal
with conflicts between sovereign states. Today the war on terrorism, in which our country was attacked by
and is defending itself against terrorist networks that operate in dozens of countries, was not contemplated

by the framers of the convention.

From the beginning, the United States armed forces have treated all detainees, both Taliban and al Qaeda,
humanely. They are doing so today, and they will do so in the future. Last month I issued an order to our

military, which has been reaffirmed by the president, that all detainees -- Taliban and al Qaeda alike, will

be treated humanely and in a manner that's consistent with the principles of the Geneva Convention.

As the president decided, the conflict with Taliban is determined to fall under the Geneva Convention
because Afghanistan is a state party to the Geneva Convention. Al Qaeda, as a non-state, terrorist network,
is not. Indeed, through its actions, al Qaeda has demonstrated contempt for the principles of the Geneva
Convention. The determination that Taliban detainees do not qualify as prisoners of war under the
convention was because they failed to meet the criteria for POW status.

A central purpose of the Geneva Convention was to protect innocent civilians by distinguishing very
clearly between combatants and non-combatants. This is why the convention requires soldiers to wear
uniforms that distinguish them from the civilian population. The Taliban did not wear distinctive signs,
insignias, symbols or uniforms. To the contrary, far from seeking to distinguish themselves from the
civilian population of Afghanistan, they sought to blend in with civilian non-combatants, hiding in
mosques and populated areas. They were not organized in military units, as such, with identifiable chains
of command; indeed, al Qaeda forces made up portions of their forces.

What will be the impact of these decisions on the circumstances of the Taliban and al Qaeda detainees?
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And the answer, in a word, is none. There will be no impact from these decisions on their treatment. The
United States government will continue to treat them humanely, as we have in the past, as we are now, and
in keeping with the principles of the Geneva Convention. They will continue to receive three appropriate
meals a day, medical care, clothing, showers, visits from chaplains, Muslim chaplains, as appropriate, and
the opportunity to worship freely. We will continue to allow the Intemational Committee of the Red Cross
to visit each detainee privately, a right that's normally only accorded to individuals who qualify as prisoners
of war under the convention.

In short, we will continue to treat them consistent with the principles of fairness, freedom and justice that
our nation was founded on, the principles that they obviously abhor and which they sought to attack and
destroy. Notwithstanding the isolated pockets of international hyperventilation, we do not treat detainees in
any manner other than a manner that is humane.

General Myers.
Myers: Well, thank you, Mr. Secretary, and good afternoon.

I'd hike to give you an update on current operations. As of just a few hours ago, we do have military
personnel on the ground in the Zhawar Kili area. You may remember this was the area at the beginning of
the week where we had a strike. There are over 50 personnel invoived in this operation, and of course, their
mission is to exploit any intelligence that can be gathered at the site.

To answer what might be the first question, no, we don't have any reports yet from the ground. This is due
to the fact that it's nighttime there. That's when they were inserted. And they're going to wait 'til first light
to begin their sweep. .

Yesterday we received 28 additional detainees in Guantanamo Bay, and we now have a total of 186
detainees in Cuba. We hold an additional 271 detainees in Afghanistan.

And with that, we're happy to take your questions.

Rumsfeld: Charlie?

Q: Mr. Secretary, how do you respond to criticism from people who say that the reason you won't call these
detainees prisoners of war is because, as prisoners of war, they might be tried by military courts martial,
where their rights would be much more carefully spelled out, as opposed to possible tribunals, which the
president has authorized?

Rumsfeld: Well, I'll respond factually, by saying that that's not correct. Those issues have never been
discussed, nor have they ever been any part of the consideration in the determination. The considerations
have been continuously, as they've been discussed by the lawyers, issues as to precedent, what is the right
thing to do, what is consistent with the conventions, and what establishes a precedent that is appropriate for
the future. We could try them any number of ways. And that has not been a factor at all.

The convention created rules to make soldiers distinguish themselves from civilians, and the reason for that
was so that civilians would not be unduly endangered by war. The convention created, in effect, an
incentive system, and it was an extremely important part of the conventions, that soldiers who play by the
rules get the privileges of prisoner-of-war status. To give a POW status to people who did not respect the
rules clearly would undermine the conventions' incentive system and would have the non-intuitive effect of
increasing the danger to civilians in other conflicts.
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Q: Mr. Secretary, can [ ask you a question about Guantanamo Bay?

Rumsfeld: Sure.

Q: Are you considering any limitations, new limitations or an outright ban on TV or photo coverage of
Camp X-ray? ‘

Rumsfeld: Am I currently considering anything like that? 1 don't know that we are. [ must say, [ have found
the misrepresentation of those photos to be egregious, notwithstanding the fact that we had a caption under
that, I'm told, from the outset.

Q: You're talking about the original photo?

Rumsfeld: The original photo. And it has -- those people were there in the circumstance when they came
out of the airplane, off the bus, off the ferry, off the bus, into that area. They were in there somewhere
between 10 and 60 or 80 minutes at the maximum as they were taken individually and processed in a tent
right nearby, where they were met, data gathered, and then they were placed in individual cells.

The newspaper headlines that yelled, "Torture! What's next? Electrodes?” and all of this rubbish was so
inexcusable that it does make one wonder, as 1 said to Jamie, why we put out any photographs, if that's the
way they're going to be treated, so irresponsibly.

Jamie's contention was we should put out more photos with captions. I'm not sure -- [ almost always agree
with Jamie, but in this case I'm not quite sure. One thought that someone has suggested, T don't know ifit's

still under consideration, is that we release photos but with a mandatory caption, that the caption we supply
be used if someone wants to use the picture. But I haven't thought about that. I don't know if that's a good

idea or a bad idea.

Q: It's a bad idea.

Rumsfeld: It's a bad idea? (Laughter.)

Q: Now you're talking about official photographs.

Rumsfeld: Yeah.

Q: I'm asking you about independent news organizations' coverage by photo or TV. Is there any?
Rumsfeld: Well, as you know, there is a -- there are -- I'm not going to say there are not rules, but there are

certainly patterns and practices that have evolved since the Geneva Convention where it is frowned upon to
allow photos that could be seen as being embarrassing or there's a couple other words they use, invasive of

their privacy, what?

Victoria Clarke, Assistant Secretary of Defense for Public Affairs: Curiosity -- holding them up for public

Rumsfeld: Holding them up for public curiosity. So we have to be careful about photographs that are taken.

Q: But the answer to my original question was no, you're not considering any new kind of restriction or -

Rumsfeld: Am I personally?
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Q: Well, the department, you --
Rumsfeld: I have no idea about the department. We'll check with Torie. She might very well be.
(Cross talk.) Right here. Yes?

QQ: Can you explain -- I know the administration has said that the Taliban do not qualify for POW status
because of these four criteria -- (inaudible) -- uniforms, special insignia --

Rumsfeld: Mm-hmm.

Q: -- and yet there's another part of that that says the armed forces of any party in the conflict should
qualify as a POW. Why would you not put the Taliban under that category, which does not have those four
criteria?

Rumsfeld: Well, the president has said the Taliban does apply -- the convention does apply to the Taliban.
Q: It applies to the Taliban -- but not POW status.

Rumsfeld: Well, that's a different set of criteria for that.

Q: Exactly, and that's what I'm saying. The second criteria -- you have four criteria, and it's outside --
Rumsfeld: For POW status.

Q: For POW status. But one also says you --

Rumsfeld: One what?

Q: One of the articles says that you qualify for POW status if you are a member of the armed forces of a
party int conflict. Why does the Taliban not qualify as POW under that? Why have you put them in this
separate category, where they would be mitttia?

Rumsfeld: I think you're --  may not be following the question, but I think we're mixing apples and
oranges.

Q: The four criteria for militias --

QQ: The four criteria are for militias. So the administration --

Rumsfeld: They're - no. Well, the four criteria are as to whether or not they're POWs.
Q: Right.

Rumsfeld: Right.

(Q: But there is another category that says they qualify for POW status if they are a member of the armed
forces of the party to a conflict. I don't want to get in these big legal issues --

Rumsfeld: Yeah, because I'm not a lawyer, and --
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Q: -- but that's written exactly above the militia, where the four --

Rumsfeld: We'll ask the lawyers. This was a decision not made by me, not made by the Department of the
Defense. It was made by the lawyers and by the president of the United States. And we'll --

Q: But would you say the Taliban is the armed forces of that country?

Rumsfeld: We will take your question and see if the lawyers that made the decision would like to address
it.

Q: Could you please provide some more detail for us about this attack on Monday -- why it occurred, who
were the suspected targets, how it occurred? And also, among these 50-plus Army personnel who have
arrived there today, does that include any forensics teams?

Myers: First of all, the teams that are going in there are prepared to gather whatever kind of intelligence
they come across. So whether the forensics teams are with them or whether they're trained to gather the
evidence and take it back to a team, I can't tell you. But I think they have -- they're aware that there may not

be a lot of evidence. They may have to gather small evidence and bring it back and see if it could be
evaluated.

On terms of the target itself, it was developed over a period of hours. I would say several sources of
intelligence fed into that. There were lots of discussions among Central Command and other folks on the
target, and it was concluded that it was a valid target and it was struck.

Q: Could you -- what does a "valid target” mean? [ mean, a valid target how? Were they considered to be
senior al Qaeda leaders, as has been reported?

Myers: | think all we better say right now, until we gather the evidence -- because again, this is -~ we had
nobody on the ground c¢lose by when this occurred, I think we better wait for this team to do their work and
tell us. But -- well, let's just leave it at that.

Rumsfeld: Yes? Right here. Thelma?

Q: A Geneva gquestion.

Rumsfeld: Right here.

Q: In Geneva --

Q: No, there were not SUVs?

Myers: There was one truck at the scene, as [ understand it.

Q: One truck. Not an SUV?

Rumsfeld: Here we go.

Q: In Geneva -- back to Cuba for a second. In Geneva, a spokesman for the International Red Cross is
saying that the decision falls short because the International Red Cross says that all al Qaeda or Taliban are
POWs unless a competent tribunal decides otherwise. What would be your reaction to that?
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And aiso, you didn't mention how this decision would affect them legally, such as their access to legal
counsel, the way they're interrogated. Two angles to that, first the International Red Cross.

Rumsfeld: With respect to the second part of the question, I'm told it doesn't affect their legal status at all,
nor does it affect how they'd be treated. And -- that is to say, it does not affect their status from the way
they have been being handled prior to the decision by the White House or now. There's no change either --
to my knowledge -- in their status or how they'll be treated.

Q: Or answer questions like -- they may not give any more than their name, rank, serial number? Does it
affect how they're interrogated?

Rumsfeld: That, I believe, applies to a prisoner of war, under the Geneva Convention.

With respect to the International Committee of the Red Cross, my guess is that if they have lawyers who
encourage them to say what they say, that very likely the lawyers that came to the opposite conclusion will
have something to say about what they said. And that's the way the world works. These kinds of things - if
we begin with the truth, and that is that it's not affecting how they're being treated, and then take this whole
issue and say that it really revolves around a discussion between lawyers as to precedents for the future, it
seems to me that it's appropriate to let the lawyers discuss those things. The announcement was made by
the White House -- Ari Fleischer -- and I suppose that the answers to those kinds of legal questions should
come from Ari Fleischer as well.

Yes.

Q: Have you made any progress that you can share with us in deciding the next step? In other words, will
these people be sent to commissions, to tribunals, to the civilian justice system, back to their countries?
Have you made any progress in any of that?

Rumsfeld: Sure. Sure. Sure. We are interviewing them. They've -- | forgot what the number is, but it's
something like, if there were 158 down there prior to the latest [look], I think something like 105 of those
have been interrogated and met with, and the intelligence information is being gathered from them. The
question as to whether any of them will be subject to the presidential military order for a military
commission, some people call it tribunal, but commission I think is in the order, the answer is that's up to
the president. He decides whom -- which among these people -- he would want to put into the category,
and he has not made any decision with respect to anyone being dealt with in that manner,

Q: But I believe you were working on a plan here at the Defense Department on what the standards were
for how these people would be sorted out and treated.

Rumsfeld: We have been, you're right.
Q: Is there anything you could share with us about any progress you've made in those decisions?
Rumsfeld: Except to say we've made a lot of progress, we've cleared away a lot of underbrush, we have

four or five things that I think we're reasonably well settled on that we would use. And there, obviously,
has to be then discretion -- a degree of discretion -- lefi to the individual commissions as to how they deal

with a variety of different issues.

Yes.
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Q: Mr. Secretary, the Geneva Conventions of course cover many other things besides prisoners of war.
They govem, for example, what's a legitimate target, what's not a legitimate target. As U.S. military
operations go forward against al Qaeda in the future, will those operations be governed by any or bounded
by any international legal constraints at all?

Rumsfeld: Well, I guess the phrase is, "In accordance with the laws and customs of war, that's how the men
and women in the armed services are trained. That's how they conduct themselves" -- I think is the
appropriate answer.,

Q: Because it's your own will to conduct that way. But you don't see any laws that actually would apply to
U.S. military operations against al Qaeda, [ mean intemational laws of war that would apply to military
operations against al Qaeda?

Rumsfeld: We've not noted that the al Qaeda have adhered to any international laws of war or customs. The
United States does, has and will. That is how every single man and woman in the United States armed
forces is trained, and they understand that.

Q: Whether it's obligated to or not?
Rumsfeld: I beg your pardon?

Q: Whether it's obligated to or not?

Rumsteld: Yeah. [ mean, we have said that as a matter of policy, that's the way we behave, that's the way
we will handle people, that's the way we will function, and have been.

Q: Mr. Secretary, you mentioned one of the principles from the Geneva Convention that soldiers should be
distinguishable from civilian populations. But isn't it true that you have Special Forces in Afghanistan have
grown beards, they're not wearing insignia uniform? And how would you fee] if a member of the U.S.
Special Forces -- God forbid -- were captured in Afghanistan, but were ireated humanely, would you object
if they were not given prisoner of war status?

Rumsfeld: The short answer is that U.S. Special Forces -- ] don’t know that there's any law against growing
a beard. I mean, that's kind of a strange question.

Q: Yeah, what about not wearing insignia -~
Rumsfeld: What's wrong with growing a beard?
Q: Well, not wearing insignia, not --

Rumsfeld: Wait! Wait! Wait! You asked i, U'll answer it. They do wear insignia, they do wear uniforms.
Those photographs you saw of U.S. Special Forces on horseback, they were in the official uniform of the
United States Army, and they wear insignia and they do carry their weapons openly, and they do behave as
soldiers. That's the way they're taught, that's what they do. They may have a beard, they may put a scarf
over their head if there's a stand storm, but there's no rule against that.

They certainly deserve all of the rights and priviteges that would accrue to somebody who is obeying the
Jaws and customs of war. And they carry a card. You've probably got one in your pocket right now, of their
Geneva Convention circumstance.
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Myers: Yeah, the ID they carry are Geneva Convention cards. ] mean, that's the standard.
Rumsfeld: And they all have that.

Q: Mr. Secretary --

Q: Can I follow up on that?

Rumsfeld: Yes?

Q: Can you say how many of the detainees are al Qaeda, how many are Taliban?

Rumsfeld: I don't know. I've looked at several of the forms that are being used to begin to accumulate the
data. They have photographs, they have identifying features. Then they have the information that the
individual has given us, that is to say their nationality, roughly when they were born, what languages they
speak so you can talk to them, and a whole series of things like that. Whether they say they're al Qaeda,
whether they say they were Taliban, what units -- activities they were doing, where they were trained --
those types of things. There's a form that they fill out that's the preliminary information. Whether it's true or
not -- there's a lot of them who don't tell quite the truth.

Q: But haven't they been screened at this point?
Rumsfeld: Yes.
Let's -- you want to go through the screening process. Let's ... it might be useful.

Someone who is detained -- and they may be detained by Afghan forces, Pakistani forces, U.S. forces -- a
sort is then taking place. The ones that we have, they will be interviewed by a team of people, three or four
or five people -- sometimes Department of Justice, sometimes Army, mixture of Army, sometimes CIA,
sometimes whatever. And they're met with, and they're talked to, and they're interviewed. And a
preliminary discussion takes place and a preliminary decision is made.

In some cases, they just let them go. They're foot soldiers, and they -- they're going to go back into their
village, and they're not going to bother anybody. In some cases, they're al Qaeda, senior al Qaeda, in which
case they're treated in a totally different way, in a very careful way. In some cases, it's unclear, and they
then are sent somepiace, if we have custody of them, and they will go either to Bagram or they'll go to
Kandahar. In one or two cases, they've gone to a ship for medical treatment. And then, in some cases, they

end up at Guantanamo Bay.

[f the Afghans hold them, they'll tell us what they've got, what they think they've got. And as we have time,
we then send these teams in and do the same kind of a screening and make a judgment. Same thing with the

Pakistanis when they have clusters of them.

There are, you know, 3(,000) or 4(,000), 5(,000), 6(,000), thousands of these people. We have relatively
few that we have taken and retained custody over.

Q: But have you determined the -- of the ones that you do have, have you determined their status
individually, on an individual?

Rumsfeld: Yes, indeed, individually.
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Q: So you know which are al Qaeda and which are Taliban?

Rumsfeld: "Determined” is a tough word. We have determined as much as one can determine when you're
dealing with people who may or may not tell the truth.

Q: Right.
Rumsfeld: So yes, we've done the best we can.
Q: So there's no need for status tribunals to decide who's Taliban and who's al Qaeda?

Rumsfeld: My understanding is that when there's -- when doubt is raised about it -- a process then is a more
elaborate one, where they then are brought back into discussion and interrogation, and other people will ask
about them. Well, we will ask other people in the mix who these people are and try to determine what the
story is. But -- and now, once they've gone through one or two sorts like that and they're determined to be
people we very likely will want to have a longer time to interrogate and want to get out of the imperfect
circumstance they're in -- they may be in -- that the Pakistanis would like to get rid of them or the Afghans
would like to get rid of them, or there's not enough room in Kandahar -- we take them to Guantanamo Bay
as soon as the cells are made fast enough.

And there they will go through a longer process of interregation.
Yes?

Q: General Myers, what were the assets involved in the strike on Zhawar Kili? And were there casualties
that were garnered -- or gathered from subsequent intelligence? And also, are the U.S. troops accompanied
by Afghan soldiers? And if  may, to add one more on there, was this believed to have been a strike on
Osama bin Laden? I mean, I think that's what everybody seems to be wanting to get to. Was he believed to

be at this place at that time?

Myers: The strike was on some individuals. Who, has yet 1o be determined. And that's what they're in there
gathering the intelligence on. It was from a Predator. And as far as [ know, to answer, I think, the second
part of your question, there are -- [ don't believe -- let me check. I do not know if there are Afghan forces

with them. I don't know the answer to that.

Q: Can you address the question of why there was not a U.S. ~ I gather it's a non-U.S. mulitary Predator,
and therefore -- and the question is, why would there not have been a U.S. military asset in that area, I
mean if this was intelligence gathered over hours?

Myers: That gets into the tactics and the techniques, and I'm just not going to go into it.
Q: Mr. Secretary, a couple of points, since you invoked my name.

Rumsfeld: It's complimentary, though.

Q: One, I would just point out that the -- while the caption to this picture does indicate that these people are
in a holding area, it doesn't provide the context that you provided immediately after its release and again
today. Two, while some of the press coverage might have been, in your words, misinformed or misleading,

that wasn't universally the case.

Rumsfeld: No, of course not.
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Q: And some of the most egregious ...

Rumsfeld: Isolated pockets, I said.

Q: Most of the most egregious coverage, like the headline you cited, was from a foreign paper.
Rumsfeld: Exactly.

Q: Not a U.S. paper.

Rumsfeld: Exactly right.

Q: And, that said, [ want to ask my question.

Rumsfeld: Yes. [ agree with everything you've said again.
Q: I have a question for ...

Q: [s there any ...

(Laughter.)

Q: I know you don't know who was killed in the strike on Monday, but is there any evidence that would
suggest that Osama bin Laden might have been among those killed?

Rumsfeld: We just simply have no idea.
Q: Have you ruled out that possibility?

Rumsfeld: We have not ruled in or out anything. It you lack knowledge, you don't do either. You don't tell
left or right or rule out, rule in. You just say you do not know the answer.

QQ: And on the question of POW status, are you confident that you're not setting a precedent here that could
rebound to the disadvantage of American troops captured sometime in the future in another conflict?

Rumsfeld: Of that I -- again -- first of all, to know what kind of a precedent you're setting you have to be
very, very smart and see into the future. That's hard to do. It's hard even for very smart lawyers -- which I'm

not.

[ am very confident that we are not doing anything to -- in any way disadvantage the rights and
circumstances of the U.S. military. I think that the decision was made by the president with that very much
in mind, and it was expressed by a number of the people m the deliberative process, and it was expressed
over a period of time because it was very carefully dealt with. It was not a hasty decision. This took us

some days.

What T cannot say about the precedent 1s that that decision, or any other decision, conceivably could end up
having an effect, a precedental effect down the road that is difficult to anticipate now. And it was because
of that caution and that concern that they wanted to apply it very carefully that so much time was taken in
attempting to make that judgment. But the one thing that I am reasonably satisfied with is the question you
asked, and that is that we have taken every care to ensure that the decision would not in any way adversely
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affect U.S. armed forces.
Q: One more point on this, if T might. I would just argue that when you believe that there has been bad
press reporting or misreporting, the solution to that is more sunshine, not less. If you become more

secretive, your friends will suspect, and your enemies will believe, the worst.

Rumsfeld: Right. That's true. It's good -- fair enough. Ought to add that to Rumsfeld's Rules! (Laughter.)

Way in the back.

QQ: Are the Afghan forces that are participating with the U.S. troops wearing clear uniforms, insignia and
the other parts of that Geneva Canvention?

Rumsfeld: You know, I can't speak to all of those units. But 1 certainly have seen Afghan forces that had
uniforms on, and insignia, and were carrying their weapons openly, and were part of one of the various
Northern Alliance elements. Have [ seen them all in Afghanistan? No, so I can't answer your question as to

whether there might be some. But [ certainly have seen Afghan forces that do in fact comport themselves in
a manner that would be consistent with the Geneva Convention.

Yes.

Q: Mr. Secretary, if | forgo my own statement, can [ ask two brief ones? (Laughter.)
First ...

Rumsfeld: [t's a tough crowd today, ¢h?

Q: ... are there not CIA agents or intelligence agents of some kind on the ground who are not wearing
uniforms and insignia? And are they not in a combatant role, in other words, helping to coordinate things

such as airstrtkes?

Rumsfeld: I don't knew of people doing that who are coordinating airstrikes. Do you?

Myers: No.
Rumsfeld: No?

Q: And secondly, on the photos, a number of lawyers who deal in international law have suggested that this
is kind of an unprecedented interpretation of the restriction on pholographs. In other words, that the idea
was that you not parade prisoners out to a jeering public.

Rumsfeld: Right.
Q: It wasn't intended to bar incidental news photos.
Rumsfeld: Yeah, so that's why you have to be somewhat careful. And that's why we've tried to be

somewhat careful. You know, should the pendulum be over here or over here? It's hard to know. This is -
this is a new set of facts for us. It's a new situation. They've been down there, these prisoners, detainees,

what?, [ don't know, 20 days. Something like that, 257 Not long.

Myers: And just to remind you, we have the International Committee of the Red Cross down there
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essentially continuously talking to the detainees.
QQ: I was just asking about the news photographs.

Rumsfeld: Yeah. I mean, I don't know the answer to all these things. What we have tried to do is to try to
do it right, and we -- as we learn more and as they get more comfortable with the situation, they end up
improving how they're handling things all the time. I went down there last Sunday, a week ago Sunday, and
I must say my impression is that those folks are doing a darmed good job under difficult circumstances. And
I give them a lot of credit.

Myers: Can I say one other thing on detainees?

Rumsfeld: Mmm hmm,

Myers: You know, we get pretty far down on these arguments. We go down to the third and fourth level of
detail on these arguments about the Geneva Convention and treatment and so forth, and I think we've
answered those forthrightly and we've taken lots of people down. In fact, 1 think there's a congressional
delegation down there today. But let's never forget why we have them in the first place. We have them
because probably there's a good chance that one or two or all of them know of the next event. And that's --
it's our obligation, consistent with humane treatment and the Geneva Convention, to try to find that out.
And I think as we have these, in some cases, more esoteric debates on this business, we're trying to find out
what's going to keep another incident from happening, in this country or in our friends’ and partners’
countries.

Rumsfeld: Good point.

Yes.

Q: Mr. Secretary, a U.S. plane flying over the Philippines last week was shot at flying over Muzan {ph),
over northern Muzan (ph). I'm wondering what kind of operations are we prepared to conduct there in the
Philippines? Are we prepared to go into combat, and if so, against whom?

Rumsfeld: I think it was a helicopter that was shot at.
Q: A C-130.

Rumsfeld: Ah. What are we doing there? We are engaged in a process of training some 4{,000) or 5,000
Filipino soldiers who are embarked on the task of trying to deal with a terrorist network, particularly on the

island of Basilan.

Second, in another part of the -- and there is - this is relatively few numbers of hundreds, something less
than 600, as I recall -- in another part of the island, at some point -- and at the present time, I think there's
only a couple hundred people there, but it's heading --

Q: (Off mike) -- North?

Q: (Off mike.)

.Rumsfeld: Let me rephrase that with greater clarity. On Basilan Island, 1 believe, at the present time there's

2(00), 300 people -- I don't know precisely, but it may go as many as 600 -- who are training af the
battalion level.
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In another part of the country, on a different island, there will be -- and I do not believe it has started -- an
exercise of some sort that's going to take place later. That is what they're doing. They are not engaged in
combat. They do have rules of engagement that permit them to defend themselves, if they're attacked,
clearly. But their responsibilities are a training responsibility.

Yes, ma'am?

Q: Sir, could you maybe send us one of these lawyers that has made the decision? Because I think we still
all have some questions about the finer points of this, and you might stop -- (chuckles) -- further
questioning of you-all on this if we can get the firm answers.

Rumsfeld: Yeah. I do not have the power to deliver White House lawyers or the president of the United
States, who made the decision,

Q: How about general counsel of DOD -- general counsel of DOD to interpret it for us?
Rumsfeld: I'm wondering if maybe getting an outside lawyer to come in and talk about it -- I don't know
that the general counsel of the department is -- whether it is fair to put him in a position of interpreting the

White House decision. It may be that could bring in an outstanding lawyer who could talk about it in some
depth.

Q: It would be ideal if someone could express the government's interpretation of this, as opposed to a
general interpretation.

Rumsfeld: Ari Fleischer's done that.
Q: But he's not a lawyer, and we have very specific,
Rumsfeld: But he has, to my knowledge, given the official position of the president of the United States.

Q: Well, I hope you'll take it under consideration that we still have questions, and they'll keep coming up
unless we can get those final, very specific answers from someone with a legal background.

Rumsfeld: Yeah. I watched Ruth Wedgewood on the Lehrer program, and she's, I guess, a Yale lawyer.
And she certainly knows an awful lot about it. There are other people who do as well.

Q: We can interview those people on our own --

Rumsfeld: Yeah.

Q: -- but what we need is somebody from the government that can say, "This was the balancing factor for
us."

Rumsfeld: Then I think you ought to have your representatives at the White House ask the White House
because that's where the decision was made.

Q: Mr. Secretary, you said about 105 of these people - I think you've used the figure 105 -- have been met
with, interrogated --

Rumsfeld: In Guantanamo Bay.
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Q: At Guantanamo.
Rumsfeld: Right.

Q: And you said, of course, you're trying to get more information, trying to learn -- are these people being
in any way cooperative? Are they being?

Rumsfeld: They are. Some are. Some are, some aren't. Varying degrees. Some are less so the first time,
more so the second time. But there's no question we're gathering information.

Q: And have you gotten important information from them that has warded off attacks?

Rumsfeld: Yes. That has what?
Q: That might have warded off, might have allowed you to prevent a future attack?

Rumsfeld: [ don't know that [ want to say that because the information is -- it goes into a fusion cell and it's
matched and mixed. And it may -- for example you might get some information from a person from pocket
litter about an address some place, and you might go to that address and get some information there, or you
might get tipped off to another human being, or something else. And it's all connected. And trying to track
it back by threads as to exactly what enabled you to prevent a future terrorist attack is very difficult to do.
We do know that there have been terrorist attacks that have been prevented.

Q: On the four criteria, and your description of why you believed the Taliban forces did not meet the
criterta for POW status -- you taiked about lack of differentiation from civilians, no proper unit, no real
hierarchy -- but | wish we all had a dollar here for every briefing we heard during Enduring Freedom when
we were told that we were attacking Taliban command and control, we were attacking identifiable Taliban
forces, and that these were clearly differentiable by our Special Forces from civilians. Those seem to be
rather different from your entire statement.

Rumsfeld: Well of course it's because it's of a different order. The kinds of things that the Geneva
Convention talks about are the kinds of things you see when you're standing right next to a person looking
at how they're handling themselves.

The kind of things that we were talking about on command and control would be communication
intercepts, it would be people firing at Northern Alliance forces and attacking them, it would be
concentrations of artillery or surface-to-air missiles, and those types of things that would -- and knowledge
that they are not Northern Alliance. And yet you see them there and you can identify a series of things that
tell you they are combatant forces that are engaged in fighting against the Northem Alliance forces, and it
enabled the people on the ground and the people in the air to make those kinds of judgments.

1s that pretty --

Q: But just to pursue, wasn't it clear that the Taliban forces were operating as units? Whether they call
themselves companies or platoons or ... is another matter, but they were operating as coherent military,
which our air strikes could attack, and it's clear they were receiving orders down the chain of command and

control, which is why we're attacking command and control.

Rumsfeld: There's no question but that on any one of those things, you might be exactly right, that you
could make that case. No one, I think, could make the case on all four of those criteria.
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Q: But were they the armed forces of Afghanistan at the time that the United States was attacking them?
Were they considered?

Rumsfeld: That's a legal question. The president has said he is going to -- I shouldn't repeat what he said,
what the statement from the White House said. You know what it said. And he applies the convention to

the Taliban. And the answer to your question is, either as a matter of policy or a matter of law, they are
being considered as being covered by the Geneva Convention. I don't know why you would ask the

question.

Q: I asked it before and you said you'd get me an answer from Legal.

Rumsfeld: Oh, no, it was a different question you asked before.

Q: We'll go back over that.

Rumsfeld: Yeah, [ think ...

Q: I think I asked -- (inaudible) -~ question.

Rumsfeld: Oh, really?

Q: Can I ask --

Rumsfeld: Well, wait a second. No. Stick with this.

Q: I'm happy to go over it again if you want to. There's a section in the Geneva --

Rumsfeld: Oh, no, that's the question we'll get you the answer to.

Q: That's the question, but whether or not ...

Rumsfeld: That's a different question.

Q: The Taliban were the armed forces of Afghanistan, because if they were, they could be considered.
Rumsfeld: Oh, for the POW standard.

Q: Yes.

Rumsfeld: I see what you're saying. I'm sorry. We'll get you the answer to that.

Q: Okay.

General Myers, as long as ['ve got your attention, can you tell us what damage you know has been done

near Zhawar Kili? I know you have people on the ground looking to see who might have been killed, but
do you have a sense how many were killed? Was the truck destroyed? And you said that was the only

vehicle?

Myers: It was, in a general sense, personnel and a few.
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Q: (Off mike) -- and not the truck?

Myers: I don't think so.

Q: Okay.

Rumsfeld: Two questions. Yours, and yours.

Q: Thank you. The foreign minister of North Korea is quoted as saying that North Korea also has the
choice of military strike, not just the United States. What is your comment on that?

Rumsfeld: Well, they have one of the largest armies in the world. They have ballistic missiles. They have
artillery pieces. They have chemical, biological weapons. They've been working hard to develop a nuclear
weapon. I don't know how one could disagree with what I think you said, that the foreign minister of North
Korea says that they have the ability to strike somebody. Of course they do.

Q: Would you specify --
Rumsfeld: That's obvious. It's self-evident.
Q: Would you specify what kind of military measure the U.S. will take against North Korea?

Rumsfeld: The president's made no indication of anything like that, What he has said was that North Korea
has the capabilities I've just said, poses a threat to South Korea, has a practice over a sustained period of
time of being willing to sell almost any piece of military equipment they have to almost anybody who
wants it. And that is a very dangerous thing with respect to the proliferation of weapons of mass
destruction. And that was the president's point.

Last question.

Q: On a completely different matter, your general counsel has now sent a memo to all elements of the
department and the military ordering the preservation of all documents, correspondence and email related
to the Enron Corporation. And this letter from your general counsel came specificaily because the Justice
Department said they had reason to believe the department could have information related to the federal

investigation.
Rumsfeld: The Justice Department said they have reason to believe this department?

Q: Yes, they did, in their letter to your general counsel. Your general counsel then sent a memo to all
elements of the department ordering the preservation of all documents, correspondence and email.

Rumsfeld: Seems like a reasonable thing to do.

Q: Well, what -- do you have any reason to believe at this point, from what you know, that this department,
number one, does have any information. And are you confident that so far, there has been no shredding in
this building -- (laughter) -- and that all documents, email and correspondence has been preserved?

Rumsfeld: I have every reason to believe that people have behaved in a perfectly responsible and legal and

ethical way. It seems to me that if there was such a letter from the Department of Justice to this department,
which I happen not to have seen, and if the general --
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Q: (Off mike.)

Rumsfeld: (Laughs.) Yeah, good. -- and if the general counsel sent out such a letter, it would seem to me to
be a perfectly proper, responsible thing to do, that the minute one has reason to know that someone might
be interested in something, that you make sure that it's preserved and not unintentionally disposed of. We
ali have normal process where we dispose of things, and one would not want to have done that if in fact it's
conceivable that someone would like to know something that would be contained in those materials.

So I have no reason to believe anything either way.
Q: There's no reason to think you've got anything to share on the matter at the moment?

Rumsfeld: I don't know. [The General Counsel Memorandum forwarding the Departiment of Justice letter
1o U.S. Forces.]

Q: Okay.

Rumsfeld: Thank you folks.

Q: Thank you.
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TO: Honorable Colin Powell

CC: Vice President Richard Cheney
Honorable Condoleezza Rice

FROM:  Donald Rumsfeld/\7 Jk

DATE: April 12, 2002

SUBJECT: Saudi Websites

If in fact the Saudi Arabian websites say that they are giving money to martyrs for

suicide bombers, we certainly have to get after the Saudi government.

It is dangerous for us to have US armed forces in a country that is encouraging
suicide bombing or terror, if in fact they are doing it. My guess is that with a little
encouragement they could clean up their websites. It presents a serious problem if

it is true. If it is not, we need the definitive word that it is not true so we can

A1y, TV S

knock down the press stories.
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September §, 2002 7:19 AM

TO: Steve Cambone

FROM: Donald Rumsfeld raﬁ-

SUBJECT: Intel Budget

Please take a look at this article in today’s Early Bird on intel and explain to me

what is going on.

Thanks.

Attach.

Lardner, Richard, “Lawmakers Look to Stem Flaw of Personne! Funding from Intel Budget,”
Tnside the Fentagon, September 5, 2002,
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administration cleims.”
Though Americans might ini-
tially rally to military action,
“that support will be very
short-lived once American kids
start coming home in boxes,”
Mr. Dean wamed Wednesday
as he campaigned in Jowa.
Increasing Pressure
In recent weeks, congres-
sjonal debate on whether to go
to war has been muted while
lawmakess insisted on the right
10 be consulied, and while pro-

Eomuu and skeptics within the
ush administration conducted
their own quasi-public debate.
The back-and-forth over the
rocess of consultation al-
wed Democrats to preserve
their yeatlong stance of shun-
ning argument with the presi-
dent on national security,
where he enjoys overwhelming
public u
But Mr. Bush's eiatements
Wednesday, if not resolving all
procedural  questions, may
serve D increase pressure on
his critics to take u stand. And
the prospect of a U.S. invasion
of Iraq without unified bac
from 1.S. allies, the risk
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Democratic doves.
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mocrats.

BuLnnenaal Democratic
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seph Licberman of Connecti-
cut, the party’s 2000 vice
presidential  nominee, have
signaled that they are likely to
support the administration 50
long as the White House docs
a better job of arguing its case
for action publicly.
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A sense thar something's not
right.”

Louisiana Democratic
Sen. John Breaux invoked
Ronald 's admonition to
“trust but verify,” noting that

hasn't received veri-

fication that military action is posed

The debate is risldest for
Democrats, who face big chal-
lenges in their effort to regain
control of Congress this No-

. vember and to win back the

wm.% " ndzwm'g
18 po
own White House bj
kmowledged a concern,
"These arc skeplics out there
who wonder to what extent the
political implications of any of
this may the elections,”
Mr. Daschle said.
Democratic Concerns
For Democrats, dissent on
Ing could revive iraditional
concems that they are weak on

national- issnes,
Though moat Ecmocrm op-
posed the 1991 Gulf War, all

three who have nn on the
perty’s national ticket gince

i
deadline thyl carries "political
connotations” in advance of
the November elections.
‘Blustering’ on the Matter
Mr. Gore, who lost the

: presidency to Mr. Bush two

years ago, had no comment
Wednesday, said his spokes-
man Jano Cabrera But in late
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July he voiced strong doubts
about both the wisdom of a
pre-emptive  strike and  the
competence of the Bush ad-
ministration’s "blustering” on
the matter.

“These people were sup-
to be good at foreign
policy,” Mr. Gore told a group
of young Democrats in &’uh_
ington. “T don't thi_nQbey are,”
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possible war with Iraq
have made finding & fix a top

priority.

'gimically, approxi-
mately 3,000 military intelli-
gence billets go unfiffed in the
NFIP by the of
Deferse each year,” the com-
mittee wrote this year. “This
accounts for well over $100
miflion that must be included
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_in the NFIP budget, but from

which the intelligence commu-
nity receives no benefit. . . . To
dale, however, no comprehen-
sive solution has been worked
out within the cxccutive
branch that satisfies the con-
cems of the tof De-
fense, the intelligence commu-
ajty, and the Congress.”

The problem stems from
the esoteric budgeting prac-
tices of tie DefemcMDq:an-
ment and the 11.S. intelligence
community, In the deforse
budget, personne! spending for
the military services is allo-
cated in large, sums, For

le, in FY-02 the Army
received $30.4 billion in per-
sonnel i

higher levels of and
readiness, and m will

receive more funding than a
less combat-ready upit.

But in the NFIP, a broad
i national-level in-
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biem continues o plague,

in particular, the Genesa] De- |

fense Intelligence Program, the
Consolidated i Pro-
gram, and the Natioma| Im-

agery and Mapping Agency

Program,” the committee said
in its report. “In light of the
contributions of intelligence to
the ongoing war against terror-
ism, the commitiee believes
that filling intelligence billets
within the NFIP should be a

priority of the Department
of Defense.”

In one telling cxample, the
commitiee noted that more
than 70 intelligence analyst
slots were vacant at the Flor-
jda-based U.S. Central Com-
mand, "which is leading the
fight against al Qacda terrorists
in Afghanistan.” The commit-
tee called this situation “unac-

ble® and added that

M  chief Gen
Tommy Franks had raised the
issue with Defense Secretery
Donsld Rumsfeld and Chair-
man of the Joint Chiefs of
Suff Cen. Ric!ﬁ:d Myers.
Lt Cmdr. Nick Balice said this
week the analyst shortfall was
t.hn prﬁt. 11 con;lition. Since

nning of Operation
iﬁiﬁu leﬁdom' the com-

n' 'm » . -

has surged t0 92 percent of our
requested end of gu-
msnent personnel.” y 700

he added.
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number of options for fixing it.
Lawmakers want recommen-
dations for resolving the issue
before the FY- defense
budget request is submitted
early next year.

As a first step, the com-
mittee wopldiihtos;ehare-
programming process wherein
the NFIP account is
rei . DOD has not re-
programmed any NFIP funds
despite indicating plans to do
50, the committes said. If the
moncy was funneled back, an
intclligence y could have
the option of hiring civilian
analysts to fill the billets if no
military personnel were avail-
able, onc congressional source
poted, Under the current sys-
rlhnﬂuibiﬁtydoesnotn—
-- Richard Lardner
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the plan arc likely, “a lot of
what we see will be reflected
in the final Februsry budget
submission,” said Ronald
ORourke, the naval warfare
anslyst for the nonpartisan
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Congressiomal Research  Ser.
vice. “It had beea widely ac.
knowledged that shipbuilding
must increase,” be said.

The Navy's plan “wil|
produce more work for the
shipbuilding industry and get
them toward scmewhat more
efficient rates of production,”
ORourke said.

New Class of Ships

Rumsfeld’s Defense Plan-
ning Guidance in May pressed
the services to weap-
ons that fit the gon's goal
of a military that's lighter,
faster and able to deploy more
quickly.

He directed the Navy 1o
pursue a new class of small,
;tultlly "Littoral Combatant

" to support troops ashore
Ameondw anti-mine, intel-
ligence and reconnaissance op-

o4

pro-
posed to $1.1 b on
the convu-uioum in 2005, up
from $185 million in the cur-

; A
save $1.4 billion beczuse of
more efficient
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FOR: SECRETARY OF DEFENSE

FROM: General Richard B. Myers, CJCW 5//‘

SUBJECT: Innovations

In response to your qucstion regarding sclected fast track programs (TAB A), the
Service Chiefs and combatant commanders were tasked to identify key
developmental programs pianned for implementation during their respective
tenures.

Service inputs are summarized at TAB B. The common observation among
Service programs indicates projections for initia] operating capability in FY2003.
All have programmed resources to fulfill initial capability.

Combatant commanders’ inputs are summarized at TAB C. The majority of these
identified programs is categorized as advanced concept technology demonstrations
or experiments that seek to develop and demonsirate the maturity of advanced
technologies. Projections for initial operating capability range from 12 to 24
months with adequate resources.

All inputs show key innovations with great potential for quick production and
fielding to warfighters. The upcoming program review cycle for FYs 2004-2009
provides a good oppottunity to ensure adequate resources are available to bring
greater capability to forces.

General Ralph E. Eberhart, USAF, Commander, US Space Command, identified &
special access program that will be provided separately.

COORDINATION: See TABD.

Attachments:
As stated
b)(6
Prepared By: Lieutenant General Bruce Carlson, USAF; Director, J-8 (e
/i"i -
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TAB A

January 29,2002 2:44 PM

TO: Gen. Myers
FROM: Donald Rumsfeld (ﬁ)t,

SUBJECT: Innovations

What da you think about asking each of the Service Chiefs and CINCs to tell us

one thing they have on the drawing boards—like putting a Hellfire on a

Predator—that is on a fast track they are poing 10 get accomplished during their

tenure.

Thanks.
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Interim Armored Vehicle

Marines Dragon Eye Scouting System

Air Force Sniper Advanced Targeling Pod

TAB B

Uses existing Light Armored Vehicle 1l chassis and adds FY03
different applique technologies to create nine variants for
use within the Interim Brigade Combat Team.

Develops capability for unmanned air vehicles for company FY03
and detachment level reconnaissance and stirveillance.

Provides tatal force solution to tactical aircraft stand-off, FYG3
precision attack, and time-sensitive-targeting challenges

using precise coordinates and enhanced laser which

allow operations at higher altitudes and longer ranges.

T8D
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TAB C

USCENTCOM

USEUCCM

USJFCOM

USPACOM

USSOUTHCOM

USSPACECOM

USSOCOM

USSTRATCOM

USTRANSCOM

Agent Defeat Warhead

Quick Balt

Joint En Route Mission Planning Rehearsal System

Content Based Information Security

JTF Warnet Program

C-130 Roll-On-Rall-Off -Multi-Mission Sensor Suile

Special Access Program

Special Operations Joint Interagency Callaboration Ctr

Counterterrorist Campaign Support Group

Idaho Thunder

Intelligent Road/Rail Information Service

Demonstrates air delivered missile panetrator that
destroys Chemical and Biological agents with minimal
avempressure and collateral exposure.

Provides enhanced capability io engage enemy air
defenses in real-time and provide near-real time weapon
impact assessments for theater factical aircraft,

Demconsirates wireless, on the move, interactive, and
collaborative planning system for intransit C2, situational
awareness, and planning.

Secures information at point of origin vice whole network
ta enhance coalition information sharing at different
clearance levels from different countries.

interfaces Service tactical C2 systems using a common
tactical picture for collaboration and joint fires, mansuver
and intelligence.

Integrates off-the-shelf sensors into roll-on roll-off sets to
enhance intelligence, surveillance, and reconnaissance
far counterlerrorism and counterdrug operations.,

Exploils new technology advances in data mining and
knowledge management for dynamic intergency
collaborative environment responsive to DOD needs.
Coordinates counterterrorist plans for operational
recommendations to JCS and combatant commanders,

Assesses Information Operations by conducting

Compuler Network Attacks to enhance future operations.

Provides near realtime intransit visibility of CONUS
ammunition movements.
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15 mos

FY03

TBD

24 mos

FY04

18 mos

SAP

Achieved

Achieved

FY03

Achieved
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TABD

COORDINATION

Chief of Staff of the Army General Eric K. Shinseki
Commandant of the Marine Corps General James L. Jones

Chief of Staff of the Air Force  General John P. Jumper

USCENTCOM J-3 AO Lt Col Rusty Sackett
USCINCEUR General Joseph W. Ralston
USCINCIFCOM General William F. Keman
USCINCPAC ADM Dennis C. Blair
USCINCSOC General Charles R. Holland
USCINCSO MG Gary D. Speer
USSPACECOM Colonel Bonner
USCINCSTRAT ADM James O. Ellis, Jr.
USTRANSCOM (information paper)
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1 Mar 02

23 Feb (02

22 Mar 02

undated

15 Feb 02

27 Mar 02

28 Mar 02

undated

15 Mar 02

undated

25 Mar 02

undated

TABD



COMPTROLLER

FOR: SECRETARY OF DEFENSE

UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON (727~ 7= 77
WASHINGTON DC 20301-pPg0- - 7 - - = = E
INFO MEMO |
W AR R 525

April 16, 2002, 2:13 PM

FROM: Dov S. ZakheimbAPR 17 @

SUBJECT: Review of Military Officers Delinquent on Travel Card Debt

o April 1, 2002, the Secretary requested a report on 700 officers who supposedly

defaulted on their credit card (TAB A). On March 18, 2002, Senator Grassley
and Congressman Horn sent you a list of military officers who defaulted on
$1.3 million of Travel Card charges. The list provided was as of December
2001. The Defense Finance and Accounting Service (DFAS) obtained an
updated list (as of March 2002) from Bank of America (Bank) and conducted a

review to determinge the status of each account. The results of their review are

as follows:
Marine  Air
Army Navy Corps Force Total
Can Deduct from Current Pay 202 42 12 18 274
Can Deduct from Future Pay 8 2 0 3 13
Pay Deductions Not Possible 82 9 21 26 138
Not Submitted For Pay Action/
Request Withdrawn by Bank 198 44 14 27 283
Total 490 97 47 74 708

Of the $1.0 million still delinquent as of March 2002, one-half will be
collected for the Bank through payroll action by DFAS.

The 283 accounts not submitted represent accounts paid in full between
December and March, accounts where the officer agreed to a payment plan, or
accounts where the Bank chose to utilize a debt collection service or write off

the balance.

0k U06897 /02
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¢ The Scrvices are reviewing the list to determine appropriate actions to be

taken.

COORDINATION: TABB
(b)6)

Prepared By: Jim Dominy.
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COORDINATION SHEET

Army Sandra Pack Assistant Secretary of the Army (Financial
Management & Comptroller)

Navy Dino Aviles Assistant Secretary of the Navy (Financial
Management & Comptroller)

Air Force Bruce Lemkin Principal Deputy Assistant Secretary of Air Force
(Financial Management & Comptroller)

11-L-0559/08D/8251

April 12, 2002

April 12, 2002

April 12, 2002



Loty ]

N N B O

April 1,2002  6:44 PM

TO: Larry Di Rita
FROM: Donald Rumsfeld %

SUBJECT: Officers and Credit Cards

I need a report on the 700 officers who supposedly defaulted on their credit cards.

Please find out from Dov what the status is.

Thanks.

DHR:dh
040102-50

DU v

Please respond by S
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UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON--co - 70
WASHINGTON DC 20301, 100, 7. -~

ool P R R

200 kPR 17 ?5@3?.-@ S

ACTION MEMO

April 16, 2002, 4:00 PM
FOR: SECRETARY OF DEFENSE DepSec Action
FROM: Dov S. Zakheim /B APR 17 202
SUBJECT: Hurricane Hunters

~
* You inquired about the possibility of transferring the Hurricane Hunter squadron from

the Air Force Reserve to the National Oceanic Atmospheric Administration (NOAA).

e Currently, the Hurricane Hunter squadron, the 53™ Weather Reconnaissance
Squadron of the Air Force Reserve, is stationed at Keesler Air Force Base, MS, and
has 334 personnel and an annual budget of $23 million including $4 million of

reserve personnel funding.

e From FY 1991 through FY 2001, the DoD Appropriations Acts contained a provision
stating that “none of the funds ... in this act shall be used to reduce or disestablish the

operations of the 53" Weather Reconnaissance Squadron.” This restrictive language

was a direct result of a previous attempt by the Department to transfer the mission to

NOAA. In FY 2002, the House Appropriations Committee bill contained a similar

provision, but the FY 2002 DoD Approprations Act did not contain the provision.

e The 53 Squadron is manned by military personnel. Transfer of the resources would ~_

require coordination with Office of Management and Budget and NOAA and include a~
the transfer of DoD topline funding. The NOAA would need to recruit and train k
civilian personnel and establish memoranda of agreement with DoD for aircraft §
support (i.e., maintenance and hangar storage). I\

SPLASSISTANTDIRMA L 7717 | (v
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¢ I recommend that the transfer of the Hurricane Hunters be initiated during the
upcoming FY 2004 Program and Budget review; it should be patterned after the
transfer of the Non-proliferation Program to the Department of Energy that occurred
in the FY 2003 budget.

RECOMMENDATION: That you approve initiation of the transfer of Hurricane Hunters
via the FY 2004 Program and Budget Review.

COORDINATION: None.

SECDEF DECISION DW
Approve AR 25 xo

Disapprove

Other

Prepared By: John Evuand®X6) |
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April 2,2002 6:35 AM

TO: Dov Zakheim
CC: Paul Wolfowitz
FROM: Donald Rumsfeld v\

SUBJECT: Hurricane Hunters

Why don’t we go ahead and get that hurricane hunting group that exists down in
the Caribbean moved over to NOAA, along with the airplanes that we have, and
kick that responsibility over there for the future.

Thanks.

DHR:dh
040202-3
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TAB A

January 29,2002 2:44 PM

TO: Gen. Myers
FROM: Donald Rumsfeld {‘)ﬂ

SUBJECT: Innovations

What do you think about asking each of the Service Chiefs and CINCs to tell us

one thing they have on the drawing boards—Ilike putting a Hellfire on 2

Predator—that is on a fast wrack they are going to get accomplished during their

ienure,

Thanks.

DHR:dh
N290Z-29
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November 23,2002 3:33PM

TO: David Chu
FROM:  Donald Rumsfeld D/[

SUBJECT: Aviation Accident Rate

I read your response to my snowflake on the aviation accident rate. I have these

thoughts on what I would like you to do:

1. Revise your proposal so it includes metrics. In my view, metrics and
tracking change behavior. [ éuggest you see that they are the right ones and
are sufficiently simple and obvious that they are embarrassing and notable
for those who don’t do well. 1 need to see them when you have them

fashioned.

2. Tell me what flight safety systems were downgraded or eliminated by

whom and when, and to save what amount of money. That sounds crazy.
3. Run your proposal by Paul O’Neill for me and see what he thinks of it.

Thanks.

Attach.
11/05/02 USD{P&R) memo to SecDef re: Aviation Accident Rate

DHR:dh
11230211

Please respond by )i : i f e
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GENERAL CQUNSEL QF THE DEFARTMENT OF DEFENSE
1600 DEFENSE PENTAGON
WASHINGTON, D, C. 20301-1800

"o ey

GENERAL COUMNSEL

INFO MEMO

April 11,2002 7:30AM

FOR: SECRETARY OF DEFENSE
FROM; William J. Haynes 11, General Counsel WT‘""{“

SUBJECT: Credit Card Abuse Case

AT

¢ You asked how an employee could allegedly have charged personal items
amounting to almost $12,000 on a government purchase card and not be
prosecuted.

» According to a recent GAQ report dealing with credit card abuse in DoD,
handwriting analysis indicated that the employee in this case had not signed the
receipts for the items in question.

e Sincc the employee has denied making the purchases, this could have madc
criminal prosecution of the case problematic.

s Although the individual in question was a Navy employee at the time of the
purchases, she now works for the Army. The Army is conducting an investigation
to determine whether disciplinary action should be taken against the employee,

’—f (1
o 6("
COQORDINATION: None /1}74)[/ ; o M H\‘
/;Z, Ladr e

e # /M e
ror oFFICKARUSE ONLY W e odboin Nt
ULAFRNSPIEEE  ambie,

GE) S

Prepared by: Helen Sullivan
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March 18,2002 1:53 PM

TO: Gordon England
Tom White

CC: David Chu
Dov Zakheim
Jim Haynes

FROM: Donald Rumsfeld /Q}\

SUBJECT: Credit Card Abuse

This is very troubling. How can someone charge all these items and then not be

prosecuted?
Please explain.

Thanks.

Attach.
03/18/02 Brian Faler, “GAQ Calls Navy Lax on Employee Fraud,” Washington Post

DHR:dh
031802-54

Please respond by o3fr9/o1
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Washington Post

March 18, 2007

Pg. 15

22. GAQ Calls Navy Lax On
Emplovee Fraud

Repont Cites Personal Shop-
Jiing Charges

By Brian Faler, Special to The
Washington Post

Scores of Navy emplovees
at 1wo San Diepo facilities
have been using povernment
credit cards o buy their
groceries. And lugpage., And
DVD plavers. And almost
none of 1hem have been pun-
ished.

The Gencral Accounting
Office,  the  congressional
watchdop agency that has been
mvestigating emplovees at the
1wo centers, reported last week
that many there have been us-
ing those cards for personal
shopping sprees. And, despite
previous wammings, congres-
sional hearinps and investiga-
vons. the GAQ sajd, the Navy
still isn't doing enough 10 stop
thern,

The cards, which look and
work much like 1epular credit
cards, were created 10 help cn
down on buresucratic red 1ape
for governmem puschases of
goods ang services.

But GAO investipators,
along with several members of
Congress, say the Navy has
taken the program 10a far, dis-

njbul‘i'ng the cards  "willy-
nilly,” i the words of one
senator,  without any credit

cheeks and with virually no
oversipht o5 enforcement.

"Every shred of evidence
that ] have seen savs that inter-
nal conti ols at the Pentagon are
weak or nonexistent,” Sen,
Charles E. Grassley (R-lowa)
told the House government ef-
ficiency  subcomminice last
week. “That means there is an
army . . . suthorized to spend
money with no checks and bal-
ances, The potential for abuse
and fraud s virnally unlim-
ited.”

Grassley and Rep. Stephen
Hom (R-Calif.), chairmap of
the House pancl, have asked
the GAQ 10 expand its probe in
the Defense Deparmment 10 de-
termune whether there is a lar-
ger problem of credit card
abuse. The GAO has reported
on sunilar problems at the
Education Depaniment.

Officials yepresenting the
Defense Departmeny, as well
as others 1epresenting the Two
Navy centers, acknowledged at
the subcomminee hearing that
credit card fraud continues to
be a problem among employ-
ces, b they rsaid they are
clamping down on the abuses.

“We are painfully aware
of the issues of purchase cards,
and 1 am here personally 10
comuut that we will make sure
these cards are used appropr-
ately," said Deidie Lee, a de-
fense procurement official.

Lee and other defense of-
ficials blamed the rwo naval
facilities' previous manage-
ment for the lax cnforcement
and saxd that officials have
since 1educed the number of
cards circulating and have ex-
panded the offices tesponsible
for overseeing the accounts,

There are now 1.7 million
Defense Deparmment cards in
circulation. Cards were used
during fiscal 2001 10 ring up
£9 hilllon in charges. Some
charges are billed directly to
the federal povernment, most
are sent 10 the individual card-
holder, who, afier paying the
bill, is suppeosed 10 he reim-
bursed by his or her apency.
Mos1 cards have a credit limit
of $2,500 per tansaction.

At Jast week's heaning,
Grasslev cited cpe woman,
Tanya Mays, as a particularly
eprepious offender at the Navy
Public Works Center in San
Diepo. He =aid that, according
10 GAO yecords, Mays charged
almost $12,000 10 her govern-
ment card -- including a per-
sonal computer, a kiichen
range,gift  centificates  and
clothing. Both the Navy and
the 1.5, avomney in San Diego
declined 10 pursue her case,
Grassley said. and Mays trans-
ferred 1o the Army, where she
15 now a budpet analyst. She
was not asked to repay the
money, he said.

Mays could not be reached
for comment. The Post e-
mailed her and asked the

Army's press office 10 forward
its requests to her. The office
declined 10 provide Mays's
phone number, saying it was
private. They added that be-
cause she was never prose-
cuted, they have no record of
the alleged improprieties,

Grassley said he named
Mays out of fruswation, add-

ing. "When vou put one of
these cards under the micro-
scape. 1t seems like the whole
problem comes into  mmch
sharper focus.”

Los Angeles Times

March 17. 2002

Pg. 30

23. U.S, To Resume Viegues
Training

By Rewers

SAN JUAN, Puerto Rico -
- The Navy will conduct a new
round of waining exercises on
the island of Virgues in a few
weeks, 8 move thal protest
groups said Satmday would
reactivale their civil disobedi-
ence Campaign.

A press assistant for the
governor's office s2id that Sec-
retary of State  Ferdinand
Mercado 1eceived a lener from
the U.S. Navy Friday inform-
ing hum that 11 would conduct
abom 22 davs of training fiom
as ealy as April I.

Groups cpposing the use
of the 23.000-acre island as 2
Navy wvaming and bombing
range said they would wy 10
disrupt the maneuvers through
by tneaking omo the bombing
range duripg the maining.

The prowsts would be the
first since the c¢ivil disobeds-
ence campaign was halied afier
Sept. 11,

Washington Times

March 18, 2002

Pg. &

24. Hit By Inmate, X-Ray
Guards Reassigned

GUANTANAMO BAY
NAVAL BASE, Cuba (AP) —
Two guards at Camp X-ray,
the detennon center holding
200 al Qseds and Taliban
guerrillas, were mansferred af-
1er an inmate swuck one of
them. mubuary officials said
vesterday.

Two male soldiers at the
field hospital were reassigned
after a dewainee hint one of them
while being escorted 1o the
bathroom. said Pat Alford,
commander for the fleet hospi-
1al. The puards usually travel
n pans.

The detainee, who was be-
ing treated for bone Joss in his
forearm. was sedated for ome
night afier the disruption.

11-L-0559/0SD/8260

Earlier vesierday, Cap
Shimkus, commanding offi
of the Guamanamo Bay Nava
Base, said the soldiers were re-
assipned after "breaking the
rajes.” But “the initial 7eport
provided by a military official
was incorrect,” spokeswoman
Maj. Rumi Nielson-Green said,

The two men were reas-
signed to Camp X-ray and
could eventually return to the
fleet hospital.

Since the first captives ar-
rived at this remote outpost in
January, some have spat on or
yelled at the guards. One in-
mate bit a soldies,

A hunger strike that began
on Feb. 27 bul has since fiz-
zled apparently was prompted
by a puard who stnipped an
inmate of a 1owel he put on his
head for morning Islamic
prayvers.

Detainees later said the
strike was 2lso 1o protest their
indefinite devention.

On Saturday, five detain-
ees skipped dinner, 12 skipped
lunch  and seven skipped
breakfas:,

Milary officials also said
vesterday that 1wo other male
soldiers a1 the hospital were
reassigned afier requesung 8
nansies,

The two men were moved
10 administrative duties shortly
afier the first baich of inmales
arrived in January, said Marine
Maj. Stephen Cox, a spokes-
man for the detention mission,

The two men “simply
wete uncomfortable in that en-
vironment,” Maj. Cox said.

The captives, accused of
having links to either the follen
Talibap regime in Afghanistan
or Osama bin Laden's al Qaeda
terrorist network, sre cxpecied
10 be moved from the hastily
built Camp X-ray to Dcla
Camp by next month.

Delta Camp will be
equipped with 10ilets, beds and
ventilation and  eventuslly
could be expanded to hold
more than 2,000 detainces.

New York Times

March 18, 2002

News Analvsis

25. Bush Finds That Ambj-
guity 1s Part Of Nuclear De-
terrence

By David E. Sanger
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GEMERAL COUNBEL

FOR OFFICIAL USE ONLY
Info Meme Py
April 29, 2002 4:20 PM ?
.
FOR: SECRETARY OF DEFENSE G

FROM: William J. Haynes 11, General Counse]‘\%? 4

SUBJECT: Credit Card Abuse Case

s You asked for my review of the Secretary of the Army’s response 10 your question on
how an emptoyee could have allegedly charged personal items amountling 1o almost
$12,000 on a government purchase and not be prosecuted.

o Although the case was not prosecuted, Army is investigating to determine what
administrative action, if any, it should take in this case.

s According to a recent GAOQ report dealing with credit card abuse in DoD,
handwriting analysis indicated that the employee in this case had not signed the
receipts for the items in question. Since the employee has denied making the
purchases, this could have made criminal prosecution of the case problematic.

¢ Since this is still an open case, 1 suggest that you treat it as you would any other on-

going investigation. You may receive reporis on the progress of the investigation, bul
should not express a view on the ultimate outcome,

COORDINATION: None

{b)(6)

Prepared by: Helen Sullivan
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Snowflake

Oﬁ/" March 29, 2002  8:34 AM

TO: Vice President Richard B. Cheney
Honorable Colin Powell
Honorable Condoleezza Rice

FROM: Donald Rumsfeld

SUBJECT: NATO Enlargement

1 don’t know what will fmally be decided by NATO with respect to enlargement,
but the United States could have a significant influence if we decide what we

want.

[ favor enlargement. I suspect it is possible at this stage to pretty well figure out

which countries will likely be included in the coming round.

If that is the case, I think that if the U.S. were visibly seen now as the “champion”
for bringing those countries into NATO, it would strengthen our position in
NATO with those countries. Newer countries can be quite helpfultousina
variety of different ways, given the behavior of some of the older NATO

members.

Second, [ think it might be worth considering having the U.S. provide leadership
by urging they meet a list of things they need to do to be ready. Then, if they
don’t get in, they can be prospects for later, and they can use that pressure to
encourage their people to be willing to take the kinds of steps that will make them

acceptable.

Thanks.

DHR dh
032702-2)
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April 8,2002 9:07 AM
TO: Tom White
CC: Paul Wolfowitz
David Chu
Larry Di Rita
FROM: Donald Rumsfeld % . w
¢
SUBJECT: Increase in End Strength o
)

I just saw the Early Bird page 36, item 45, from today. You may not have been in
the meeting, but I have not authorized an increase in end strength for any of the

Services.

What I have said is that we can consider the use of the two percent flex, but only if
1 see a plan from any Service that wishes to do so that persuades me that they have
a plan to get down below any portion of the flex they use within a reasonable

period of time.

You may want to get that clip cleaned up and make sure your folks understand the

facts,

Thanks.

DHR:¢h
040802-18

. X
Please respond by 0Y/19for 3
¢
O
.F"
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tary so powerful. But Rums-
feld is riding high after Af-
ghan-istan; the White House
may nol want to take him on.
Scowgrofi, the CIA and the
White House declined to
comment; the Pentagon did not
return  three calls  seeking
comment,

— John Barry

U.5. News & World Report
April 15, 2002
43. Washington Whispers
By Pau} Bedard

Job well done

The capture or killing of al
Qaeda boss Osama bin Laden
could result in some delayed
shuffling in the Bush admini-
stration. Insiders say some are
staying on just to finish the
hunt for bin Laden and would
leave soon after. Such as: ClA
Director George Tenet, whe'd
probably go into private work,
and State spokesman Richard
Boucher, who'd like another
ambassadaorial posting,

Bullish on green

Merrill Lynch is bullish on
Gls. in 2 note sent to clients,
defense analyst Byron Callan
observes that mayhem in the
Mideast could bring important
lessons for U.S. military plan-
ners. While Israel has used
bombs and rockets against Pal-
estinian targets, he says, sol-
diers going into basements
"provide a degree of precision,
surveitlance, and presence that
is simply not efforded by GPS
guided bombs.” That could
undercut  enthusiasm  for
"smart” weapons and other
high-tech gizmos: "If the Army
and Marine Corps were stocks,
we would have buys on them.”

Washington Times
April 8, 2002
Pg. 4
44, Faced With Enron Flap,
White Digs In
By Rowan Scarborough, The
Washington Times

Army Secretary Thomas
E. White is in survival mode
these days, fiphting to save
prized weapons from Pentagon
budget cutters while watching
his flank for those who want
him ousted over the Enron de-
bacle.

Mr. White, the son of a
Detroit bus driver who rose to
the rank of Army general and
then earned millions during 1)
years at Enron Corp., has be-
come a key target in the De-
mocrats’ probe of the Houston
energy firm.

Asked in an interview if
he will remain Army secretary
despite scrutiny of his Enron
tie§, Mr. White said: "] intend
to."

"1 came back here with a
very simple objective, that was
to try to do something good for
soldiers and their families," he
said. "And we have done 2 lot
of good things for soldiers and
their families in addition to
fighting this war that has come
upon us. And I'm excited about
staying.”

Sitting in his Pentagon of-
fice, the decorated Vietnam
veteran said the Army has
made greal progress in recruit-
ing young soldiers and in
transforming the force into a
lighter, faster one.

"When | walked in the
door, we were still argoing
about berets. We're no longer
arguing about berets,” he said,
referring to the political brou-
haha over changing Army
headgear. "We have focused
on what's impontant, and trans-
formation is important. And |
made it clear to everybody
since day one, 'It ain't optional.
We got to get on with it

The Enron questions come
on two fronts: Was he late in
selling Enron stock options, as
demanded by the Senate
Armed Services Committee as
a requirement for his confirma-
tion last summer? And, in his
70 to 80 contacts with former
Enron colleagues, did he get
any inside information on the
corporation's  financial col-
lapse?

Mr. White, who ran En-
ron's Energy Services division,
szid the calls he made were
prompted by compassion for
the many friends he had made
in Houston. He said he has
completed stock sales, except
for two private funds in which
he is a limited partner and so
cannot control the liquidation
timing,

"They know what remains
to be done and we're very clear
on that," he said, referring to
Senate Armed Services Chair-
man Carl Levin, Michigan

Democrat, and Sen. John W,
Warmner of Virginia, the panel's
senior Republican.

Mr. White faced his firs
criticism from a Republican
lawmaker when Mr. Warner
co-signed a letter with Mr.
Levin scolding the Army sec-
revary for not selling all his En-
ron stock. "We do not believe
that your actions satisfied the
requirements of this commit-
tee," the two wrote on March
1.

Meanwhile, Pentagon In-
spector  General  Joseph
Schmitz is examining Irips Mr.
White took to Flerida and
Colorado since he became
Army secretary last year, In
both cases, he mixed personal
business with official work but
says he strictly followed legal
requirements.

On a stopover in Aspen,
Co., to sell a home, he was on
rotation in the classified "con-
linuation of government” pro-
gram and was required to be
out of Washington. In Florida,
he 100k persona) leave and
rented a car to visil a home he
owns.

“In my opinion, we fol-
lowed the rules,” Mr. White
said, "Now, the issue is going
to be a matter of perception
because the rules come down
to whether there is 2 perception
of misuse of government re-
sources. People inside the de-
partment, the department eth-
ics officers are very comfort-
able with where we're at. In
our view, we have acted con-
sistent with the regulation.”

The bad press alarms Mr.
White's allies on Capitol Hill,
Conservatives view the West
Point graduate as a needed "old
school” ex-officer who can re-
orient the Army back to basics
after years of "political cor-
rectness.”

Mr. White, 59, served two
tours in Vietnam. As a platoon
leader in 1989, he was
awerded 8 Silver Star for res-
cuing a wounded soldier amid
intense enemny fire.

"It would be a shame to
lose a guy like this while the
Army is engaged in the war on
terrorism,” said a senior con-
gressional defense aide.

Mr. White has the backing
of the man who counts most —
Defense Secretary Donald H.
Rumsfeld. They talked pri-
vately two wecks ago. Mr.

11-L-05659/0SD/8264

Rumsfeld is said to have coun-
seled Mr. White and inquired
on how he was holding up. Mr.
White said he was weathering
the zttacks but would quit if
the investigations distracted
him from running the Army.

"Secretary Rumsfeld is a
great boss and he's been in this
town a long, long time, so |
pay very close attention to his
counsel,” Mr. White said,

The Army secretary also
has communicated with long-
time friend Secretary of State
Colin L. Powell. As a brigadier
genera), Mr. White served as
Mr. Powell's executive assis-
tant when the latter was chair-
man of the Joint Chiefs of
Staff. Mr. White retired from
that post in 1990,

"He's & great friend and
provides very sound advice
and the advice is, 'Hang in
there,"™ Mr. White said.

As Rep. Henry A, Wax-
man, Califomia Democrat,
stepped up his inquiry into Mr.
White's Enron contacts, the
Army's top civilian largely re-
mained silent. But in recent
weeks, as some friends came
to believe his job was hanging
in the balance, Mr. White be-
gan telling his side.

"I tried to stay focused on
running the Army and hoped
the other stuff would subside,”
he said, "But it hasn't sub-
sided.”

Inside The Army

April 8, 2002

Pg. 3

45, Army To Increase End
Strength By 9,600 Over Next
Two Years

Faced with an exiremely
high personne! tempo and un-
precedented levels of deploy-
ment, the Army intends to in-
crease its end strength by
9,600 personnel over the next
two years, said Army Under
Secretary Les Brownlee.

The Army's active-duty
end strength cap, which is set
by Congress, is 480,000 peo-
ple. The Army is permitted to
differ from that ceiling by 2
percent, or 9,600 personnel,
without seeking an additional
authorization from the legisla-
ture. According to Brownlee,
the Army wants ta utilize that
flexibility in the next 24
months to help address the
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crushing pace of operations
and a widely recognized per-
sonnel shortage. The service
will attempt to recruit half of
the 9,600 in fiscal year 2002
and the rest in fiscal year 2003.

Chief of Staff Gen. Eric
Shinseki, Army  Secretary
Thomas White and Vice Chief
of Staff Gen. John Keane "de-
cided the most prudent course
for the Army was to proceed 10
try to do about | percent of
that 2 percent each year, this
year and next vear, and then to
see where we go from there,”
Brownlee said at an April 4
breakfast sponscred by the As-
sociation of the U.S. Army. "If
we can add 9,600 people over
the next two years to the Army
end strength, that would help 2
]oL"

According to Brownlee,
Defense Secretary Donald
Rumsfeld has agreed 1o let the
Army expand its end strength
by I percent this year.

The Army and others have
estimated its real personnel re-
quirements are much greater
than 9,600. To fill completely
the service's force structure re-
quirement, some estimates if-
dicate the service may need be-
tween 30,000 and 40,000 more
people, Brownlee¢ said. How-
ever, while that range may be
valid, the Army could not
achieve it, he siated.

"I would suggest (o you
that, if the Army had an au-
thorization 1o do that tomaor-
row, they probably couldn't re-
cruit it," he commented.

The goal of 4,800 new
soldiers this year, and another
4,800 next vyear, is attainable,
he stated.

"I think that's achievable
in terms of recruiting and it's
probably affordable . . . even if
we have 10 take it out of our
own budget and we probably
will,” Brownlee said.

The cost of 4,800 new ac-
cessions in FY-02 would be at
least $270 million, he added.

The cusrent stop-loss or-
der does "distort” the Army's
end strength picture, Brownlee
noted. Since the war on terror-
ism began, the service has
barved personnel in several
specialties from leaving active
duty.

"We're going o continu-
ally evaluate that and, if there
are some of those skills that
turn out that we don't need as

much and we can release those
people, then my suggestion
would be that we do it,” he
stated. "But this is something
that is watched very closely
and monitored every day.”
Despite  the  stop-lass,
many categories of personnel
and warfighting units are
stretched "pretty bad." Earlier
this year, Brownlee toak a 10-
day trip abroad, stopping in
Germany, Kosovo, Basnia, -
aly, Kuwait, Pakistan, Uzbeki-
stan, and Afghanistan, “Vinu-
ally everywhere | went, |
found the 10th Mauntain Divi-
sion,” he remarked. Provided
the United States wants to
maintain these commitments,
adding end strength is the best
solutian, accarding ta the un-
der secretary.
-- Erin Q. Winograd

Awviatian Week & Space Tech-
nology

April 8,2002

Pg. 30

46, Navy Enlists NASA In
The War On Terror

NASA military support is
growing, especially 1o the
Navy, where the satellite im-
agery is used for strike opera-
tions

By Craig Covault, Cape Ca-
navera

The U.S. Navy is leading
an initistive 1o exploit ad-
vanced new NASA and com-
mercial environmental satellite
imagery and data to aid time-
criticat  strike  planning--
including weapons selection--
for Afghanistan and potential
other target areas in the Middle
East, such as lraq.

Navy soutces said the data
also are likely to be helping 10
support the overall U.S, over-
head intelligence operations in
the Middle East in connection
with the Istacli/Palestinian cri-
SiS.

The initiative especially
underscores the growing role
of NASA in real-time space
support to U.S. military forces
in the war on terrorism. That
backing, however, could also
raise questions in Congress
about adherence to  the
agency's civilian space charter,

THE NASA TERRA
spacecraft, the commercial Or-
bimage/ NASA SeaWiF$S sen-

sor and the NASA Quikscat
spacccraft are the new systems
most involved in the effort,
The NASA Aqua spacecraft
about 1o be launched will also
be used. The initiative is also
in line with more joint military
space  operational  svpport,
which is the focus of a special
report that begins on p. 77.

Military air and fleet op-
erations involving Afghanistan
and preparations for other ac-
tions in the region are benefit-
ing from the new
NASA/commercial and NOAA
data flowing in real time to the
Navy. The Navy is converting
the information for military
use, then transmining it to the
fleet and 10 other military us-
ers.

In addition to enabling
preater precision for safer heli-
copler operations in dynamic
conditions, the dala are provid-
ing better insight for determin-
ing whether Jaser vy GPS-
puided  weapons  should be
called in against specific tar-
pets, said Capt. Roben L.
Clark of the Naval Warfare
Systems Command (Spawar)
in San Diepo, Calif.

Clark is responsible for
“migrating civilisn space capa-
bility 1o military uses on a tac-
tical end strategic level” He is
the Spawar program manager
for meteorological and
oceanographic syslems.

NASA deta suppon for
operational military needs s
increasingly "a success slory,”
he said. This new marriage of
Noavy, NASA and commercial
capabilities is being forged by
Spawar and the Naval Re-
search Laboratory (NRL) in
Monterey, Calif,

Archived NASA and
commercial Spol end Landsat
imagery has been used for
years by the Defense Dept.,
and  hyperspeciral  imagery
from NASA's EO-2 satellite is
being studied by USAF for its
military uiility ( AW&ST Jan.
21, p. 36). But the new Navy
initiative 5 pouring far more
real-time NASA and commer-
cial imagery and data to the
deployed forces.

This NASA/commercial
ymagery and data are often
combined with classified mili-
1ary reconnaissance satellite
data and NOAA and Air Force
weather satellite information.
"We have a substantial invest-

11-L-0559/0SD/8265

ment in cooperative black pro-
grams [with the new NASA
capabilities] and results are
very impressive," Clark said.

The SeaWiFS and Modis
spacecraft are differentiating
wind, fog, dust and cloud con-
ditions at precise altitudes and
locations so strike planners and
air crews can plan the best an-
gles and altitudes from which
to stage attacks and factor in
weapons selection.

Aviation Week & Space
Technology's  curremt  front
cover is a striking illustration
of the capability. It shows a
fierce crescent-shaped dust-
storm blowing up just west of
Kandahar, Afghanistan,
streaming south across Paki-
stan and into the Arabian Sea.
Another major dust storm far-
ther west is streaming out of
Iran. The Afghan, Iranian and
Pakistani national borders have
been drawn in by NRL Mon-
terey technicians, who com-
bined this SeaWiFS imagery
with NASA Terra spacecraft
"Modis" radiometer data to
creale the image,

The dust affected initial
U.S. ground operations in Af-
ghanistan and is the kind of in-
formation commanders have
been using 1o plan the best
weapons employmeni.

The massive Afghan dust
tentacles blown into the Ara-
bian Sea were also a concemn
1o four U.S. Navy carrier battle
groups, including the USS En-
terprise.  USS  Independence,
USS Rooseveit and USS Kiny
Hewk. The fleet needed to
avoid the dust, which was be-
ginning o cause problems on
the ships. The image was spe-
cifically used to sieer the USS
Independence away from an
especially severe plume, while
also keeping it clear of weather
from a nearby tropical cyclone
(see the "CVIN® and "TC" an-
notations on p. 77).

The Modis imaging radi-
ometer data are proving espe-
cially valuable in differentiat-
ing low clouds from fog--a key
factor in flying helicopters
through isolated valleys, the
Navy managers said. The im-
agery is being transmitted
color-coded to show what
types of features lie at which
altitudes.

Spawar/Dell upgrades to
the meteorological computer
suites on key Navy carriers and
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THE UNDER SECRETARY OF DEFENSE. . .

3010 DEFENSE PENTAGON
WASHINGTON, DC 203C1-3010

ACOLUSITION,
TECHNOLOGY
AND LOGISTICS

INFORMATION MEMQ

FOR: SECRLTARY OF DEFENSE

FROM: UN E Y OF DEFE

F DER SECRETARY OF DE &LMd/é%
SUBJECT: Response to your question on C-130 Sales

¢ Youasked: “What do you have to do to get the C-130 on that munilions list so we
can sell it?”

o As defense articles, C-130s are on the munitions list and can be sold, but only 1o
allied/friendly governments under State Department policy.

¢ Under the export control reform review of the munitions list, DoD has recommended
transfer of cargo aircraft, including C-130s older than the current C-130J model, (o
the export control jurisdiction of Commerce Department, provided they are
demilitarized and provided there already is a commercial equivalent controlled by
Commerce. The Lockheed 1.-100 15 the commercial version of the ¢ 130 Stute and
DoD/Policy (supported by Air Force) are discussing this proposal.

¢ C-130s as military aircraft are not certified by civil aviation authorities (FAA in the
U.S. and ICAQ internationally) and such certification would be an issue and expense
in the purchasing country. Although, presumahly, Lockheed could help ameliorate it.

o Munitions list items cannot be sold to China without a Presidential waiver of U.S.
Tiananmen Square sanctions.

Prepared By: OD(IC), Marvin Winkelmann, ) |

1 1—L—OS@OSD/8266 1106994 /02
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April 2,2002 6:33 AM

TO: Pete Aldridge
FROM: Donald Rumsfeld i}\

SUBJECT: C-130 on Munitions List

What do you have to do to get the C-130 on that muniticns list so we can sell it?

Thanks.

DHR:dh
040202-2
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Please respond by o , i9loe
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April 2,2002 6:33 AM

TO: Pete Aldridge E’%
FROM:  Donald Rumsfeld &/

SUBJECT: (C-130 on Munitions List

What do you have to do to get the C-130 on that munitions list so we can sell it?

Thanks.

DHR:dh
040202-2

Please respond by oo } 19} oo~
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THE SECRETARY OF STATE R
WASHINGTON SN R

April 16, 2002 PR I

Dear Don:

Your note of April 8 questions whether the
United States should contribute to the costs of setting up
and maintaining an Afghan National Army. You note
correctly that the United States has funded most of the
costs of Operation Enduring Freedom, and suggest that
others should pick up these new expenses.

I am naturally sympathetic to this argument, which
applies to the entire task of reconstruction, not just that
in the security sphere. VNevertheless, recognizing that
others are unlikely to shoulder these burdens adequately
unless the United States leads the way, we have pledged to
do our fair share. 1In doing sco, we have particularly
staked out the security sphere, to include building a
national army and a national poclice as areas where the
United States intends to be heavily involved.

There can be no reconstruction in Afghanistan without
security. Recognizing this, President Bush committed the
United States to take the lead in training a new national
army. The Administration has been actively working with
other donors to urge them to reorient their assistance
priorities to give adeqguate attention to the security
sector. We have also submitted a supplemental budget
request to the Congress to fund our training program and to
make a contribution to other pclice and military costs., I
very much hope this request will continue to receive your
full support.

The Honocrable
Donald H. Rumsfeld,
Secretary of Defense.

SENSITIVE BUT UNCLASSIFIED

T1-L-0559/0SD/87269 uo70l4 /02



Snowflake

April 8,2002 7:18 AM

TO: Honorable Colin Powell

cC: Honorable Condoleezza Rice

FROM:  Donald Rumsfeld ) b /{ %

SUBJECT: U.S. Financial Commitment

I was concerned that at the Principals’ meeting the other day Dobbins said he had
committed the U.S. to give 20 percent of all the costs for the training of the
Afghan army.

The U.S. spent billions of dollars freeing Afghanistan and providing security. We
are spending a fortune every day. There is no reason on earth for the U.S. to
commit to pay 20 percent for the Afghan army.

[ urge you to get DoS turned around on this—the U.S. position should be zero.

We are already doing more than anyone.

Thanks.

DHR:dh
040602-10

11-L-0559/0SD/8270 10633 08,



Snowflake

April 8,2002 7:183 AM

TO: Honorable Colin Powell

CC. Honorable Condoleezza Rice

FROM:  Donald Rumsfeld ;? / /[ _%

SUBJECT: U.S. Financial Commitment

I was concerned that at the Principals’ meeting the other day Dobbins said he had
committed the U.S. to give 20 percent of all the costs for the training of the
Afghan army.

The U.S. spent billions of dollars freeing Afghanistan and providing security. We
are spending a fortune every day. There is no reason on earth for the U.S. to
commit to pay 20 percent for the Afghan army.

1 urge you to get DoS turned around on this—the U.S. position should be zero.

We are already doing more than anyone,

Thanks.

DHR:dh
040602-1¢
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* " Snowfiake
April 8,2002 7:18 AM
TO: Honorable Colin Powell
CC: Honorable Condoleezza Rice

FROM:  Donald Rumsfeld :,7 b /{ %

SUBJECT: U.S. Financial Commitment

I was concerned that at the Principals® meeting the other day Dobbins said he had
committed the U.S. to give 20 percent of all the costs for the training of the
Afghan army.

The U.S. spent billions of dollars freeing Afghanistan and providing security. We
are spending a fortune every day. There is no reason on earth for the U.S. to
commit to pay 20 percent for the Afghan army.

I urge you to get DoS turned around on this—the U.S. position should be zero.

We are already doing more than anyone.

Thanks.

DHR:¢h
040602-10
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Snowflake

April1,2002 6:47 PM

TO: Gen, Myers
FROM:  Donald Rumsfeld Vh

SUBJECT: Training Afghanistan Army

Have we thought of using Marines to train the soldiers and border patrol in
Afghanistan instead of Special Forces? Why should Special Forces do it? They
are in short supply, and Marines and Army people are not.

Thanks.

DHR:d%
MoIm-52
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Please respond by ____ M | 1410
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April 19, 2002

To: Secretary of Defense
From: Pete Aldndg
Subject: Travel/Purchase Cards

You are absolutely correct that we should not have a lax attitude with regard to
travel or purchase card abuse, Not only must we come down on the individual
who does the abuse, we must be firm with the supervisors and agency managers
who are providing the lack of leadership, un-ethical attitude and permissive
environment that permits this to happen. 1 would expect that we would find that
arganizations with lax leaders are the ones with a high rate of incidence. This will
be part of our initiative to improve control.

For your information, the government is not charged interest for (hose using the
travel cards. The travel charges, or any other charges, are billed directly to the
individual and they are responsible for payment and any accumulated late
payment charges. The individuals are only reimbursed for travel costs which
have been submitted through a travel expense report associated with approved
travel orders. The government never sees the credit card bill.  That 1s why it is so
hard to “police™ these actions,

Action: None. Information only.

Uo7128
11-L-0559/05D/8274
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SHOWIRe

1:54 PM
TO: Jim Haynes
CC: Pete Aldndge
Dov Zakheim

FROM: Donald Rumsfeld ’aﬂ“
DATE: April 17,2002
SUBJECT:

I just read this memo from Jim Haynes on credit card abuse. Seems 1o me it is
important to remember that when you are in arrears, you are charging the
government interest, and when you charge the government interest for personal
things you have charged on the government credit card, you are stealing money

from the government.

I don’t think that a lax attitude about this is the proper thing. It reflects

misunderstanding about the cost of money.

Thank you.

DHR/azn
041702.26

Attach: Haynes response to snowflake (3/15/02) Re: Credit Card Abuse 4/8/02

At

Please respond by: - T o

ey
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March 15,2002 8:33 AM

TO: Jim Haynes

Gj& ﬂFROM. Donald Rumsfeld

‘/ SUBJECT: Credit Card Abuse

What is the story on the $62 million of credit card waste and officers using the

cards to make personal rather than official purchases?

Thanks.

DHR:dh
031502-8

(FXT RSN RRES R RN R ARRIRIRERE RSN BRI RRRRNIREIREANRRERREESRRERERNDN N

Please respond by 3 [24 f o
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
1800 DEFENSE PENTAGON
WASHINGTON, D. C. 20201-1600

INFO MEMO

GENERAL COUNSEL

April 3,2002, 12:05PM
FOR: SECRETARY OF DEFENSE

FROM: William J. Haynes 11, General Counse]“«ya‘f":/'/ p /03.
SUBJECT: Credit Card Abuse

# You asked about the $62 million of credit card waste and card misuse. There are two
different charge card programs with different issues.

* The travel card/)m gram

» Senator Grassley said that DoD personnel defaulied on $62 million in
“official” travel expenses. We believe this figure is generally correct.

» The contracior reporied debts on individual cards of $60 million (M), It
collected $22M and asked DoD to collect $35M through salary offset. DoD

is now collecting most of this through sajary offset.

* Senator Grassley and Representative Horn provided to you a list of 709
officers who reportedly were in arrears on their travel cards. There is no
allegation of misuse — rather, Grassley and Horn allege payments are late.

¢ Cardholders are personally responsible for card debts although they sign an
agreement to use the card only for official travel expenses.

» The Military Departments are investigating and will prepare a response.

-

@_\ purchase card gngﬂlg

o There are allegations that both civilian and military personne) used the
purchase card for personal purchases.

o [t appears that there has been an uneven record of the use of internal
controls, although efforts are underway to rectify this.

* Both programs: USD(AT&L)(purchase card proponent) and USD(C)(travel card
proponent) are developing initiatives to provide better intemal controls aver both
the purchase and travel card programs.

COORDINATION: None

Prepared by: Elizabeth Buchanen (O)E)

<o
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' TO: Paul Wolfowitz
Doug Feith
ROM: Donald Rumsfe]d‘/q\
DATE: April 12,2002
SUBJECT: Georgia
)

6:08 PM

a cl‘\’q(

DEBJOQQ

What do you propose we do about this Russian action in Georgia? [ think the U.S.

ought to do something. Let’s get a memo up.

Thanks.

DHR/azn
041202.19

Please respond by:

4;!\\8]'0'&‘

SECDEF HAS SEEN

CROUCH Pesponse arrye

BATHH
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SROWH4Re

TO:

CC:

FROM:

SUBJECT:

April 22,2002 9:24 AM

Honorable Colin Powell

Vice President Richard B. Cheney
Honorable George Tenet
Honorable Condoleezza Rice

Donald Rumsfeld 72 Aw

International Criminal Court

S0

Enclosed is a letter from Henry Hyde and other Members of Congress suggesting

a practical action we might take soon with respect to the International Criminal

Court. Henry proposes that we seek to indemnify our peacekeepers against

potential legal action during the negotiations taking place at the United Nations to

extend the mandate for Bosnia.

It seems a sensible and timely idea. I have asked Doug Fetith to go to work on it

with your people to see what can be done.

The Members also propose that we declare our opposition to future U.S. military

participation in peacekeeping operations if our forces are not granted immunity. [

agree.

Thanks.

Attach.
Hyde Letter

DHR:dh
042202-15

20 %)V’?z
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The Honcrable Denzld H. Rumsfeld

Secrctary

U.S. Department of Defanse

The Pentagon, Room 3EEB0

Washington, D.C. 20301
Dear Mr. Secretary:

Today's announcement that 60 countries have ratified the Rome Statute of the
Internatlonal Criminal Court (1CC) is a regrettable setback for the promotion of international
peace end security, Supporters of the ICC have persuaded themselves that the threat of UN.
prosecution will deter the Saddam Husseins and Slobodan Milosevics of the world. But we
Jmow you agree with vs that dictatars with the blood of thousaods on their hands will scoff st the
threat that, if ever removed from power, epprehended, and successfully prosecuted by the ICC,
they mey be forced 1o spend the rest of their lives in & Scandinavian prison. Rather, the real
deterrent effect of the ICC will be on nations like our own that respect the rule of law and will, in
{he firture, hesitate 10 act in siuations like we faced in Kosovo in 1999,

We are confident that history ultimately will judge the Rome Statute as another sad-
example of good intentions run amok. Like the Kellog-Briand Pact of 1928 — which beganasa
well-meaning effort 10 outlaw war but wound up encouraging the Axis Powers and contributing
to the outbresk of World War II — the ICC ja more likely to hinder than help efforts to prevent
genocide, war crimes, and crimes against humanity, Clearly, however, at least 60 countries have
failed to recognize the court’s obvious flaws, and the ICC will be an international fact of life for
the Joreseeable future. Accordingly, the United States roust begin now to implement policies to
protect against the uniniended consequences that will flow from establishment of the ICC,

On May 24 of Jast year, two of us wrote to you to suggest a number of concrete steps

that should be taken in this regard, We stand by the recommendations in that letter, but wish to
draw your sttention 1o ane recommendation meade in that letter which iz time-sensitive.

ud673s /02
11-L-0559/05D/8280
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(b)(8) HOUSE INTL COMM

The Honorable Doneld H. Rumsfeld
Aprl 11, 2002
Page2

Even supporters of the ICC have conceded that some countries may hesitate to participate -

in futore UN. peacekecping operations if their military personnel are at risk of aiminal prosecu-
tion by the JCC for activities undertaken by thern on behalf of the Uniled Natlons, The solution
to this problem s for the United Nations Security Council 1o routinely include in Seourity
Council resolutions establishing U.N. peacekeeping operations & grant of permanent immunity
from ICC jurisdiction for personnel participating in the operation. Indeed, we would oppose any
future U.S. military participation in UN, peacekeeping operations where the Security Council
refuses to grant such imununity to our personiel.

In this connection, we nate that, under Security Council Resolution 1357 (2001), the UN.
mandate of the peacekeeping operation in Bosnia will expire on June 21 of this year. We
understand that there is a general expectation that the mandate of the Bosnia peacekecping
operalion will be extended by the Security Council once again, as it has been every year since
1996. In connection with the renewal of that mandate, we strongly encourage the Bush
Administration 10 insist that this year's Sccurity Council Resolution include a permanent grant of
immunity from ICC jurisdiction for, at a minimum, the spproximately 3,000 U.8. service-
members serving in Bosnin as part of that operation. Once this issue is raised, it would also
make sense to seek » permanent grant of immunity from the jurisdiction of the Intemational
Criminal Tribupal for the Former Yugoslavia (ICTY), particularly in view of the ICTY"s
decision three years ago to investigate the United States and other NATO allies for possible war
cnmss in the Kosovo operation in 1999, )

No one can regard this as an unreasonable demand by the United States. The Dayton
Accords, which provided for the establishment of the Bosnia peacekeeping operation, included a
provision exempting personnel participating in that operation from the criminal jurisdiction of
the couris of Bosnis and Herzegovina, Clearly this provision was included in the Dayton
Accords becausg potential troop-contributing countries (including most importantly the United
States) considered such an exemption inportant 1o their ability to deploy forces to Bosnia, Now
that the government of Bosnia is paised 10 ratify the Rome Statuie, thereby imposing ICC
cnminal jurisdiction on those same forces, it is perfectly reasonable 10 ask the Security Couneil
to grant immunity from 1CC and ICTY jurisdiction comresponding to the gramt of immunity from
Bosnian criminal jurisdiction provided in the Dayton Accords.

Moreover, such action by the Security Council would further the objective of Security
Counci] Resolution 1353 (2001), which directed the United Nations to teke & number of steps to
make it more attractive for countries to contribute forces to UN. peacekeeping operations. The
United States should make clear that, like the other measures described in Resolution 1353,

[@Aaoa

i

obigining immunity from the criminal Junsd:ctmn of the ICC and other UN. criminal tribunals is .

important to continued UL.S. participation in U N, peacekeeping operations.
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(b)) HOUSE INTL COMM L

The Honorable Donald H. Rumsfeld
April 11,2002
Page 3

Mr. Secretary, there is no reason to delay establishing the principle that the U.S. will not
pariicipate in U.N, peacekeeping operations in cases where the UN. Security Council refuses 10
grant U.8. forces participating in such operations immunity from the criminal jurisdiction of
U.N. tribunals. Because rencwal of the Bosnia peacekeeping operation will be the fisst such case
10 present itself afier entry into force of the Rome Statute, we urge the Bush Admuustrauon w
assert and insist upon this principle in the case of Bonia. -

Sincerely,

ch:yJ Hyde 5 1304 C%; m 3304

Mg, Ehmemnnan

LAY : % (Y I \ dlm_
Bob Stump A3473 ar ’ o 1006

S ey

Tom DelLay 43272 John W, Warner -
Ty ;{ ‘90-{-

(Aull,_

Christopher H. Smith ™ 31

HIH:sjr/meo

11-L-0559/Q50/8282






¥828/AS0/69G0-1-L 1

buiJaoday ssauipeay gogq
Bbuinoiduwi 10} ApNiS HAD




Key Characteristics of
Improved Readiness Asssment__

» Answers “Ready for what?”

— Focuses on key military capabilities for a
range of scenarios and force postures

— Captures readiness for assigned and

designed missions - Designed

* Provides for goal setting, metric analysis,

— Enables rapid, low cost development
— Reduces reporting burdens

and accurate reporting g
— Uses functional data systems N
— Centers on outcomes S _
o >Ass:gned
* Leverages information technology. § REPose
— Allows near real-time access g Rehﬁ
<p!
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Report readiness fOI‘ m’-ss’-ons Prototype Readiness Assessment Tools
[ e

Enhancing Existing Capabilities
£ A e~ e S A

assigned in Defense and Contingency

Planning Guidance

— Assign readiness standards in DPG
— Use Mission Essential Tasks

Improve DoD assessment processes | [ -
— Explicitly tie to resourcing forums el | [

— Increase visibility; include all & Swatosy Excursions <oz TR
stakeholders

Analysis &
Visuallzation

Forow Effactivensss, st

,,,,,
T

Enhance reporting and assessment tools
— Employ scenario modeling:

» Provides quick, objective analysis for crisis situations and
deliberate planning

— Fuse DoD transactional databases for unit/organizational status
» Near real-time reporting; trends and variance from standards

11-L-0559/05D/8286




Improved Tools and Outputs

Assessment Tools Outputs

— o Risk areas and metn'cs

“Ready For What?”

Strategic/ [——) | s Crisis or deliberate Plans
Operational

:> e Capability shortfalls

* Force sustainment
¢ Integrate forces with

readiness status * Rapid analysis

— * Key unit/organization

 Personnel « Training — resource shortfalls
®

Tactical —) | Equipment

e Ordnance

] Variance from standards
¢ Sustainment .
* Real time data

Information Technology Is the Enabler
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Output Metrics & Risk

¢ Meeting CINC Requirements -- Operational Risk

— Force Availability
» Shortfalls by mission capability (ISR, C2, etc.)
» Shortfalls by unit type (SOF teams, MEUs, etc.)
» |s Reserve call-up required - - it so; how large?

— Force Closure

+ Delays in faorce arrival due to capacity of Mobility system
— Force Substitution Analysis

»  Within service and across service lines
— Gaps in coverage

» CVBGs/ARGs moved out of ane CINC’s AOR to support a contingency in another
CINC’s AOR

s Monitoring forces -- Force Management Risk
— OPTEMPO / PERSTEMPO rates and goals
— Reserve component deployment rates and force deployment predictability
— Status of Low-Density / High-Demand Assets

11-L-0559/05D/8288



Demonstrate Prototype system in October 2002

Plan for Initial Operational Capability 2004: Full Operations in 2007

Include language in FY 2004 Defense Planning Guidance
— Assign readiness standards for DPG mission areas
— Program funds to implement revised readiness system

Present DoD Directive on Readiness Reporting System by May
— Coordinate through Service, Combatant Commanders, and Defense
Agencies by April 26, 2002

Upon signature of DoD directive, transmit Independent Assessment
to Congress

B oags M S RS
G T o SRR ool MO .- b NS
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Back-ups
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e« Congressional mandate to conduct an independent study of
requirements for a comprehensive readiness reporting system.

e Principal Findings and Recommendations

— Current system need improvements. It needs to:

»

Increase coverage of key elements of the National Security Strategy,
National Military Strategy and the Defense and Contingency Planning
Guidance.

Cover essential Combatant Commander/Service/Defense Agency missions
and tasks

Enhance comprehensiveness, uniformity and timeliness.

Expand reporting to all readiness related entities in DoD and to the full
spectrum of Defense and Contingency Planning Guidance assigned
Missions.

Have units report based on Mission Essential Tasks.
Be web based and near real time.
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Force Allocation

S
MU 4NN
AU A
g
pass g
e

Mobility Analysis

Prototype Readiness Assessment Tools
Enhancing Existing Capabilities

Analysis &
Visualization

TEM PO Readiness,
Impact af WMD, -
Weapons Requirements
Force Eﬁectiveness, etc

Weapon System Uti lzatl.o:n_‘

FHAT AMALYEIS BAC FORCEE
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Department of Defense

DIRECTIVE

NUMBER XXXX.X

DATE

SUBJECT:  Department of Defense Readiness Reporting System (DRRS)
References: () Title 10, United States Code, as amended

{(b) DoD Instruction XXXX.X, (TBI}, “DoD Readiness Reporting System
Procedures”

(¢) DoD Directive 5149.2, February 4, 1999, “Senior Readiness Oversight
Council (SROC)”

l. PURPOSE

1.1. Pursuant to the authority vested in the Secretary of Defense by Section 117 of
reference (a), this Directive establishes the Department of Defense Readiness Reporting System
(DRRS) for assessing and reporting the readiness of the Department to carry out the missions
assigned in the Defense Planning Guidance (DPG)/Contingency Planning Guidance (CPG). This
Directive establishes a capabilities-based, adaptive, near real-time readiness reporting system for
the Department of Defense. The system will elucidate the readiness of military forces and the
supporting infrastructure 1o meet missions and goals assigned by the Secretary of Defense.

1.2. Nothing in this Directive limits or otherwise affects the authority, direction and
control of the Secretary of Defense over the Department of Defense, or the oversight
responsibilities of the Office of the Secretary of Defense in relation to the Defense Agencies and
DoD Field Activities, or the authority and responsibilities of the Chairman of the Joint Chiefs of
Staff, as established in reference (a).

2. APPLICABILITY

This Directive applies to the Office of the Secretary of Defense, the Military Departments, the
Joint Staff, the Combatant Commands, and the Defense Agencies (Defense Intelligence Agency
(DIA), Defense Information Systems Agency (DISA), Defense Logistics Agency (DLA),
Defense Threat Reduction Agency (DTRA), Defense Advanced Research Projects Agency
(DARPA), National Imagery and Mapping Agency (NIMA), National Reconnaissance Office
(NRO), Defense Finance and Accounting Office (DFAS) and the National Security Agency

DRAFT
!
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(NSA)} (herein referred to as “the DoD Components™). This directive also applies to the Coast
Guard for purposes of readiness reporting.

3. DEFINITIONS
Terms used in this Directive are defined in Enclosure 1.
4. POLICY

The Department of Defense Readiness Reporting System (DRRS) is the primary means by which
the Chain of Command reports to the Secretary of Defense the Department’s readiness to
conduct the missions assigned in the Defense and Contingency Planning Guidance. The DRRS
is comprehensive. It measures the readiness of the Department of Defense, its Components, and
subordinate units and orgamizations to execute the full range of missions assigned by the
Secretary of Defense. The DRRS will use information technology to collect near real time
information about the readiness of United States forces, supporting organizations, and defense
agencies to perform assigned missions, while reducing the workload on reporting units

Three major elements comprise the DRRS: The Senior Readiness Oversight Council {SROC),
the Joint Quarterly Readiness Review (JQRR), and the Enhanced Status of Resources and
Training System {ESORTS).

The Senior Readiness Oversight Council. reference (c), will serve to advise the Secretary
of Defense on matters pertaining to DoD readiness, oversee readimess related activities, provide
recommendations to the Secretary of Defense on readiness policy matters, and provide repotts on
current and projected readiness 1ssues.

The Joint Quarterly Readiness Review will conduct timely, scenario-based readiness
assessments on a quarterly basis to identify capability shortfalls and nsks associated with
missions in support of the Defense and Contingency Planning Guidance,

The Enhanced Status of Resources and Training System (ESORTS)} will capture both
resource standards and current status for operaiiona) forces and support organizations. The
metrics will serve to highlight systematic deficiencies in the areas of unit training, personnel,
gquipment, ordnance, and sustainment. Variations from standards will be identified and assessed
in terms of performing mission essential tasks.

5. RESPONSIBILITIES

5.1. The Under Secretary of Defense (Personnel and Readiness) shall:

5.1.1. Exercise oversight of the DRRS to ensure accuracy, responsiveness and
continued modermization with adequate resources.

DRAFT
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5.1.1.1 Issue implementing instructions for the DRRS.

5.1.1.2 Ensure that DoD meets all the requirements of reference (a) for
reporting readiness to the Congress.

5.1.1.3 Develop, field, and maintain, Enhanced Status of Resources and
Training System (ESORTS) for all DoD Components in accordance with this directive.

5.1.2 Co-Chair the Joint Quarterly Readiness Review with the Vice-Chairman of
the Joint Chiefs of Staff.

5.1.2.1 Propose, in coordination with the Vice Chairman, JCS, scenarios
to be used in the Joint Quarterly Readiness Review, to the Deputy Secretary of Defense for
approval.

5.1.3 Provide oversight, through the Senior Readiness Oversight Council, of
actions being taken to address readiness deficiencies identified by the DRRS.

3.2, The Under Secretaries of Defense and the ASD(C31) shall:

5.2.1. Review and provide oversight of those aspects of the Component mission
readiness reports that fall within the scope of their responsibilities.

5.2.2. Will recommended readiness metrics and mission essential tasks to be
included in ESORTS for agencies under their auspices.

5.2.3. Ensure deficiencies identified by the DRRS that fall within the scope of
their responsibilities are addressed in program/budget planning and other DoD management
systems.

5.3.  The Chairman of the Joint Chiefs of Staff shall:

5.3.1. Conduct the Joint Quarterly Readiness Review (JQRR) in accordance with
reference (b). The JQRR shall:

5.3.1.1. Conduct timely, scenario-based readiness assessments that identify
capability shortfalls and risks associated with missions in support of Defense and Contingency
Planning Guidance.,

5.3.1.2. Be co-chaired by the Vice Chairman of the Joint Chiefs of Staff
and the Under Secretary of Defense for Personnel & Readiness.

5.3.1.3. Include Combatant Commanders and representatives from the
USDs, the Military Services, and other DoD components.

53.1.4 Be held quarterly or as needed to provide relevant and timely
readiness information.

DRAFT
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5.3.2. Submit the results of the Joint Quarterly Readiness Review, including any
identified deficiencies, to the Senior Readiness Oversight Council in accordance with reference

(b).

5.3.3. Review monthly the reported readiness since the previous Joint Quarterly
Readiness Review. The Chairman shall nominate appropriate measures to reduce risk associated
with any readiness changes that affect the ability to carry out the defense and contingency
planning guidance.

5.3.4. Ensure that Service and Defense Agency Mission Essential Task (METSs)
tie to the Joint Mission Essential Tasks (JMETs) of the Combatant Commanders

5.3.5. Fully integrate ESORTS information into deliberate and crisis action
planning systems and processes. The Chairman shall develop and maintain a registry of
apportioned forces to report in ESORTS.

5.3.6. Maintain the Global Status of Resources and Training System until the
Enhanced SORTS becomes operational.

54. The Secretary of each Military Department shall:

5.4.1. Develop Service Mission Essential Tasks in support of their responsibilities
to Combatant Commanders and U.S. Code Title 10 functions as described in reference (a) and
report readiness to execute these tasks in the context of the JQRR scenario assessments.

54.2. Include as measured units within ESORTS operational and support
organizations within the scope of their responsibilities needed to execute mission essential tasks
in support of Combatant Commanders and Service assigned missions.

5.4.3. Develop resource and training standards for all organizations designated for
inclusion in ESORTS according to prescribed guidelines in reference (b).

5.4.4. Identify critical readiness deficiencies and develop strategies for redressing
these deficiencies. ‘

5.4.5. Issue supplementary instructions, as required. Supplementary instructions
must comply with Public Law, policy contained in this Directive, and procedures contained in
reference (b),

5.5. The Commander of each of the Combatant Commands shall:

5.5.1. Develop Mission Essential Tasks in support of assigned missions and
report readiness to execute these tasks in the context of the JQRR scenario assessments. These
Mission Essential Tasks will be based on tasks derived from the Universal Joint Task List
(UJTL) or from the Service task lists.

DRAFT
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5.5.1.1. Base their Mission Essential Task on capabilities required to
perform missions assigned by the Secretary of Defense and missions derived from their
responsibilities to support other DoD Components.

5.5.1.2. Include as measured units within ESORTS joint operational and
support organizations under their command that are needed to execute mission essential tasks.

5.6. The Directors of each Defense Agency shall:

5.6.1. Develop Mission Essential Tasks in support of assigned missions and
report readiness to execute these tasks in the context of the JQRR scenario assessments. These
Mission Essential Tasks will be based on tasks dertved from the Universal Joint Task List
(UJTL), from the Service task lists, or from unique Agency tasks as appropriate.

5.6.2. Include as measured units within ESORTS those operational and support
organizations within their organizations that are needed to execute mission essential tasks.

5.6.3. Propose and monitor ESORTS metrics 1o measure the Agency’s readiness
1o execute its essential tasks in support of assigned missions.

6. EFFECTIVE DATE

This Directive is effective immediately.

Signed
Deputy Secretary of Defense

Enclosures

El. Definitions
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El. ENCLOSURE 1

DEFINITIONS

El.1. Department of Defense Readiness Reporting System (DRRS). The Department of Defense

Readiness Reporting System (RRS) is the means to monitor the readiness of the DoD and
its Components to provide capabilities to the CINCs as specified in the defense and
contingency planning guidance.

El.2. Enhanced Status of Resources and Training System (ESORTS). Automated, near real time

readiness reporting system that provides resource standards and current readiness status
for operational forces and defense support organizations in terms of their ability to
perform their Mission Essential Tasks. Establishes a relationship between resource and
training inputs and readiness to perform a specific MET based on standards established
by the parent DoD Component.

El.3. Joint Quarterly Readiness Review (JORR). Conducts timely, scenario-based readiness
assessments that identify capabilities and risks associated with missions in support of the
DPG, and CPG.

El.4. Measured Unit. Any entity that is registered and measured in ESORTS. A measured unit
may be a ship or squadron, a headquarters, a large organization, or an instaliation. It may
be military or civilian.

E1.5. Mission. The task, together with the purpose, that clearly indicates the action to be taken
and the reason therefore.

E1.6. Mission Essential Task. Tasks based on mission analysis and approved by the commander
that are absolutely necessary, indispensable, or critical to the success of a mission.

E1.7. Readiness - DoD). A measure of DoD’s ability to provide the capabilities needed to
execute the missions specified in the defense and contingency planning guidance.

E1.8. Senior Readiness Oversight Council (SROC). The SROC is an executive committee of the
Office of the Secretary of Defense, and is made up of the Deputy Secretary of Defense, the
Chairman of the JCS, the Chiefs of the Services, the Undersecretaries of Defense and of the
Military Departments, and other senior OSD officials with an interest in readiness. The
SROC meets periodically to review significant readiness topicsfissues. Details are
contained in reference {c).

E1.9. Universal Joint Task List (UJTL). A menu of capabilities (mission-derived tasks with
associated conditions and standards} that may be selected by a joint force commander to
accomplish an assigned mission. Once identified as essential to mission accomplishment,
the tasks are reflected within the command as part of the joint mission essential task list
(JMETL).

DRAFT
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April 10, 2002 11:00 a.m.
POINT PAPER

SUBJECT: Defense Readiness Reporting System (DRRS)

This paper provides additional information on a Defense Readiness Reporting System
which includes or expands on the information and 1ntent of the draft DoD Directive.

Purpose

¢ Establish a capabilities-based, adaptive, near real-time readiness reporting system
for the Department of Defense.

¢ System will elucidate readiness of military forces and the supporting
infrastructure to meet missions and goals assigned by the Secretary of Defense.

Key Features

e Applies across the DoD enterprise.

o Capabilities based, in terms of mission essential tasks and core competencies.

¢ Provides for web-based, near-real-time readiness reports and reduced staff work.

¢ Formalizes scenario-based readiness assessments and tools in support of Defense
Planning Guidance / Contingency Planning Guidance.

¢ Provides for direct involvement fo Combatant Commanders.
Leverages legacy systems with commercial technology.
Uses existing DoD transactional databases.

Policy

e DRRS is the primary means by which Defense components -- Combatant
Commands, Services, Agencies and their subordinate elements and units -- report
their readiness,

s System will comprehensively measure readiness of the Department’s components
to execute the full range of missions assigned by the Secretary of Defense.

¢ There are three major elements to DRRS:

o Senior Readiness Oversight Council (SROC) advises the Secretary of
Defense on matters pertaining to DoD readiness.

o Joint Quarterly Readiness Review (JQRR) conducts timely, scenario-
based readiness assessments on a quarterly basis to identify capability
shortfalls and risks associated with assigned missions in support of
Detense Policy Guidance / Contingency Planning Guidance.

o Enhanced Status of Resources and Training System (ESORTS) captures
resource standards and current status for operational forces and support
organizations measured with respect to assigned mission essential tasks.

11-L-0559/05D/8299



Responsibilities

Critical responsibilities to support the development of the system include:
o Secretaries of the Military Departments

« Develop Service Mission Essential Tasks in support of their
responsibilities to Combatant Commanders and U.S. Code Title 10
functions and report readiness to execute these tasks in the context
of the JQRR scenario assessments.

Chairman of the Joint Chiefs of Staff

®  Conduct the Joint Quarterly Readiness Review (JQRR).

®  Submit the results of the Joint Quarterly Readiness Review,
including any identified deficiencies, to the Senior Readiness
Oversight Council.

Commanders of the Combatant Commands

= Develop Mission Essential Tasks in support of assigned missions
and report readiness to execute these tasks in the context of the
JQRR scenario assessments.

* Include as measured units within ESORTS joint operational and
support organizations under their command that are needed to
execute mission essential tasks.

Directors of the Defense Agencies

» Develop Mission Essential Tasks in support of assigned missions
and report readiness to execute these tasks in the context of the
JORR scenario assessments.

= Include as measured units within ESORTS those operational and
suppott organizations within their organizations that are needed to
execute mission essential tasks.

Under Secretaries of Defense for Personnel and Readiness

» Exercise oversight of the DRRS.

= Develop, field, and maintain, Enhanced Status of Resources and
Training System (ESORTS) for all DoD Components.

Under Secretaries of Defense and the ASD(C3I)

» Review and provide oversight of those aspects of the Component
mission readiness reports that fall within the scope of their
responsibilities.

Implementation

-

The goal is to achieve initial operational capability in FY 2004 with full
implementation of the improved system in FY 2007.
This system will be a distributed system using the SIPRNET.

The system will provide for stand-alone capability for each Component Command

in the event of loss of connectivity.

Maximum use will be made of existing databases maintained by the Services and

Defense Agencies.
Maximum use will be made of commercially available software.
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o7

What is the story on the $62 million of credit card waste and officers using the

cards to make personal rather than official purchases?

Thanks.

DHR:dh
031502-8

Jim Haynes

March 15,2002 8:33 AM

Donald Rumsfeld’\)j\

«‘;;A// SUBJECT: Credit Card Abuse
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THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE PENTAGON
WASHINGTON, DC 20301-3010

AcaUIBTION. INFO MEMO
TECHMOLOGY
AND LOGISTICS
April 22, 2002, 10:00 AM
FOR: SECRETARY OF DEFENSE DepSec Action
FROM: E. C. Aldridge. Jr., UNDER SEC Y OF DEFENSE (AT&L)
22 ar 202

SUBJECT: Asymmelrical Threats

o Inan April |, 2002 memo you wrote, 1 hope you have some folks working on
how to dcal with suicide bombers and asymmetrical threats of that type” (TAB B).

¢ The point paper at TAB A provides information regarding your concerms.
RECOMMENDATION: For information. No action required.
The sttt a1 205 Y,
uzdﬁa,MﬂL“' f‘ 275
/A

Attachments:
As stated

(b6} A8s7- 200 IR

Prepared By: Michae! Toscano,

.
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Information Paper
on the
Mitigation of Asymmetrical Threats

BACKGROUND: The SECDEF, in an April 1, 2002 memo to the USD{AT&L.), wrote
“I hope you have some folks working on how 1o deal with suicide bombers and
asymmetrical threats of that type.”

Numerous technologies have been developed for the protection of entry points and
buildings from terrorist bornbs. Individuals and vehicles passing through portals
as they enter installations and buildings can be searched for explosives:

o Trace explosive detection

o Advanced X-Ray systems

The evaluation and performance testing of several commercial products are
underway:

o Three types of commercial Large Vehicle Inspection Systems

o Two types of Personnel Screening Portal Systems

USD(AT&L), under the auspices of the DoD Physical Equipment Action Group
(PSEAQG), has evaluated several commercial hand-held explosive detection
devices and 1s funding an R&D project (o detect explosives from a distance.

ASD SO/LIC, under the auspices of the Combating Terrorism Technical Support
(CTTS) Program and the Technical Support Working Group (TSWG) 1s
examining the potential of millimeter wave technology 1o detect concealed
weaporns at a distance.

As a result of the escalation of the violence in the Middle East and the threat to
troops outside their installation, the CTTS program has undertaken additional
initiatives to combat this threat:

o Evaluating trace explosive detectors 1o determine their environmental
limitations (adversely impacted by the desert environment within the
CENTCOM AOR)

o Evaluating personnel screening system using x-rays

o Evaluating the start of a cooperative research effort with Israel in suicide
bomber detection and defeat under SOLIC’s cooperative R&D agreement
with Israel’s Ministry of Defense.

o The Combating Terrorism Technology Support Office will be participating
in a Suicide Bomber Detection Workshop in May 2002 in Israel.
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April1,2002 5:21 PM

o}
4 bt ”f' ~p)
TO: Pete Aldridge 2
CC: Paul Wolfowitz
Gen. Myers
Gen. Pace

FROM:  Donald Rumsteld )\
SUBJECT: Asymmetrical Thseats

I hope you have some folks working on how to deal with suicide bombers and

asymmetrical threats of that type.
Thanks.

DHR:dh

HM0102-44

Please respond by __ ©Y / 14/ 0t

TOTAL F.81
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April 23,2002 7:58 AM

TO: Under Secretaries
Service Secretaries
Chairman, JCS
Vice Chairman, JCS
Service Chiefs
PDUSD(P)

FROM:  Donald Rumsfeld YfU
SUBJECT: PPB System

Attached is a chart that was used in a briefing recently to explain the Defense PPB

system.

When I saw it, I asked if it was a joke. It turns out it is apparently not meant to be

a joke.

It struck me that those of us in the Senior Review Group ought to think about

whether maybe it is a joke, even though it is not intended to be one.
Regards,

Attach.
2/02 Defense PPB System slide

DHR:dh
042302-1
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Please respond by
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DEFENSE PPB SYSTEM
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March 19,2002 7:47 AM

TO: Pete Aldridge
CC: Larry Di Rita
FROM:  Donald Rumsfeld \

SUBJECT: JSF

I think it would be helpful if I had a note for the President telling him what the JSF
is, what we are doing by way of getting other countries involved, and then what

countries have agreed to do what and what countries are still pending.

That way, if he is talking to someone who has agreed to participate, he can say
something nice about it. If he is inclined, he can say something to those that are

still considering it.

Thanks.

Attach.
03/15/02 USD{(AT&L) memo to SecDef re: JSF International Participation

DHR:dh
031902-8

Please respond by o4 Jos / 02
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SECDEF HAS SEEN
MAR 19 200 G

v/
March 15, 2002 / 7

‘Q\@ To:  Secretary of Defense %

Deputy Secretary of Defense
Doug Feith

From: Pete W

Subject: JSF International Participation

We are continuing to make progress on bringing on non-US partners for the JSF
development. Here is where we stand now:

UK-—on-board for $2 billion

Canada—on-board for $150 million

Netherlands—recommendation to their Parliament for a $800 million
investment, with decision in early April 2002. However, we are getting

word of some political pressure not to approve the partnership. Amb.
Sobel says this is still a 50-50 call.

Italy—recommendation to their Parliament for a $1 billion investment,
with a final decision by late April 2002.

Turkey—will announce on Monday, March 18, their decision to join at
$175 million

Denmark—press announcement on March 13 of their intention to join at
$125 million.

Norway—expected to join at $125 million. Expect visit by Norway MOD
next month '

Australia—still discussing, but Jooking at $150 million contribution

Singapore—no industrial participation, but some type of information
sharing.

Israel, Greece and Poland—based on informal discussions, possible FMS

participation.

Action: None, Information Only

11-L-0559/0SD/8308
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April 22,2002 4:15PM

TO: Honorable George Tenet

FROM: Donald Rumsfeld ﬂ{ .
SUBJECT: International Criminal Court

>
If I were you, I would get heavily engaged on the international criminal court. —_—
The I.C. has every bit as much interest as does DoD-—or more. (ﬂ

It is going to take some more push. Please help.

Thanks.

DHR:dh
042202-38
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THE ASSISTANT SECRETARY OF DEFENSER 7 21 i 3 24

WASHINGTON, D. C. 20301-1200

INFO MEMO

HEALTH AFFAIRS

April 17, 2002, 5:00 p.m.

FOR: SECRETARY OF DEFENSE

THROUGH: UNDER SECR-ETARY .OF DEFENSE (P & %‘—c‘z‘ Sl (_’,’% o Fepr oD
L\{an WUWW W . -
FROM: ASSISTANT SECRETARY OF DFEE (HEAL'TH AFFAIRS)

SUBJECT: Congressman Ortiz — VA and Naval Hospital Corpus Christi
This memorandum provides a follow up per your note at Tab A.

o Navy Medicine continues to work proactively with the VA to seek solutions to VA patient
health care access problems.

¢ On 15 March, VADM Cowan, Surgeon General, U.S. Navy, met with VA Corpus Christi
Primary Service Area Director and staff from Congressman Ortiz’s office to facilitate
collaboration.
« Discussion focused on developing short-term deliverables. VA was requested to develop a
patient needs assessment for short term options for collaboration.

o Current Options:
o Short term: Navy can provide outpatient spaces within its facility for VA specialty
providers to see VA patients with VA supporting resources.
o Mid-term:
o Establish interoperability of DoD and VA IT systems to facilitate patient scheduling
o Examine resource sharing options under the current TRICARE contract allowing VA
patients to be seen by TRICARE providers and/or contract specialty providers
e Purchase additional diagnostic, radiology or specialty laboratory capital equipment for
VA and DoD patients if justified by the combined patient population.

¢ Longterm: Consider joint Federal facility for both DoD and VA patients including a wide
range of specialty outpatient and inpatient services

e Next Steps

e ASD (HA) will work with the Undersecretary for Health (VA) to establish a timetable for
implementation of options

I v
11-L-0559/0SD/8310 07284 /02



AT SEﬁ]BW%Re

v

-

March 25,2002 1:54 PM

TO: Larry Di Rita
CC: Powell Moore
FROM: Donald Rumsfeld T}\

SUBJECT: Hospital Issue (Ortiz)

Are we following up on the Ortiz hospital issue?

Thanks.

DHR ¢h

03250243
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March 25,2002 1:54 PM

TO: Larry Di Rita

CC: Powell Moore

FROM:  Donald Rumsfeld ' A

SUBJECT: Hospital 1ssue (Ortiz)

Are we following up on the Ortiz hospital issue?

Thanks.

DHR.:dh
032502-43

Please respond by
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UNDER SECRETARY OF DEFENSE . . . -
4000 DEFENSE PENTAGON

WASHINGTON, D.C. 203014?9, SEEE

ACTION MEMO

Y

i IR RTH

PERSONNEL AND

READINESS Apl‘i] 19, 2002; 10:00 AM

FOR: SECRETARY OF DEFENSE DepSec Action

~ . .7 )
FROM: David S. C. Chu, USD (P&R) 7 1ot LA 3P0, o2 ~J

SUBJECT: Military Promotions — Air Force Predator Pilots —

 InaMarch 23" Memo, you asked about the promotion of Air Force officers flying
Predators (TAB A).

¢ Promotion eligibles from the Predator community are so small that rate differences
are statistically insignificant. Moreover, some officers selected to fly Predator have
troubled performance prior to assignment; there is evidence that some are one-time
non-selects for promotion before they reach Predator.

Promotion Rates Between 1996-2001

Primary Zone to M ajor Primary Zone to Lievtenant Colonel
Promotion Promotion
ELIGIBLES | SELECTS R ate ELIGIBLES | SELECTS R ate

UAY a1 Board 18 12 67 % 3 1 67%
Pilots Past UAY 9 8 39% [ 3 506%
O ther Pilots 5180 4282 33% 3177 2310 11%
UAY at Board 3 3 100 % 0 NiA N /A

Navigators [PastUAV 0 N/A N/A ] 2 10D%
Other Navigators 1798 1506 84% 2025 1187 59%
OVERALL BOARD 16116 13410 33% 13033 8372 64%

s The Air Force is considering ways to allow a pilot to get cockpit time during a
Predator tour. It is also studying how to credit Predator years toward flight pay.

e To change the culture, I recommend we begin by ensuring the commander is a .
“comer,” and that he/she be given some latitude to request the best people in a by- -
name basis. (We should add incentives to make this attractive.) \3\

¢ In addition, it will be critical to monitor {informally) the subsequent careers of those ";fj

assigned to the unit. That could begin with those currently assigned. While this
should be the Air Force’s responsibility, it would be constructive if you (or I)
reviewed the results on an annual basis. f\)

e If you wish to raise a different cultural issue, you could also ask why the Air Force
uses commissioned officers for this role, but the other Services use enlisted personnel

or warrant officers.... SPL ASSISTANT Di RITA
SR MA GIAMBASTIANI

M BUCCI S sl
7
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P 10:27 AM
e
TO: David Chu
o FROM: Donald Rumsfeld %
N
fy DATE: March 23, 2002
s SUBJECT: Military Promotions

We need to talk about the problem of certain service people not getting promoted
if they are involved in the Air Force and they are flying predators. Iam told that a
lot of the people ask to be transferred because they know that those are not

promotion billets.
What do we do to change the culture?

Thank you.

DHR/azn
032302.01

Please respond by: 6\{ o )Ool

<

CHU RESRNSES prrank
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TO: David Chu

FROM: Donald Rumsfeld 17}(\

DATE: March 23, 2002

SUBIJECT: Military Promotions

We need to talk about the problem of certain service people not gefting promoted

if they are involved in the Air Force and they are flying predators. 1 am told thata

10:27 AM

1172

lot of the people ask to be transferred because they know that those are not

promotion billets.

What do we do to change the culture?

Thank you.

DHR/azn
032302.0!

Please respond by:

AR
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
1600 DEFENSE FENTAGON
WASHINGTON, D. C. 20301-1600

INFO MEMO

GENENAL COUMNSEL

FOR:

April 19, 2002, 9:00 A.M.

SECRETARY OF DEFENSE

FROM:  William J. Haymes II, General Counsel Mﬁ/’b

SUBJECT: 2002 Amendments to the Manual for Courts-Martial, United States

You have asked for information regarding the recently announced amendments to
the Manua! for Courts-Martial (MCM), signed April 11™, They will take effect
May 15%. The President promulgated these amendments in an Executive order.

By E.O., the MCM implements the Uniform Code of Military Justice (UCMJ).
The Secretary of Defense participates in this Presidential rule-making
responsibilily by conducting an annual review of the MCM to ensure the MCM
stays current wilh developments in the law established by statute or case law
decisions. The review also affords DoD) an opportunity to make improvements in
the military justice system’s utility and efficiency.

The Joint Service Committee on Military Justice, comprised of representatives of
the Military Services, my office, and the U.S, Court of Appeals for the Armed
Forces, performs this annual review (and other duties as assigned) under my
direction under DOD Directive 5500.17.

This E.O. is the result of the 2001 consolidation of four previous packages
proposing changes to the MCM: the DoD annual reviews for 1998, 1999, 2000,
and a separate package implementing 1999 legislation that increased the
jurisdiction of special courts-martial to Tmpose TEfMIS of confinemient from six
months to one year. OMB had not forwarded any of these packages to President
Clinton.

Attached is a summary of the major E.Q. provisions and focus of the April 14
Washington Post article,

COORDINATION: NONE

Prepared By: Robert E. Reed, ODGC(P&HP),

—

b)(6)

Attachment
As stated

<o
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2002 Amendments to the Manual for Courts-Martial, United States

By Executive order, dated April 11, 2002, the President promulgated amendments
to the Manual for Courts-Martial, United States (MCM). The MCM implements
the Uniform Code of Military Justice (UCMJ). This E.O. consolidates four
previous DoD packages proposing changes to the MCM: the DoD annual reviews
for 1998, 1999, 2000, and a separate package implementing 1999 legislation that
increased the jurisdiction of special courts-martial to impose terms of confinement
from six months to one year.

On April 14, the Washington Post focused an article on the E.O. provisions that
authorize sentences to confinement for life without the possibility of parole;
guidance regarding the offense of adultery under Article 134, UCMJ; and a
military judge’s authority to issue protective orders, i.c., “gag orders,” to trial
participants and witnesses to preclude them from making public comments that
might be prejudicial to a fair trial.

. The “life without parole” provisions were MCM conforming changes to the
1998 enactment of Article S6a, UCMJ, establishing that for all offenses for
which life imprisonment was authorized, such imprisonment may be
adjudged without the possibility of parole.

. In 1997, Secretary Cohen directed a review of the adequacy of existing
MCM guidance regarding the offense of adultery. The review followed
publicity about Lt Flinn’s court-martial and a matter involving General
Ralston, then Vice Chairman of the Joint Chiefs of Staff. During the
review, commanders requested guidance on when such conduct was
“prejudicial to good order and discipline or service discrediting” — an
essential element of proof for all Article 134, UCMJ, offenses. The
guidance provides factors to consider from Courts of Criminal Appeals and
U.S. Court of Appeals for the Armed Forces decisions.

. The provisions authorizing military judges to issue “gag orders” follows
military appellate court decisions and makes specific provision within the
MCM for such orders.

The most significant change to the military justice system — the increase in special
court-martial jurisdiction to allow for confinement to be adjudge for up to one year
— was not mentioned in the Washington Post article. The E.Q. also establishes an
offense for credit/debit card offenses, defines a “civilian conviction” for use in
courts-martial sentencing deliberations, increases to $500 the dollar threshold for
certain offenses for which increased punishments are authorized, and makes other
technical, administrative changes.

11-L-0559/0SD/8317
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TO:

FROM:
DATE:

SUBIJECT:

7:51 AM
Jim Haynes

Donald Rumsfeld \)f \'
April 15, 2002

Washington Post Article

Please tell me what this article from the Sunday April 14, 2002 Washington Post is

about; “Military Courts Get New Powers from White House.”

Thanks.

DHR/azn

041302.05

Attach: Washingron Post “Military Courts Get New Powers” 4/14/02

_~— Please respond by: R

11-L-0559/0SD/8318
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NATIONZ

Military Courts Get New Powers

Life Sentences, Adultery Prosecutions Among Rules Bush Invoked

Associated Press

Military courts could sentence
some criminals to life without pa-
role and forbid witnesses to talk to
reporters under changes to the man-
va} for courts-martial issued by the
White House.

The changes also spell out for the
first time rules for prosecuting
members of the military for adul
tery. The rules say the adultery must
either damage military order and
discipline or hurt the military’s rep-
utation.

The new rules, issued Friday, take
effect May 15, As commander in
chief, President Bush has the power
to write regulations controlling mil-
itary couris.

Bush’s new rules allow military
courts to sentence defendants to life
in prison either with or without pa-
role for serious crimes such as mur-
der, rape and kidnapping. Previ-
ously, the courts could sentence
those criminals to a life sentence
with no determination of whether
parole would be allowed.

The new rules also allow military
judges to issue “gag orders” prohib-
jting witnesses or parties to a case
from discussing the case cutside the
courtroom. Civilian courts some-
times issue such orders to prevent
public stalements judges believe
could improperly infhtence jurors.

Eric Seitz, a California lawyer
who has been involved with more
than 1,000 court-martial cases, said

in 1997, 1L
Kelty Flinn
quit the Air
Force rather
than face
court-martial
for adultery.
FLE PAOI0/BY le
FOR THE WAKHNGTON POSY
the gag order could be unconstitu-
tional, depending on how broadly it

is applied.

“l suppose that in the military
people can be ordered not to com-
municate to people outside the com-
mand structure,” Sejtz said. “But
outside of that, there may be a prob-
tem.with a military judge ordering
civilians not to talk.”

Adultery by a member of the mil-
itary is a crime that can lead to a dis-
hongrable discharge and up to one
year in prison.

The new rules state that adultery
“is clearly unacceptable conduct”
but that to be a crime it “must either
be directly prejudicial to good order
and discipline or service discred-
iting” That means the adultery
must have a divisive effect on a mil-
itary unit or be so well known that it
dishenors the military.

In deciding whether 1o charge
someone with criminal adultery,
commanding officers should consid-
er circumstances including the rank

11-L-0559/0SD/8319

of the offenders, the misuse of gov-
ernment time or resources, whether
the adultery persisted despite or-
ders to halt it and its impact on the
military unit.

“The way in which adultery is
pursued as a crime has been vastly
unfair for years,” Seitz said. “High-
ranking officials have affairs in full
view of other officials and then the
military decides to make an example
of a private. If these rules create a
more fair situation, I am for it.”

Earlier rules had said that adul-
tery must damage ‘military disci-
pline or hurt the military’s rep
utation to be a crime, but they did
not spell out kow that was 1o be de-
termined.

The military had several public
cases of adultery during the late
1990s. In 1997, Lt. Kelly Flinn, the
Air Foree’s first female B-52 pilot,
resigned rather than face adultery
charges for an affair with the hus-
band of another Air Force member.

Flinn's case led to charges by crit-
ics that there was a double standard
that shielded male officers from
adultery charges.

Since then, at least four generals
and admirals have been punished
for adultery and related offenses.
They include retired Maj. Gen. Da-
vid Hale, the highest-ranking Army
officer to face a court-martial since
1952, and Sergeant Major of the Ar-
my Gene C. McKinney, then the Ar-
E}y’s highest-ranking enlisted sol-

er.
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
1600 DEFENSE PENTAGODN
WASHINGTON, D. C. 20301-1600

INFO MEMO

GENERAL COUNSEL April 29, 2002, 4:.00 P.M.

FOR.

SECRETARY OF DEFENSE

FROM:  William J. Haynes II, General Counsel ww7w

SUBJECT: 2002 Amendments to the M | “ourts-Martia ited States

You have asked for information regarding the recently announced amendments to
the ual for Courts-Martial (MCM), signed April 11*. They will take effect
May 15", The President promulgated these amendments in an Executive order.

By E.O., the MCM implements the Uniform Code of Military Justice (UCMJ).
The Secrctary of Defense participates in this Presidential rule-making
responsibility by conducting an annual review of the MCM to ensure the MCM
stays current with developments in the law established by statutc or case law
decisions, The review also affords DoD an opportunity to make improvements in
the military justice system’s utility and efficiency.

The Joint Service Committee on Military Justice (JSC), comprised of
representatives of the Military Services, my office, and the U.S. Court of Appeals
for the Armed Forces, performs this annual review (and other duties as assigned)
ynder my direction under DOD Directive 5500.17.

Complying with OQGC instructions, the JSC consolidated four previous packages
being held at OMB that proposed changes to the MCM: the DoD annual reviews
for 1998, 1999, 2000, and a separate package implementing 1999 legislation that
increased the jurisdiction of special courts-martial to impose terms of confinement
from six months to one year. Pursuant to White House Chief of Staff guidance, &s
a Bush Administration PAS officer [ approved this 2001 consolidation package.

Attached is a summary of the major E.O. provisions and focus of the April 14
Washington Post article.

COORDINATION: NONE

Prepared By: Robert E. Reed, ODGC(P&HP)

—

b)(B)

Attachment
As stated

<
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ShBvilRe
I 7:51 AM
TO: Jim Haynes

FROM:  Donald Rumsfeld Qi’L
DATE:  April 15, 2002
SUBJECT: Washington Post Article

Please tell me what this aticle from the Sunday Apnil 14, 2002 Washington Post is
about; “Military Courts Get New Powers from White House.”

Thanks.

DHR/azn
04130205

Attach: Washington Post “Military Courts Get New Powers™ 4/14/02

_—— Please respond by: e e
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A6 Sunvar, APmiL 14, 2002

Military Courts Get New Powers

Life Sentences, Adultery Prosecutions Among Rules Bush Invoked

Associnted Press

Military coutts could sentence
some criminals to life without pa-
role and forbid witnesses to talk to
reporters under changes to the man-
ual for courts-martial issued by the
White House.

The changes also spell out for the
firsi time rules for prosecuting
members of the military for adul-
tery. The rules say the adultery must
either damage military order and
discipline or hurt the military’s rep-
utation.

The new rules, issued Priday, fake
effect May 15. As commander in
chief, President Bush has the power
to write regulations controlling mil-
itary courts.

Bush's new rules allow military
courts to sentence defendanis to life
in prison either with or without pa-
role for seriots erimes such as mur-
der, rape and kidnapping. Previ-
ously, the courts could sentence
those crimipals to a life sentence
with no determination of whether
parole would be aflowed.

The new rules also allow military
judges to issue “gag orders” prohib-
iting witnesses or parties to a case
from discussing the ease outside the
courtroom, Civilian courts some-
times issue such orders to prevent
public statements judges believe
could irgproperly influence jurors.

Eric Seitz, a California lawyer
who has been involved with more
than 1,000 cowrt-martial cases, said

in 1997, Lt.
Kefty Flinn
quit the Air
Force rather
than face
court-martis
for adultery.
FRE FHOTG/BY PATRICK HAGERTY
FOR THE WASHENGTON £OST
the gag order could be unconstitu-
tional, depending on how broadly it
is applied.

“I suppose that in the military
people can be ordered not to com-
municate to people outside the com-
mand structure,” Seitz said. “But
outside of that, there may be a prob-
lem. with a military judge ordering
civilians not to talk.”

Adultery by a member of the mil-
itary is a crime that can lead to a dis-
honorable discharge and up to one
year in prison.

‘The new rules state that adultery
“is clearly unacceptable conduct”
but that to be a crime it “must either
be directly prejudicial to good order
and discipline or service discred-
iting.” That means the adultery
must have a divisive effect on a mil-
itary unit or be so well known that it
dishonors the military.

In deciding whether to charge
someone with criminal adultery,
commanding officers should consid-
er circumstances including the rank

11-L-0559/0SD/8323

of the offenders, the misuse of gov-l
errment time or resources, whether
the adultery persisted despite or-
ders to halt it and its impact on the
military unit.

“The way in which adultery is
pursued as a crime has been vastly
unair for years,” Seitz said. “High-
ranking officials have affairs in full
view of other officials and then the
military decides to make an example }
of a private. If these rules create a
more fair situation, [ am for it.”

Eatlier rules had said that adul-
tery must damage military disc
pline or hurt the military’s rep
utation to be a crime, but they did
not spell out how that was to be de-
termined.

The military had several public
cases of adultery during the late
1990s. In 1997, Lt. Kelly Flinn, the
Air Force's first female B-52 pilot,
resigned rather than face adultery
charges for an affair with the hus-
hand of another Air Force member.

Flinn's case led to charges by crit-
ics that there was a double standard
that shiclded male officers from
aduitery charges.

Since then, at least four generals
and admirals have been punished
for adultery and related offenses.
They include retired Maj. Gen. Da-
vid Hale, the highest-ranking Army
cfficer to face a court-martial since
1952, and Sergeant Major of the Ar-
my Gene C. McKinney, then the Ar-
gli{rs highest-ranking enlisted sol-




UNDER SECRETARY OF DEFENSE = -
ADOO DEFENSE PENTAGUN
WASHINGTON, D.C. 20301-4000 Lo
NG LI

™ .
Lt #e i

TN o INFO MEMO
April 22, 2002
FOR: SECRETARY OF DEFENSE

FROM: David 5. C. Chu, USDYP ﬂ(&)r{f,é?/ ot e

SUBJECT: National Guard and USA Teday Articles

+ This responds to SecDef question on situation in the National Guard, in view of
subject articles on alleged Guard force mismanagement and personal misconduct.

¢ March 12, USD(P&R) letters to Chairman and Ranking Minority, HASC -
Subcommittee on Military Personnel, responded to their joint request concerning
strength accounting, personal misconduct of general officers and whistleblower

« protections in the Guard.

» Basedon DoD response, GAO review of military personnel strengths in the Army
Guard and a number of briefings and discussions, Military Personnel Subcommittee
Staff issued its report of preliminary findings on April 16. Findings included:

s Strength accounting in Army National Guard has improved significantly over the last
several years, No evidence of widespread inflation of unit strengths by commandes.
Need to continue oversight of sirength accounting reforms now being implemented.

» Constitution and law entrusts control and oversight of Guard in state status to
govermors, Howevet, inspectors general of DoD, Army, and Air Force are able to
investigate allegations of misconduct by senior Guard officers in either state or federal
status. Federal recognition assesses the federal qualifications of Guard general
officers, including adjutants general. (This Administration has imposed a high
standard for officers recommended for federal recognition.)

s 1G system provides means for Guard personnel to raise allegations of reprisal for
investigation. Statutory framework for protecting whistleblowers appears to be
working, although absent more data, the staff deferred a final conclusion as to
whether whistleblowers are adequately protected.

¢ The Military Personnel Subcommittee Staff report, the DoD response and the GAO
review have all been made available for viewing by the public on the HASC website,

COORDINATION: NONE

g uo7309 /02
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April 4,2002 10:23 AM

TO: Larry Di Rita

FROM: Donald Rumsfeld m

SUBJECT: National Guard

What is the situation on the National Guard? I keep reading these articles. This
may be a time to release all of that, let it out and make the changes we want to

make in the Guard.
Please see me about it.
" Thanks.

Attach.
04/04/02 Dave Moniz and Jim Drinkard, “4 More Guard Leaders Probed,” US4 Today

DHR:dh
040402-2

Please respond by oqlizlo
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Among those arrested was
Wahidullah  Zahabaun, the
former finance minster for the
Northern Alliance and a for-
mer member of Mr. Hekmat-
var's Isiamic Party, which was
known for its extreme religious
doctrines and its virulently
anti-Western views, A gov-
ernment official said that Mr.
Zahabaun had been refeased
but that bis whereabouts were
unknown.

A spokesman for the
American Embassy said to-
night that the staff did not
know about the arrests.

Mr, Karzai's government,
cobbled together during a
meeting in Germany while the
fighting was still raging in Af-
ghanistan, has been plagued by
infighting since it took office.

In February, Abdu! Rah-
man, the civil aviation minis-
ter, was kilied by a mob, and
three members of Mr. Karzai's
government, incluoding  the
deputy intelligence minister,
were arrested. Mr. Karzai
charged that Mr. Rahman had
been assassinated as part of a
conspiracy. The three men are
awaiting trial,

Last month, Zahir abruptly
postponed his scheduled return
to the country amid concems
about his security. A Western
diplomat said the former King
faced the threat of assassina-
tion,

His trip is meant to rally
support for the government.

The alleged conspiracy
comes two months before the
convening of the loya jirga, a
planned gathering of the na-
tion's political and religious
leaders to choose & new gov-
ernment,

The maneuvering for that
convention has already bepun,
with persistent reports that an
alliance of Islamic fundamen-
talists, including Mr. Hekmat-
yar and others, would try to
unseat Mr. Karzai and form a
more sirictly Islamist govern-
ment.

Mr. Karzai could not be
reached for comment today,
but a senior adviser suggested
that hie might have had little to
do with the arrests, and that the
arrests might have been carried
out without his approval.

Mr. Karzai’s critics see
him as a compromise choice,
and little more than a puppet of
the Tajiks who control the For-

eign Affairs, Interior and De-
fense Ministries.

"This is a deeply divided
government,” said the Karzai
adviser, who spoke on condi-
tion of anonymity. "l am not
sure that he signed off” on the
arrests.

The arrests follow the de-
cision by the Bush administra-
tion last month to oppose the
expansion of the 4,500-man in-
ternational security force now
patrolling the streets of Kabul.

Mr. Karzai had urged
Western governments to ex-
pand the force to other Afghan
cities, saying that without a na-
tional army, his government
was powerless to fight rem-
nants of the Taliban or quash
restless warlords.

The administration argued
that the nations now supplying
troops, like Britain and France,
had military commitments
elsewhere and were not willing
to contribute any more. The
Bush administration is cautious
about the force, for one reason
because it has said it does not
want to be put in the position
of having to evacuate it should
fighting make that necessary.

At a ceremony in Kabul
today, the Afghan government
marked the graduation of the
first 600 members of the na-
tional army, a force intended to
bring Afghanistan's many eth-
nic groups together under a
unified command.

"We will not allow groups
of armed men call themselves
armies,” Mr. Karzai said.

Also today, the new
American ambassador to Af-
ghanistan, Robert P. Finn, pre-
sented his credentials to Mr.
Karzai at Gulkhana Palace.
Mr. Finn is the first American
ambassador to serve here since
Adolph Dubs was kidnapped
and murdered by leftist ex-
tremists here in 1979.

While Kabul appears rela-
tively calm under the watchful
eyes of the international force,
the scene outside of capital is
markedly different. The most
serious threats have come in
the north, where the private
armies of Gen. Ostad Atta
Muhammad and Gen. Abdul
Rashid Dostum, the deputy de-
fense minister, have clashed
repeatedly in recent weeks.

Although he has pledged
his loyalty to the Karzai gov-
ernment, General Dosturm may

be preparing to challenge it. A
United Nations official and
members of the interim gov-
ermunent say General Dostum
is receiving guns and money
from Iran. Gen. Dostum re-
cently invited two former as-
sociates of Mr. Hekmatyar to
set up operations in the large
areas of northern Afghanistan
where the general exerts nomi-
nal control.

Mr. Hekmatyar rose to
prominence in the 1980% as a
leader in the American-backed
effort to oust the invading
forces of the Soviet Union.
Despite his extremist views, he
received  more  American
money than any other warlord.

After the Soviet Union
withdrew in 1989 and civil war
engulfed the country, Mr,
Hekmatyar's fortunes declined.
Despite  continued  backing
from Pakistan, his army stalled
outside Kabul, and his forces
began a series of rocket attacks
on the city that lasted through
the mid-1990's. As many as
50,000 civilians were estj
mated to have been killed.

Mr. Hekmatyar met

into exile, but many of his ifol-
lowers joined the Taliban.

USA Today
April 4, 2002
Pg. 1

5. 4 More Guard Leaders
Probed

Pentagon disclosures point
misconduct by brass in 13
stares

By Dave Moniz and Jim
Drinkard, USA Today

WASHINGTON —/f The
Pentagon has acknow|gdged
four more cases of miscfnduct
by top Wational Guardtgom-
manders, which brings §o at
least 13 the number of tates
where the highest-rarkin
Guard official violated mili
rules or state or federal laws
over the past decade.

The disclosures came in
response to a Freedom of In-
formation Act request by USA
TODAY. The military refused
to identify the generals in-
volved or their states and re-
fused to say whether any addi-
tional state commanders have
committed misconduct.
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All four were Army Guard
generals, known as adjutants
general, who ran the National
Guard in their states. The
Amy provided summaries of
the internal investigations, but
it says releasing identities
would violate privacy rights.
Its not known whether the
generals received punishinents.

The disclosures amplify
guestions about the quality and
character of some of the top
leaders of the 470,000-member
Guard, which is being counted
on to play a major role in
homeland defense and is in
line for a boost in federal fund-
ing.

The extent of misconduct
among top Guard generals is
unknown because the Pentagon
refuses to release complete re-
cords. The four new cases
came in response to a request
for records involving Oregon,
daho, West Virginia, Con-
necticut, New Jersey, South
Carolina and the District of
Columbia.

* Among the findings:

*A March 2001 Amy
probe determined that an adju-
tant general had a five-year
sexual relationship with an
enlisted woman in his state
while he was married, The
military  prohibits  adultery,
which for generals is typically

wareer-ending offense.
*An August 1996 Army

investigation determiped that
an adjutant general had "co-
erced, harassed and threat-
ened” officers who did not join
the National Guard Associa-
tion, a powerful lobbying
group.

*A March 1997 investiga-

tion found that an adjutant
general  improperly  used
money intended for soldiers to
purchase gifts for officers in
his command, Guard officers
in other states and active duty
itary officers. The report
also said the adjutant general
ignored purchasing rules to
furnish hjs office.
a series of articles in
December, USA TODAY out-
lined chronic  misconduct
among adjutants general across
the United States. Over the
past decade, these state-
appointed National Guard
commanders committed of-
fenses that include embezzle-
ment, perjury and misuse of
government property.
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UNDER SECRETARY OF DEFENSE
4000 DEFENSE PENTAGON
WASHINGTON. D.C. 203014000

PERSONNEL AND HAH ] 2 20{}2
READINESS
The Honorable John M. McHugh
Chairman, Subcommitiee on Military Personnel
Committee on Armed Services
U.S. House of Representatives
Washington, DC 20515-6035

Dear Mr. Chairman:

This is to follow up on my letter of January 15, 2002, that acknowledged your request of
December 18, 2001, for information regarding a series of articles that appeared in USA Today
alleging force mismanagement and personal misconduct in the National Guard. You specifically
requested the written reaction of the National Guard Bureau to the allegations in the articles,
assistance in understanding the legal boundaries regarding protecting whistleblowers in the
National Guard and summaries of National Guard investigations over the past five years.
Enclosed are responses from the National Guard Bureau, the Office of the Department of
Defense (DoD) General Counsel, and the Department of Defense and Military Department
Inspectors General on those issues.

You will note that the summaries provided by the DoD Inspector General do nat include
the results of the investigation being conducted by the Defense Criminal Investigative Service
into alleged “ghost soldiers in the Arizona Army National Guard” as you requested. That
investigation is still open, and therefore it would not be appropriate to release any information
concemning the investigation at this time. Once the investigation is complete, we will provide
you the findings.

In addressing allegations of force mismanagement, the National Guard Bureav notes that
a non-validation of pay report, tracking non-participation in the Guard, was developed almost ten
years ago by the Guard to provide leadership at all levels with a tool for gauging drill attendance,
managing the force, recording trends and providing oversight, which although not perfect serves
as an excellent management tool. The Bureau's response emphasizes that there is no real
incentive to hold a non-productive soldier in a unit because budget and force structure allocations
with the Guard are based on actual participation rates. The Burean disputes the assertion that
states are gaining some advantage by not discharging personnel. The enclosure from the Bureau
also comments on various types of allegations of personal misconduct by The Adjutants General,

In responding to your request for assistance in understanding the legal boundaries
between the National Guard and the Department of Defense, the Office of DoD General Counsel
states that officer and enlisted members of the National Guard when in either a duty or training
status under either title 10 or title 32, United States Code, receive the same military
whistleblower protections as regular officers and enlisted members on active duty. However,
federal military whistleblower protections do not apply to officer and enlisted members of the
National Guard when in state active duty status. Their protections, if any, derive from state law.

A
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The DoD Inspector General’s assessment of the effectiveness of IG investigations into
National Guard matters is consistent with the views of the Military Department Inspectors
General. That is, no unusual or significant impediments to investigative &fforts or the effective
processing of National Guard complaints have been encountered. Regarding the investigation
summaries, the DoD Inspector General cautions that these documents have not been reviewed for
public release and may be exempt from release under the Freedom of Information Act and
protected under the Privacy Act. All documents are being provided to you in your capacity as
the Subcommittec Chairman and should be considered “FOR OFFICIAL USE ONLY.”

You also asked for the Secretary’s assessment of the allegations and his intended course
of action in response to those allegations. First, the Department shares your concern over
allegations of force mismanagement and personal misconduct, and takes such allegations very
seriously.

With respect to force management, the Department was working closely with the U.S,
General Accounting Office (GAO), months before the series of US4 Today articles appeared, to
produce a systematic and accurate comparison of Army Guard strength and pay information for
review and 1o initiate any needed corrective measures. These efforts are continuing. Articles in
the USA Today on “ghosting” soldiers—delaying removal transactions to inflate State Guard or
unit strength—appear to be based principally on anecdotal information from interviews with
Guardsmen and former Guardsmen. The Department prefers to base its conclusions on actual
data. The most recent data indicates a 97 percent participation rate throughout the Army
National Guard with only a 3 percent non-participation rate. This is consistent with the latest
GAO information and with the Army National Guard Non-Participation Summary Report
included in the National Guard Bureau enclosure. The National Guard's current objective is a 98
percent participation rate.

We have examined the potential readiness impact of non-participating soldiers. Even if
up to 3 percent of Army National Guard soldiers were listed as non-participants, this would have
limited impact on readiness reports—for two reasons. First, because P-level (personnel)
threshold bands are separated by margins of about 10 percent, 3 percent (or less) over-reporting
of assigned strength has little impact. More significantly, unit commanders have regulatory
anthority to subjectively upgrade or downgrade, if in their opinion the change more accurately
portrays the actual readiness of the unit. This has far more impact on the overall readiness report
than a 3 percent shift in assigned strength.

As the National Guard Bureau response notes, there are both acceptable (e.g., medical
convalescence) and unacceptable (e.g., unexcused absences) reasons for non-participation. In
addition to the various reasons described in the Bureau response, we found some delays in the
process for establishing a pay record for new accessions and Guard members moving from active
duty back to a drilling status, along with processing delays for members being discharged or
transferred from the National Guard. To address these and any related strength accounting
problems, a standing DoD working group has developed an action plan that is now being
implemented. The plan will involve further evaluation and analysis of non-pay record files and
reconciliation of pay and personnel records by all Reserve components. The goal is t improve
the timeliness in processing personnel transactions and the accuracy of personnel and strength
accounting.




With respect to misconduct, the Department, including the Military Services takes all
allegations very seriously as documented in the compendium of the investigations conducted
over the past five years. The information contained in the U/SA Today articles conceming
specific misconduct cases, while for the most part factual, is dated. This Administration has
exercised positive control and oversight through a rigorous federal recognition process and by
establishing a very high standard for officers who have been recommended for promotion or
federal recognition. The intent is not to deter officers from taking a risk—the “zero defects”
mentality—butrather to establish the standard that conduct which does not uphold the highest
personal and professional standards of the armed services will not be condoned. In addition to
recommending the removal of officers with serious substantiated allegations from federal
recognition or promotion lists, this Administration routinely returns the nominations of officers
who have been involved in incidents with potentially serious moral and ethical implications to
the Secretaries of the Military Departments for more thorough review.

The cadre of our Army National Guard units are professional leaders and soldiers. Our
Nation relies increasingly upon our Army National Guard soldiers, as we have seen through their
deployment to missions in the Balkans and their roles in homeland defense. The future holds
much more for the Army National Guard, as we face future threats to our security. The soldiers
of the Army National Guard and their leaders eamn the trust, confidence and appreciation of the
American people each day—they need our continued support.

Sincerely,

David S. C. Cho

Enclosures:
As stated
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DEPARTMENTS OF THE ARMY AND THE AIR FORCE
MATIONAL GU/ARD BUREAU
14711 JEFFERSON DAVIS HIGHWAY
ARUNGTON, VA 22202-32)
25 Jan 2002

MEMORANDUM FOR THE PRINCIPAL DEPUTY, ASSISTANT SECRETARY OF
DEFENSE FOR RESERVE AFFAIRS

SUBECT: National Guard Bureau Reaction to Allegations Raised by the USA Today

Thank you for giving me the opportunity to respond 1o issues of force
mismanagement and misconduct by National Guard officers that appeared in the
December 18, 19 and 20 editions of the USA Today. Aftached is a detailed discussion
of those issues,

We are an institution with a proud history of culstanding service to this nation - a
level of sesvice achieved by leaming from our past and making improvements on a
continuous basis. This understanding and commitment to improvement has enabled us
to bulld an arganization based on integrity, excellence and service to the Citizens,
Govemors and the President. | am profoundly proud of the men and women that serve
in the National Guard and their record of excellence when it comes to public service and
mission atcomplishment. It concemns me deeply that these matters hava risen to this
lavel. 1believe this responae will prove the National Guard's commitment to the
obligations we undertake and demonstrate our efforts to be a good steward of the public
frust,

If you need o discuss this response, please have your staff n
Danohue, Chief, Office of Public Affairs and Community Support at [ to
make the nacessary arrangements. Again, thank you for the opportunity to respond.

RBSSELL C. DAVIS
Lisutenant General, USAF
Chief, National Guard Bureau

Attachment:
Detalled Response to Allegations




~ > Response to Alleqations of Force Mismanagement.
’ .Opening

s Our ability to maintain readiness and meet world-wide mission requirements is
directly related to having available, qualified soldiers participating in our program.
Strength and drill participation is, and always has been, an area of continued
emphasis and oversight. It is important to clarify the statutory and regutatory -
requirements for drill attendance, the reports and actions we have taken In this
critical area, and our ongoing inltiatives to address the areas in question. In spité
of the issues raised in the USA Today series concerning National Guard non-
validation reporting, the National Guard Bureau (NGB) has adequate oversight in
this area and is working hard to correct any deficlencies that remain.

Drill Attendence Requirement 1

» The commander of a unit has the responsibility to account for all assigned and |
attached personnslin the unit and to shsure accuunting for personnel and -
’ attendance per National Guard Regulation (AR) 680-1. The integrity of the data is
~ as good as the commander’s aftention fo maintaining sound personnel record
| keeping. The process is as follows: the commander codes soldiers on an
automated pay report, DA Form 1379, Unit Record of Reserve Training, which the
commander signs certifying the performance categories of soldiers within the unit. *
Title 32, United States Code 502 requires soldiers to attend 48 drill periods and 15
days of annual training yearly and Title 10 United States Code 12732 requires a ,
soldier to obtain at least 50 points within a year for the year to count for retirement. :
The 50 points are credited on the following basis: one point for each drill period or l
| - equivalent instruction (48 points per year), 15 points a year for being 8 member in ,
| the reserves, a minimum of 15 points for annual training attendance {depending on |
the duration of annual training), and one point per day of active service performed i
throughout the year.

|

| » The regulation provides commanders limited flexibility to excuse soldiers from |

| drills, allow for constructive attendance, and allow soldiers to perform the drills prior '

l to, or after the day of the unit's scheduled assembly. Commanders routinely
exercise this discretion because of issues unique to the National Guard and l

’ selective reserve - call up by the Governor for extended state active duty,
] schooling, work-related conflicts, etc.
|

o A number of the performance categories in the Army National Guard (ARNG) do
not allow payment to the soldier. Some of these are within the soldier's control

11-L-0559/0SD/8334



There are a number of acceptable reasons why a soldier may be excused from a
dritl. Relocation to another state (such as cross country employment transfers)
sickness, medical convalescence, family hardship, and unscheduled work conflict
are just a few. Most absences are short-term in nature, but some are not. Despite
the varied reasons, these soldiers are still under contract — and are subject to being
called to active duty whether or not they are attending drill at the time. This issue
goes to the heart of the readiness argument. We believe the impacts to National
Guard readiness by no-val reporting are overstated or misreprasented in the USA
Today series.

» The leadership selectively manages soldiers who refuse to attend drill, classified as
an unexcused absence, as they represent an investment of time and resources.
Commanders of soldiers camied in this category, must, by regulation, begin the
separation process after nine unexcused absences within a 12-month period. As a
part of the separation process, commanders at the unit level take a number of -
actions to bring scldiers back to a drilling status - certified letters, contact teams,
and use of iocal law enforcement when authorized. Commanders will often
exhaust all avenues in order to keep a soldier in the unit. This is because of the
training, investment of time and public resources, and the commitment these
Individuals made when they signed their contracts. When all avenues are
exhausted, a commander will then process the soldier for discharge. Given the
atteption required to bring a soldier back to drilling status and the lack of full time
support personnel fo develop and process the paperwork for discharge, this
process can be lengthy. Soldiers who are discharged for non-attendance are -
placed in the individual ready reserve, and remain subject to mobilization through
the United States Army Reserve.

s When soldiers have not been paid after three consecutive months, regardless of
the reason - acceptable or unacceptable, they will be reflected on the non-
validation of pay report or no-val report. It should be clarified that no-val means
“non-validation for pay” as opposed to 8 “no value” soldier, as characterized in the
USA Today series. '

Non-Validation (No-Val) of Pay Report

s Over the years, there have been a number of tools developed by Natiocnal Guard
Bureau (NGB) for commanders and leaders to use in their oversight responsibilities
for pay and drill attendance. The non-validation of pay report was developed
almost a decade ago to provide National Guard leadership at all levels a way to
gauge drill attendance and manage the force, record trends, and provide a degree
of oversight at the national level. The no-val report must be reviewed and utilized
in the framework for which it was developed. “No-val" is the term used for any
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There are times when critical review and common sense must be applisd to the

~ review process. For exafnple, soldlers activated.under the authority of the
Govarnor on prolonged:state aclive duty will not-be petfarming their required drill
assemblles, yetmay be. reflected on the non -valldation of pay report,

The: nan-valldaﬂan of pay reportils developed by taking the pay data from the
Defense Finance anid Accounting Systém (DFAS)/and comparing itto the monthly.
strength tape, which is a rall-up’ comprised of the soldlers.authorized to drill during
that time. - This Identifies soldiers who are required to drlil'but have not recaived.
pdy in-three mofiths.

The non-vaiidatien of pay report{enclosed as part-of this. attachment) was -
developéd: aé”*&mlu&ema?tool for the leadership; the target guals are self-imposed
and, in fact, wabellove Sther setvices are Tooking.at how:tfiey might track similar
data and trends by insf;tuting similar reports. An important:point to make; there Is-
no real ingentive to hold a non-producttva soldier in the unit. This: is\bamuse the

budget-andforce structure-distribution process we utflize:today takes: inte.account
actuat participation rates. The idea that states are sorefiow.gaining an-advaiitage
by not discharging personne! is complately fallacious,

11-L-0559/0SD/8336



Leadership Qualifications

Thezédjutants-‘séneml (TAGs) must-mest state and Federal requiremeants far
‘appblitment, '

State regulrements are normally @ function of state law and vary from-state o state.
Federatrequirements-are imposed through elther Army or Alr Foroe regulations,
The Faderal recognition process is the procedure to which each TAG nomination is
Iwbjm;lt:d prior to grantingfederal recognition st the grade far wnldlﬂle Individugl
5 qualified.

“‘Many states require the:Govemorto nominate-and the state legistattine to cnnflrm
theistate appoirttment aéthe: iAdjutant General,

Fedupl racognition-te grariled to an TAG dftar I:iainu nominated:by.a respective
Govetnor, recommandsd by a Federal Razgnmm Board, pproved'by the .
respactive Service Saarataty. and forwarded by the Secretary of Defénse to the
Presiient of the United Stétds for nomination td the U.S. Satiatis for-confirmation of
thelr appointment in the higher grade. Faderal racognition Is denled (ho prumuonJ
If any of these criteria are nat met.
Appropriate corrective aeﬁop'was takan in evary-case cited by the articles,

TAG Pay

Fedaral pay of an Adjutant Ganeral Is besed upon federal military pay rates atthe
federsilly recognized grade of the respactive officer.

TAGE are pald at their federally recognized grade/years of service.

TAGS recelve faderal pay. only for days on which federal dutles ara performad.

TAG state salaries are established in'state law-and vary by jurisdiction.

Federal pay records are public documents.
Nepolism/Cronylsm

« Training, selection.and promotion policles-and procadures are designed to offer
equal opporfunlty to all.

» ‘Procatiureserisure’eschsaldier/airman s treated with respect apd is-able to avail
himseltherself:of every spportunity to succaed and grow.

« Allegitions of nepotisim and cronyism are promptly Investigated.




.

Reprisals

» Natlonal Guardsmenr, ke other members of the Armed Forces, are protéctad
against reprisal under the DOD Directive 7050.6 {Military Whistieblower Protsction)
for preparing and or making a protecied communication.

Fiscal Management
National Guard funding is approximalely 95% federal and 5% state.

There are a series of fiscal eontrol, discipline and audit policlas and prooodures to
ensure responsible resource stewardship.

The Ammy National Guard budget execution by the respactive states this year was
within one percent of the Army’s prioritles.

Unites States Property and Fiscal Officers (USPFOs) are the responegible federal
agenls (serving in a Title 10 U.S.C. status) In each state swom to oversee federa!
funding and to ensure  is spent for the purpose for which It was provided to the
state,

The National Guard has a continual fiscal audit process to Include oversight by
appropriate DOD and setvica agencies.

The National Guard Bureav, the CONUSA Inspector General and/or tha gaining Alr
Force Major Command, ano the Army Audit Agency and/or the Alr Force Audit
Agency make periodic inspections of the USPFO offices.

inspectors General

TAGs, along with all other general officers, are subject 10 investigation by the DOD
and respective service Inspectors General, not the state National Guard Inepector
General.

TAGs subscribe to being held to the highest levels of accountabliity by both stata
and federal guvernment

Inspector General {IG) invesligations are conducted on TAGs; the results of the
investigations are provided 10 the respective Govemnors for appropriate action. If
substantiated, Army National Guard general officers are subject lo administrative
disciplinary action by the Vice Chief of Staft, U.S. Army. Alr National Guard TAGs
are subject to disciplinary action by their respective Govemors.

All states have an G; most are active duty Army officers. All are authorized an
active Army officer as an |G (either a Colonel or Lisutenant Colonel) depending on
the farce structure within the state.
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s State level IGs investigate matiers within the respectlive state Naticnal Guard as
directed by the state leadership (or NGB) in response to compiaints.

o General officer investigations, to includa TAGS, are conducted by the Depariments :
of the Amy, Alr Farce, or DaD respectively.

» The state G program Is overseen by the Department of the Army I1G and the
National Guard Bureau IG. To date, this is one of the most successful integration
efforts by the Army.

Polifcal Appoln!ments

» TAGs are appointed by the Govemars {except elacted by popular vote in South |
Carolina, elected by the legisiature in Vermont and appointed by the President in
the District of Columbia),

« Like the Chaimman of the Joint Chiefs, Service Chiefs and all other officers on
active duty as well as the Cabinet secrataries and deputies neminated and
sppointed by the commander-in-chief, the President; the Adjutant General is -
appolnted by the state commander-in-chief of the National Guard in a respective
jurisdiction, the highest elected official in the state—the Govemor.

v After appointment, by the Governor, and confirmation by the state legislatura as
appropriate, a TAG's nomination is forwarded to the DOD for review and approval
and then forwarded to the President of the Untbd States for U.S. Senate
confirmation.

» Like an aclive duty general officer, a Nationa! Guard officer must be qualified, have
the trust of the elected civilian leadership, be supporied through the nomination
process, and successiully gain confirmation.

+ Because of the Natianal Guard's unique state/taderal status an officer in the
National Guard Is subjected to the process at both the state and federal level.

o Typically, as a cabinet level appointee of the Govemor, the TAG is accountable at
both state and federal level,

» There are politics in state government just as there are in the federal government.

« TAGs are highly visible state officials and unlike active duty officers residing on and
working at active duty installations, are subjected to continuous public and political
scrutiny.

s TAGs work in the “court of public opinion” every day.




TAGs may exercise their personal:political preférences; make’ conhibl.t‘aors as
private: dtlzensrand vote'as their conscience dictﬂtes :

s TAGS are subjecuo the: fédenﬂ Juint ethics' regulatrcn,and mnespmdmg &tates
rulesgavﬁ inga Wide range of oonduct: Inc!udlag political agtivity,

Umt Vacancy Promﬁans

o The. unlt‘vamnCy promotion system.as: authorlzad by Col Yecoghizes:
delicate balgncethat mustbs malfitdined between the-civilian ;eb ‘commudity
obligations and National Guard duty.

» Unlike theactive force, the Naﬁaﬂal Guard ls a community-based organ!zaﬂm

« Members work at their civilian jobs in the communities whére thay régide.and
%pursue their braﬂonai Guard gty ir that commumty

. The unft vaqugyfpmgnohgqs ystem is de;
-andéafﬁeerm__, arsto. ﬁﬂﬁll""‘_,_

Natioris! Guard Bureay

active: duty and ‘are su b;lect 4] the UL‘*MJ

« Al &fat}ona! Guard ‘members on federal active duty at: the National Guard Bﬁtﬂan
are subjectiothe same rules, regulations and: prowéurés as apply to any other
servtce member on federal active duty.

g Raadlness

history: . |
. ,_:-Raadﬁi‘ness isji"‘tanplned usiny 'ﬁ':e’tdénticai_ standards&fﬂbl%shed by the i

foices,

« Al Nationa! Guard: members asskgqed to the-Nationat Guard Bureau are onsred&ra!;'

» The National ¢ Guard has. demnsﬁahednt's more raady !han at any othar hme ia its

e Nationa! Guﬁﬁmemanm} and urms must meet the same,standards\as the active o
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The National Guard is deployed worldwide. L ast year the Guard deployed
than 60 countries in support of the respective gecgraphical and unmed
Commanders-in-Chief's (CINCs) American interests.

Every day of the year, the National Guard averages approximately more than 3,
members deployed to the warfighting CINCs, 3,000 people supporting law
enforcement in the war on drugs, more than 1,200 a day conducting youth
programs, 715 members a day in support of our state mission and more than
81,000 a day preparing the Naticnal Guard for its full range of federal missions.

Since September the 11th, the Nationat Guard has responded to every mission
tasked by both the President and the respective Govemors. Those missions to
date have included: Airport Security, Combat Air Patrol Missions over our nation,
protecting high-value assets from coast to coast, providing trained and ready forces
to Operation ENDURING FREEDOM, patrolling “no-fly zones” in northern Iraq,
keeping the peace in Bosnia, training the nation’s fighting forces in mountain
warfare, or responding to a natural disaster.

[ ——
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DEPARTMENT OF DEFENSE
OFFICE OF GENERAL COUNSEL
1600 DEFENSE PENTAGON
WASHINGTON, DC 20301-1600

March 1, 2002

MEMORANDUM FOR PRINCIPAL DEPUTY ASSISTANT SECRETARY OF DEFENSE
FOR RESERVE AFFAIRS

SUBJECT: The National Guard and Whistleblower Protection under Federal Law
Attached is the information you requested to assist in preparing your responses to
Congressmen John McHugh and Vic Snyder.
ettt
Paul 8. Koffsky

Deputy General Couzisel
(Personnel and Health Policy)

Aftachment
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DEPARTMENT OF DEFENSE
OFFICE OF GENERAL COUNSEL
1600 DEFENSE PENTAGON
WASHINGTON, BC 20301-16800

March 1, 2002

INFORMATION PAPER

SURJECT: The National Guard and Whistlcblower Protection under Federal Law

® Tho militia clause of the U. S, Constitution (clause 16, section 8 of article ) reflects
our founding fathers’ original concept of the militia as a part tire, non-professional, local
military force under the exclusive authority of state officials. In this status, the Guard is
under the command of the governor of the state and his principal deputy for Guard
administration, the staie adjutant gencral.

& In 1933, Congress vestzd the National Guard with dual status. In continuation of its
original status, the Guard remzined first and foremost a state instrumentality as a state
militia. Simultaneousty, Congress vested the Nalional Guard with federal status as one
of the elements of the reserve components of the anmed forces of the Untied States,

¢ Federal status is operative only wheo the Guard is called or ordered into faderal
service. When so called or orderad, it is known as the National Guard of the United
States and is subject to the suthority of the Presidcnt, the Sceretary of Defemse and other
authorities, civilian and mititary, of the federa] defense establishment.

® One byproduct of this organizational arrangement is that federa) officials do not have
direct control over actions taken by gtate officinls in administering the Guard when it is in
state status. This organizational arrangement also mcanr that there is a limit on the
extent to which current Federal law may be relied upon to protect Natiopal Guard
personnel who are substantiated whistlcblowers.

@ Congreas has codified military whistleblower protection at section 1034 of title 10,
United States Code. The Department of Defense has implemented this statste in
Departmeat of Defenso Directive 7050.6, “Military Whisticblower Protection.”

ee® Scction 1034 applics to members of the anmed forces. The Ditective defines
membery of the armed forces as "All Regular and Reserve component officers
(commissioned and warmant) and enlisted members of the Army, the Navy, the
Air Force, the Marine Corps, and the Coast Guard (when it is operating as a
Military Service in the Navy) on active duty; and Reserve component officers
(commissioned and warrant) and enlistcd members in any duty or training status
(includes officers and enlistad members of the Nationat Guard).”

G

11-L-0559/05D/8344
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@9 Officers and calisted members of the National Guard when in either a duty or
training status under efther title 10 or title 32, United States Code, receive thie
game military whistieblower protecuom as regular officers und enljsted members

on active duty.

e¢ Federal military whistleblower protections do not apply to officer and
enlisted members of the National Guard when in state ective duty status. Their
protections, if any, derive from state law.

@ A federn] whistleblower protection imvestipation may identify both federal and state
remedial actions. The Secretaries of the Military Departments or the Secretary of
Defenisc may direct appropriate federal remedies but may not direct statc action.
Remedies requiring state action must be referred to the states for their consideration and

action they deem wppropriate.

Office of the DaD General Counsel
(Personnel and Heelth Policy)
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MEMORANDUM FOR PRINCIPAL DEPUTY ASSISTANT SECRETARY OF DEFENSE
{(RESERVE AFFAIRS)

SUBJECT: Investigations into National Guard Matters

This is in response to your memorandum of January 2, 2002,
that requested summaries of investigations conducted over the
last 5 years by this office and the Service Inspectors General
(IGs) into National Guard matters. In addition, you requested
assessments of the effectiveness in conducting those
investigations and a summary of any legal or other barriers
encountered.

Attached at Tab 1 are summaries of three closed
investigations completed by the Defense Criminal Investigative
Service (DCIS). Your memorandum specifically requested the
results of the DCIS investigation into alleged “ghost goldiers
in the Arizona Army National Guard.” That investigation is
8till open and therefore it would be inappropriate to release
any information concerning it at this time.

The remaining attachments provide single-sheet summaries of
all investigations into National Guard matters that were
conducted by this office or by the Service IGs over the past
5 years., Investigations that were conducted by local IGs (that
is, State IGs or IGs at National Guard installations) with no
higher level involvement are not included. The following
additional explanation is provided:

¢ At Tab 2 are summaries of all investigations into
National Guard matters that were processed through our
DeoD Hotline data base. These include investigations that
were conducted by this office as well as investigations
into National Guard matters that were conducted by the

11-L-0559/0SD/8346
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Service IGs in response to a referral from our office.}
At a minimum, the gingle-sheet sunmaries provide a
description of the allegationa and the résult of the
investigation. (*NS” indicates that none of the allega-
tions were substantiated. *SU” indicates that all
allegations were substantlated, while “Pg” indicates that
some but not all of the allegations were substantiated.)

= At Tab 3 are summaries of investigations involving senior
National Guard officials that were initiated and
conducted by the Army or Air Force 1Gs. We provide
ovaraight on such investigations and maintain a separate
data base for them,

¢ Tab 4 contains summaries of all Army investigations into
National Guard matters that were not included under Taba
2 and 3. Please note that the Army could not provide
information on *"not-substantiated” cases completed bafore
Saptembar 30, 199%8. The Army cover letter also provides
an asscssment of inveatigative effectiveness.

¢ Tab 5 is a eimilar response from the Air Force IG.

Cur azsecasment of tha effectiveness of 14 inveatigations
into National Guard matters is consistent with viaws expressed
by tha Service IGs (Tabs 4 and S5). We have not encountered any
unusual impediments. Occasionally issues may arise concerning
the applicability of Federal statuteg to National Guard members
hacause of theixr dual Fedaral-state roule. However, we are aware
of no instance where the dual-status of National Guard members
haa eignificantly impaeded investigative efforts.

Because some of the attached documentation may be exempt
from public release under the Preedom of Information Act and the
Privacy Act, all attachments should be considered "FOR OFFICIAL
USE ONLY." While the attachments can be provided to the
Chairman and Ranking Member of the Subcommittee on Military
Personnel, House Armed Services Committee, as the Subcommittee
possesses the legal juriadiction, it is requeated that the
transmittal of the attachments to the Subcommittee contain an

! 4e conduct an investigstlion imto alleged misconduct by senlor National Quard
cfficers or allegations of military reprival when the pature of the
allegations or the ssaiorivy of the subject require our direct involvement.
We recelve and reviewd investigations conducted by the Service IGs as part of
our oversight responsibilities.
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advisement that the matarials have not been reviewed for public
release and may contain names and other privacy protected
information.

If you have any questions regarding this matter, please
contact meé or Mr. John R, Crane, Director, Office of
Congressicnal Liaison, at |(b}(6) |

Robert” J, Lieberman
Deputy Inspector General

Attachmants
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DEPARTMENT OF THE AIR FORCE
OFFICE OF THE INSPECTOR GENERAL
WASHINGTON DC

15 uan 2002

MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF DEFENSE

FROM: SAFIGQ
1140 Air Force Pentagon
Washington DC 20330-1140

SUBJECT: Request for Information Concerning Investigations iato National Guard Matters

As requested, summaries of investigations on Air National Guard (ANG) matters are
attached. SAF/IGQ deals with IG maters for subjects af the GS-15, colonel or below level. AFI
90-301, Inspector General Complaints, requires that only certain findings be reported to
SAF/1GQ. These include findings in 30 USC 1034 and mental health cases, investigations in
which the ranks listed above are involved as subjects, and high-leve! inquiries. As requested in
your memorsndum, investigations already reported to 1G, DoD are omitted.

Your memonandum also asked us (o comment on the effectiveness of the investigations
process into Air Natlonal Guard complaints. Since 1998, SAFAGQ bas provided oversight on all
Air Nationa] Guard complaint mateers involving the special categories listed above purstans 16
Air Fotce Instruction $0-301. Although there are exceptions, most ANG investigations have
proceeded in a timely manner. When JG involvement was not warranted, our ability to assist or
refer complainants 1o the appropriate agencies has been extremely offective. We are aware of no
Impediments to our ability 10 effectively process Air National Guard complaints.

If you have any questions or cancerns, please feel free fo contact rpe {(0Y6) lor
Colopel Stephanie Walsh, the ANG Advisor to the lnspector Genera! I(b)(ﬁi |

»‘{z%m Colonel, USAF

Director, Inquires Directorare

Attachment;
Repost Summarics

FoR OFFICIA USE ony

TOTAL P.&27
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General Accounting Office unless ﬁpcciﬁcnlly

approved by the Office of Congresgional

RESTRICTED--Not io he released outside the
Relations.

March 20, 2002

The Honorable John McHugh
Chairman

The Honorable Vic Snyder
Ranking Merber

Military Personnel Subcommittee
Committee on Armed Services
House of Representatives

Subject: Military Personnel Strengths in the Army National Guard

The aceuracy of reported personnel strength and training participation rates has a
direct impact on the reliability of the Army National Guard’s budget and the
allocation of funds to individual states. If either the reported strength levels or the
participation rates for a given fiscal year are more or less than the actual numbers,
the funds required to pay Guard personne] will be either overstated or understated.
Congressional concems about the reported military personnel strengths of the Army
National Guard have emerged as a result of recent media coverage of the Guard's so-
called ghost soldiers.'

As a result of those concerns, you asked us to provide information on (1) the Guard's
personnel strength levels and training participation rates and (2) the Guard's efforts
to improve the accuracy of reporied strength levels and participation rates. To
respond to your request, we drew on fiiwdings from our annual review of the
Department of Defense’s military personnel budget requests and the Army National
Guard’s military personnel data for fiscai years 2000 and 2001 and the first quarter of
fiscal year 2002. The scope and methodology for our review is discussed on page 6.

Results in Brief

The Army National Guard’s fiscal years 2000 and 2001 funding requests were
overstated by $42.9 million and $31.6 million, respectively, because the Guard used
inaccurate military strength and participation rates to develop its projected and
actual military force levels. Additionally, to develop its training budget needs, it used
a mathematically derived training participation rate based on expected program costs
rather than on the actual number of personnel being trained. By using these
inaccurate figures, the Guard overstated its overall military personnel strength and

! “Ghost soldier” is a slang term used for soldiers who remain on strength reports but who are, in faét,
no longer participating in training and who should be removed from these reports.

GAO-02-540R National Guard Personnel Strengths
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the amount of its annual funding requests to Congress.

The Army National Guard is currently taking steps to correct these overstatements.

It is placing more emphasis on an existing personnel database reporting system that
identifies the personnel who are assigned to a unit but have not been paid for inactive
duty training for 3 months or more. By doing this, the Guard can ensure that unit
commanders remove these personnel from unit strength reports if they are no longer
determined to be drilling reservists.’ The Guard has also improved the method it uses
to calculate inactive duty training participation rates, now basing the rate on the
number of people who have actually been paid for training.

Personnel Strength Figures
and Training Participation Rates
Were Overstated

Our analyses of the Army National Guard's military strength projections for fiscal
years 2000 and 2001 showed that the Guard overstated its personnel strength because
it relied on inaccurate military personnel strength data, which included individuals
who should not have been considered in the calculation of strength numbers for
inactive duty training. As a result, we estimated that the budget requests for those
two fiscal years were overstated by $42.9 and $31.6 million, respectively.

The Guard can remove an individual from strength reports after 3 months if it
determines that the person is no longer in the program. In order to help commanders
identify these individuals, the Guard publishes a monthly Non-Validation of Pay
Report (NO-VAL). Unit commanders review the status of individuals on this report
and determine if they should be excused, removed, or reclassified to a non-drilling
status in the Guard's strength reports. Because each personnel action is unique, there
is little guidance as to how long a unit commander’s review and the processing of
paperwork should take. We used the 7-month rather than the 3-month period to
estimate the accuracy of reported strength for drilling personnel because there are a
number of circumstances that would cause a person not 1o be paid for more than
three months and still be included in unit sirength figures. These reasons include
their movement from one unit to another, their inability to perform training for
medical reasons, and their being paid late for training performed. Guard officials
agreed that it would be reasonable to expect unit commanders to adjust unit strength
if an individual has not been paid for at least 7 months or more.

Our analysis of the Army National Guard’s military personnel database used to
develop the NO-VAL showed that about 4,048, or 1.3 per cent, of the 301,140 drilling
reservists should have been dropped from the fiscal year 2000 end strength and about
4,264, or 1.4 per cent, of the 296,430 drilling reservists should have been removed
from the fiscal year 2001 end strength. Enclosure 1 shows the number of personnel,

* An individual required to perform 2 weeks of annual training and weekend drills (inactive duty
training}.

Page 2 GAO-02-540R National Guard Personnel Strengths
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by state, who were notp.  for 3 and 7 or more consecutive months as of the
fiscal years 2000 and 200

In looking at the Army National Guard 's method for calculating its inactive duty
training participation rates, we found that in the past the rates were inaccurate
because they did not correctly identify the actual number of personnel who were, in
fact, in fraining. Instead, the Guard relied on a mathematically derived participation
rate, which was based on expected program costs, estimated training costs, and
military strength figures, to come up with a total number of military personnel who
were expected to train. This method resulted in inactive duty training participation
rates that were higher than they should have been. For example, when we examined
the Guard’s fiscal year 2001 budget, we found that the Guard had determined—using
mathematically derived rates from fiscal year 1999 numbers—that about 81 percent

. of its officers and 84 percent of its enlisted personnel would participate in inactive
duty training. However, when we compared the number of personnel who had
actually been paid for inactive duty training in 1999 with the mathematically derived
numbers, we found that 88.7 percent of officers and 81.3 percent of enlisted
personnel had actually trained.

Steps Underway to Improve the
Accuracy of Military Personnel Strengths
and Training Participation Rates

The Army National Guard's methods of determining military personnel strength and
inactive duty training participation rates have improved.

In the course of our budget work we made a number of suggestions on how the Army
National Guard could improve its budget formulation methods. As a result, the Guard
has changed the method it uses to calculate inactive-duty training participation rates
and is now basing them on the number of people who have actually been paid for -
training. In addition, the Guard has placed more command attention on the accuracy
of reported military personnel strength and the number of NO-VAL personnel
retained in the reporting system. Between October 31, 1899, and December 31, 2001,
the number of individuals reported on the Guard’s NO-VAL report has declined from
16,264 to 9,627. Enclosure Il shows this trend.

Our review of the December 2001 military personne! database indicates that some
state commanders are using the NO-VAL report to identify inaccuracies in reported
personnel strength. For example, between November and December 2001, the
number of assigned drilling personnel was reduced from 297,846 to 297,226, or less
than 1 percent, while personnel on the NO-VAL report declined from 11,133 to 9,627,
or about 14 percent. The state of Texas had the largest decrease in both strength and
NO-VAL personnel. Its assigned drilling personnel strength numbers fell from 14,622
to 13,695, about 6 percent, and its personnel on the NO-VAL report declined from
1249 to 361, a 70 percent reduction.

Page 3 GA(O-02-540R National Guard Personnel Strengths
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Scope and Methodolog)

To provide information on the Guard's personnel strength and participation rates, we
drew on our prior work and analyzed DOD's mdlitary persornel budgets, comparing
requests for fiscal years 2000 and 2001 to actual personnel data for October 1999 to
December 2001. In addition, we obtained and analyzed the database used to produce
the monthly NO-VAL reports for fiscal years 2000 and 2001. We also discussed our
observations with Army National Guard officials at the headquarters level and
officials at the Office of the Secretary of Defense, Reserve Affairs. Additionally,
although we utilized the Guard's data in our analyses, we did not test this data to
ascertair its accuracy.

Agency Comments

We discussed a draft of this letter with Army National Guard officials. They generally
agreed with our observations and stated that, in the past, reported personnel sirength
levels might have been unintentionally overstated. The Guard stressed that it has
recognized the problems it had in calculating participation rates and in adjusting
military personnel strength levels and is taking action, as discussed above, to correct
both.

The Office of the Secretary of Defense, Reserve Affairs, generally agreed with our
observations. We will continue to work with the Guard and the Office of the
Secretary of Defense, Reserve Affairs, to improve the accuracy of reported strength
and'participation rates used in the budget formulation process.

As arranged with your office, unless you announce its contents earlier, we plan no
further distribution of this report until 30 days after the date on this letter. At that
time, we wlll make copies of this letter available to other appropriate congressional

committees and place a copy on GAQ's home page at hitp; . If you have
any questions ¢ oot i ormation provided, please call me on [(b)(6)

or R. L. Furr on

At B St

Derek B. Stewart
Director, Defense Capabilities
and Management

Enclosures ~ 2

Page4 GAQ-02-540R National Guard Personnel Strengths
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ENCLOSURE I ENCLOSURE I

Army National Guard Monthly L
NO-VAL Reports on Individuals Not Paid for Inactive Duty Training
for 3 Months or More ’
(October 31,1999 to December 31, 2001)

NO-YAL reports in thoussnods
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Note: The graph shows a decline from 16,264 in October 1999 to 9,627 tn December 2001.

Source: U.8. Army National Guard monthly NO-VAL repoits.
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(A) Army Emergeacy Relief.

{B} Air Force Aid Society, Inc,

{C) Navy-Marine Corps Relief Society.

(D) Coast Guard Mutuai Assistance.

(3) An entity described in this paragraph is an entity that is
not operated for profit and is any of the following:

(A) An entity that regulates and supports the athletic pro-
grams of the service academies (including athletic conferences).

(B) An entity that regulates international athletic competi-
tions.

{C) An entity that sccredits service academies and other
schools of the armed forces (including regional accrediting
agencies).

(I) An entity that (i) regulates the performance, stand-
ards, and policies of military health care (including health care
associations and professional societies), and (il) has designated
the position or capacity in that entity in which a member of
the armed forces may serve if authorized under subsection (a).

(E) An entity that, operating in a foreign nation where
United States military personnel are serving at United States
military activities, promotes understanding and tolerance be-
tween such personnel (and their families) and the citizens of
that host foreign nation through programa that foster social
relations between those persons.

{¢) PUBLICATION OF DESIGNATED ENTITIES AND OF AUTHORIZED
PERSONS.—A designation of an entity under subsection (b}, and -n
authorization under subsection (a) of a member of the armed forces
to participate in the management of such an entity, shall be pub-
lished in the Federal Register.

(d) REGULATIONS.—The Secretary of Defense, and the Sec-
retary of Transportation in the case of the Coast. Guard when it is
not operating as a service in the Navy, shall prescribe regulations
£o carty out this section.

(Added P.L. 106-85, §593a)1), Rov. 18, 1997, 111 Stat. 1762; amended P.L. 106-85, §883, Oct.

5, 1999, 113 Stat. 634.)

§1034. Protected communijcations; prohibition of retaliatory
personnel actions !

{a) RESTRICTING COMMUNICATIONS WITH MEMBERS OF CON-
GRESS AND INSPECTOR GENERAL PROMIBITED.--(1) Ne person may

1 Section 843 of the National Definse Asthorization ACt for Fiscal Years 1982 and 1983 (P.L.
102~180; 103 Star. 1449 provides:

SEC. 843. WHISTLEELOWER PROTECTIONS FOR MEMBERS OF THE ARMED
FORCES.

of the Armed P from taking o ing 1o lake any unfarorable parsonnal ac-
tion, or withhokding sr thres! withhold a " action, a8 ¢ reprisal
sguinat any member of the Armed Foress for making or preparing & lawful commuication
any employee of the Deparinent of Dulanss or sny mimber of the Armed Foroes who is
15 o1 bel 10 &1 organiastion whick has aa ila primary reapensibility wndit, inspaction, uves-
tigation, or snforcement of any law or X .
(b) VIOLATIONS BT PERONS SURMECT T0 THE UCMU. —The Secretary shall in the regu-

lations that & viclation of 2

joct. Lo cha 47 of title 10, Unitad
mabject pler @ U | el

b the prohit by ¢ parmm
States Code (the Unifrm Code of Military Justics), is punishable as & viclstion
dﬂe[hqu&knwmumcmauﬂm uatiow).
<} (ormi




3% CH. 53-—MiSCELLANEQUS RIEHTS & BENEFITS §1034

restrict a member of the armed forves in communicating with a
Member of Congress or an Inspector General.
%’amgnph (1) does not apply to a communication that is

a .

(b) PROMIBITATION OF RETALIATORY PERSONNEL ACTIONS.—(1)
No person may take (or threaten to take) an unfavorable personnel
action, or withhold (or threaten to withhold) a favorable personnel
action, as a reprisa! against & member of the armed forces for mak-
ing or preparing—

(A) a communication to a Member of Congress or an In-
spector General that (under subsection (a)) may not be re-
gtricted; or

(B} a communication that is described in subsection (¢)2)
and that ia made (or prepared to be made) to—

(i) a Member of Congress;

(ii) an Ins r Genera] (as defined in subgection (i)
or gny other Inspector General appointed under the In-
spector General Act of 1978;

(iii) a member of s Department of Defense audit,
inspection, investigation, or law enforcement organization;
or

(iv) any other person or organization (including any

rson or arganization in the chain of command) des-
wgnated pursuant to regulations or other established
adminjstrative procedures for such communications.

(2) Any action prohibited by paragraph (1) (including the
threat to take any action and the withholding or threat to withhold
any favorable action) shall be considered for the purposes of this
section to be a personnel action prohibited by this subsection.

(c) INSPECTOR GENERAL INVESTIGATION OF ALLBGATIONS OF
PROHIBITED PERSONNEL ACTIONS.—(1) If a member of the armed
forces submits to an Inspector General an allegation that a per-
sounel action prohibited by subsection (b) has been taken (or
threatened} against the member with reapect t0 a communication
described in paragraph (2), the Inapector General shall take the ac-
tion required under paragraph (3).

(2) A communication degcribed in this paragraph is a commu-
nication in which a member of the armed forces complains of, or
discloses information that the member reasonably believes con-
stitutes evidence of, any of the following:

(A) A violation of law or regulation, includi:f a law or reg-
ulation prohibiting sexual harasament or unlawiul discrimina-
tion.

(B} Gross mismanagement, a gross waste of funds, an
. abuse of authority, or a substantial and specific danger to pub-
lic health or safety.

{3XA) An Inspector General receiving an allegation as de-
scribed in paragraph (1) shall expeditiously determine, in accord-
ance with regulations prescribed under subsection (h), whether
there is suffiaent evidence to warrant an investigation of the alle-

ation.

(B) If the ln:i;ecfm General receiving such an allegation is an
Inspector General within a military department, that Inspector

General shall promptly notify the Inspector General of the Depart-
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ment of Defense of the allegation. Such notifieation shall be made
+in accordance with regulations prescribad under subsection (h).

{C) If an allegation under paragraph (1) is submitted to an In-
spector General within s military department and if the determina-
tion of that Inspector General under subparagraph (A) is that there
is not sufficient evidence to warrant an investigation of the allega-
tion, that Ins r General shall forward the matter to the Inspec-
tor General of the Department of Defense for reviaw.

(D) Upen determining that an investigation of an allegation
under paragraph (1) ie warranted, the lnapector General making
the determination ghall expeditiously investigate the allegation. In
the case of a datermination made by the Inspector General of the
Department of Defense, that Inspsctor General may dcleé:ta
re:fonﬂihilit)‘ for the investigation to an appropriate Inspactor Gen-
eral within a military department.

(E) In the case of an investigation under subparagraph (D)
within the Department of Defense, the results of the investigation
shall be determined t‘ly, or approved by, the Inspactor Genera) of
the Department of Defense (regardleas of whether tha investigation
itaelf ia conductad by the Inapector General of the De ent of
Defense ar by an Inspector Genaral within a military department).

{4) Neither an initial determination under pa.r:graph (3XA) nor
an investigation under puagraé:h (3XD) is required in the case of
an allegation made more than a0 days after the date on which the
member becomes aware of the personnel action that is the subject
of the sllegation.

{5) The Inspector General of the Department of Defense, or the
Inspector General of the Department of Transportation (in the case
of & member of the Coast Guard when the Coast Guard is not oper-
ating 8z a service in the Navy), shall epsure that the Inspector
General conducting the investigation of an allegation under this
subsection is outside the immediate chain of command of both the
membar submitting the allegation and the individua) or individuals
alleged to have taken the retaliatory action.

{d) INSPECTOR GENERAL INVESTIGATION OF UNDERLYING ALLE-
GATIONS.—Upon receiving an allegation under subsection {(c}, the
Inspector General receiving the allegation shall conduct a separate
investigation of the information that tbe member making the alle-
gation belisves constitutes evidence of wrongdoing {as described in
subparagraph (A) or (B) of subsection (cX2)) if there 8revious] LYY
not been such an investigation or if the Inspector General deter-
mines that the original investigation was biased or otherwise inad-
equate. In the case of an allegation received by the Inspector Gen-
eral of the Department of Defense, the Inspector General may dele-
gate that responagibility to the Inspector Genera) of the armed force
concerned.

(e) REPORTS ON INVESTIGATIONS—{1} After completion of an
investigation under subsection {c} or () or, in the case of an inves-
tigation under subsection (c} by an Inspector General within a mili-
ta.rz department, after approval of the report of that investigation
under subsection (cX3XE), the Inspector Genera] conducting the
investigation shall submit a report on the results of the investiga-
tion to the Secretary of Defense (or to the Secretary of Transpor-
tation in the case of & member of the Coast Guard when the Coast
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Guard is not operating as a service in the Navy) and shall transmit
a copy of the report on the results of the investigation to the mem-
ber of the armed forces whe made the allegation investigated. The
report shall be transmitied to the Secretary, and the copy of the
report shall be transmitted to the member, not later than 30 days
after the completion of tha investigation or, in the case of an inves-
tigation under subsection (¢) by an Inspector General within a mili-
tary department, after approval of the report of that investigation
under subsection (eX3XE).

(2) In the copy of the report transmitied to the member, the
Inspector General ghall ensure the maximum disclosure of informa-
tion possible, with the exception of information that is not required
to be discloged under section 552 of title 5. However, the copy need
pot include summaries of interviews tonducted, nor any document
acquired, during the course of the investigation. Such items ghall
be transmitted to the member, if the member requests the items,
with the copy of the repart or after the transmittal! to the member
of the copy of the report, regardless of whether the request for
those items is made before or after the copy of the report is trans-
mitted to the member,

(3) If, in the course of an investigation of an allegation under
this section, the Inspector General determines that it is not pos-
sible to submit the report required by paragraph (1) within 180
days after the date of receipt of the allegation being investigated,
the Ins r General shall provide to the Secretary of Defense (or
to the etary of Tramsportation in the case of a member of the
Coast Guard when the Coast Guard is not operating as a service
in the Navy} and to the member making the allegation a notice—

(A) of that determination (including the reasons why the
report may aot be submitted within that time); and
(B) of the time when the report will be submitted.

(4) The report on the results of the investigation shall contain
a thorough review of the facts and circumstances relevant to the
allegation and the complaint or disclosure and shall include docu-
ments acquired during the course of the investigation, including
summaries of interviews conducted. The report may include & rec-
ommendation as to the disposition of the complaint.

(f) CORRECTION OF RECORDS WHEN PROHIRITED ACTION
TAKEN.—(1) A board for the correction of military records acting
under section 1552 of this title, in resolving an application for the
correction of records made by a member or former member of the
armed forces who has alleged a personnel action prohibited by sub-
section (b), on the request of the member or former member or oth-
erwise, may review the matter.

(2} In resolving an application described in paragraph (1), a
correction board—

{A) shall review the report of the Inspector General sub-
mitted under subsection {eX1);

(B) may request the Inspector General to gather further
evidence; and )

(C) may receive oral argument, examine and cross-examine
witnesses, take depositions, and, if appropriate, conduct an evi-
dentiary hearing.
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(3} If the board elects to hold an administrative hearing, the
member or former member who filed the application described in
parsgaph (1)}—

te('?) may be provided with representation by a judge advo-
cate if—

(i) the Inspector General, in the report under sub-
section (eX1), finds that there is probabie cause to believe
that wmnnel action prohibited 13; subsection (b) has
been taken (or threatened) against the member with re-
spect to a8 communication deacribed in subsection (cX2);

(ii) the Judge Advocate General concerned determines
that the case is unusually complex or otherwise requires
judge advocate assistance to epsure proper presentation of
the legal igaues in the case; and

(11} the member is not represented by cutside counsel
chosen by the member; and
(B} may examine witnesses through deposition, serve

interrogatories, and request the production of evidence, includ-

ing evidence contained in the investigatory record of the In-
spector General but not included in the report submitted under
subsection {eX1).

(4) The Secretary concerned shal) issue a final decision with re-
spect 10 an application described in graph (1) within 180 days
after the application is filed. If the ggatary fails to isgue such a
fina] decision within that time, the member or former member
shall be deemed to have sxhausted the member’s or former mem-
ber's administrative remedies under gection 1552 of this title.

{6) The Secretary concerned shall order such action, consistent
with the limitations contained in sections 1552 and 1553 of this
title, as ia necessary to correct the record of a personnel action pro-
hibited by subsection (b).

(6) If the Board determines that a personnel action prohibited
by subsection (b) has occurred, the Board may recommend to the
Secretary concerned that the Secrstary take appropriate discipli-
nary action sgainst the individual who committed such personnel
action.

(lg) REVIEW BY SECRETARY OF DEFENSE.—Upon the completion
of all administrative review under subsection (f), the member or
former member of the armed forces (except for a member or former
member of the Coast Guard when the Coast Guard is not operating
as a service in the Navy) who made the allegation referred to in
subsection (¢X1), if not satisfied with the disposition of the matter,
may submit the matter to the Secretary of Defense. The Secretary
shall make s decision to reverse or upbold the decision of the Sec-
retary of the military department concerned in the matter within
90 days after receipt of such a submittal.

(h) REGULATIONS.—The Secretary of Defense, and the Sec-
retary of Transportation with respect to the Coast Guard when it
is not operating &s a sarvice in the Navy, shall prescribe regula-
tions 1o carry out this zection.

(i) DEFINITIONS.—In this section:

(1) The term *Member of Congress” includes any Delegata
or Resident Commissioner to Congress.

it iyt o A + wLtmas —Ton+ 1111 o A
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. {2) The term “Inspector General” means any of the fol-
owing;

. . (A) The Inspector General of the Department of De-
fense,

(B} The Inspector General of the D nt of Trans-
portation, iu the case of a member of the Coast Guard
;v&hen the Coast Guard is not operating ag a service in the

avy,

(C) Any officer of the armed forces or employee of the
Department of Defense who is assigned or datailed to serve
ag an Inspector General at any level in the Department of

ense.
(3) The term “unlawful discrimination™ means discrimina-

tion on the basis of race, color, religion, sex, or national origin.
{Ang. 10, 1956, ch. 1041, TOA Stak 80; Oct 19, 1984, P.L. 96-525, § 1405(19), 96 Stat. 2622; re-

vised in its sntirsty P.L. 100-458, $848(a), 29, 1848, 102 Stat. 2027; P.L. 101~ 202,
Dec. 13, 1989, 103 Eeat. 1910; P.L. 1“4?7.8{.&..1 ), Oct §, 1054, 108 Stae, 2?56—2221%8? P.L
}mwlm o)a. 17, 1994, 112 St 2107; P.L. 1 , §11903), Oct. 30, 2000, 114 Stat.

$1035. Deposits of savings

(a) Under joint regulations prescribed by the Secretaries con-
cerned, a member of the armed who is on a permanent, duty
assignment outside the United States or its possessions may de-
posit during that tour of duty not more than his unallotted curreat
E:z and allowances in amounts of $5 or more, with any branch, of-

, or officer of a uniformed service. Amounts so deposited shell
be deposited in the Treasury and kept as a separate fund, and
shall be accounted for in the same manner as public funds.

{b) Interest at a rate prescribed by the President, not to exceed
10 percent a year, will accrue on amounts deposited under this sec-
tion. However, the maximum amount upon which interest may be
paid under this subsection to any member ia $10,000, except that
such limitation shall not apply to deposita made on or after Sap-
tember 1, 1966, in the case of those members in a missing status,
during the Vietnam conflict, the Parsian Gulf conflict, or a contin-

ency operation. Interest under this subsection shall terminate 80
lays after the member’s return to the United States or its posses-
swons.

(c) Except ag provided in joint regulations prescribed by the
Secretaries concerned, payments of deposits, and interest thereon,
may not be made to the member while he is on duty outside the
United States or its poesessions.

(d) An amount deposited under this section, with interest
thereon, is exempt from Kability for the member’s debts, including
any indebtedness to the United States or any instrumentality
t:elreof, and is not subject to forfeiture by sentence of a court-mar-
tial.

(e) The Secretary concerned, or his designee, may in the inter-
est of a member who is in a missing status or his dependents, ini-
tiate, sto};. modify, and change allotments, and authorize a with-
drawal of deposits, made under this section, even though the mem-
ber had an opportunity to deposit amounts under this section and
elected not o do so. Interest may be computed from the day the
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April 2,2002 6:35 AM

TO: Dov Zakheim
CC: Paul Wolfowitz
FROM: Donald Rumsfeld v\

oy
SUBJECT: Hurricane Hunters Y
N

Why don’t we go ahead and get that hurricane hunting group that exists down in
the Caribbean moved over to NOAA, along with the airplanes that we have, and
kick that responsibility over there for the future.

Thanks.

DHR:dh
040202-3
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April 8,2002 7:54 AM

TO: Pete Aldridge

FROM: Donald Rumsfeld B\
SUBJECT: Suicide Bombers

Please take a look at this memo [ sent Steve Cambone.
Would you please get back to me on that subject?

Thanks.

Attach.
04/01/02 SecDef memo to PDUSIXP), “Suicide Bombers” [040102-43]  Jgoo- 200

DHR:dh
040802-12

Please respond by 0‘// 2 "/ 2
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Aprit 1,2002 5:19PM

il ]
TO: Steve Cambone o
CC: Paul Wolfowitz
Gen. Myers
Gen. Pace

FROM: Donald Rumsfeld Q

SUBJECT: Suicide Bombers

How to deal with suicide bombers is something that ought 10 be in the DPG. We
need to get people warking on that. That is an asymmetrical threat that we are

going to have trouble with in the years ahead.

Thanks.

DHR d¢h
440102443
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April 8,2002 7:54 AM

TO: Pete Aldridge

FROM: Donald Rumsfeld B\
SUBJECT: Suicide Bombers

Please take a look at this memeo I sent Steve Cambone.

Would you please get back to me on that subject?

Thanks.

Attach, &
04/01/02 SecDef memo to PDUSD(P), “Suicide Bombers” [040102-43) 2500 200, )
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040802-12 \h\

Please respond by OY / 2 4'/ 2L
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April1,2002 5:19 PM

ok ]’ h
TO: Steve Cambone ‘ h
CC: Paul Wolfowitz
Gen. Myers
Gen. Pace

FROM:  Donald Rumsfeld /g

SUBJECT: Suicide Bombers

How to deal with suicide bombers is something that ought to be in the DPG. We
need to get people working on that. That is an asymmetrical threat that we are

going to have trouble with in the years ahead.

S0y

Thanks.

DHR:dh
04010243

Please respond by ___ ©Y [+ /o
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COMPTROLLER

UNDER SECRETARY OF DEFENSE
1100 DEFENSE PENTAGON
WASHINGTON DC 20301-1100

INFO MEMO
April 25,2002, 6:12 PM

FOR: SECRETARY OF DEFENSE

FROM: Dov S. Zakheim 0’3 AP 26 0

SUBIJECT:; Officers Travel Card Debt

As you will recall, in mid-March you tasked me 10 look into charge card
problems within the Department. In response, I estabhshed a Task Force to
examine our charge card operations and recommend reforms. The Task Force
includes representatives trom the Military Services, OSD, DoD Inspector
General, Defense Criminal [nvestigation Service, Office of Management and
Budget, Office of Personnel Management, and Department of Justice. We are
making excellent progress, and we will provide you a complete report by the

end of May.
Following are areas that the Task Force is pursuing (more details are at Tab A):

» Compliance -- strengthen internal controls to prevent misuse of charge
cards, and ensure the appropriate disciplinary and criminal processes are in

place to punish misuse. Specific priorities include:
8  Expand and enforce pecuniary liability tor cardholders and supervisors;

s Strengthen compliance language in regulations, including making

charge card abuse a crime under the UCMI;

» Increase use of automated surveillance techniques and data mining;

<
11-L-0559/0SD/8370 Uo737e /02



» Examine additional avenues to prosecute cases of fraud.

» Process - improve intemal processes to enhance charge card management.
For example, not all DoD organizations are using available electronic
billing tools, even though these tools could aid in reducing payment

delinquencies and improving supervisory oversight.

» Culture and Workforce - make changes in the Department’s culture or
workforce that will improve the management of charge card programs;
ensure our workforce is properly (rained and shaped to provide skills

commensurate with the responsibilities assigned under these programs.

¢ Qur previous Info Memo to you showed that, of the 708 officers who were
delinquent on their accounts, Bank of America is not pursuing salary offset on
283 accounts (Tab B). Among the reasons the Bank would not request salary
offset are: the account was paid in full subsequent to the submission of its
original delinquent list in December 2001 (we know this is the case with 31
accounts); the Bank has submitted the account to a pnivate debt collection
service; the Bank and cardholder reached a repayment agreement; or the

account was of small dollar value, and the Bank wrote it off.

s [ will investigate and respond to your suggestion on retroactive changes to the

discharge of an officer who has an outstanding travel card balance.

COORDINATION: None.

Attachment: As stated

Prepared By: Jim Dominy,|(®)(6) ]

11-L-0559/0SD/8371
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Charge Card Task Force - Status
As Of Apnil 22, 2002

Purchase Card Concept of Operations Study

Meetings held April 9-11, 2002, number of action items being worked

e Will report out Purchase Card PMO/ Task Force around May 9, 2002
¢ End-to-end look at process is providing many insights into problem areas

Status of Ongoing Charge Card Action Items

Pecuniary Liability

¢ Legislation to apply pecuniary liability to accountable officials sent to Congress
¢ OGC working to define legal responsibilities of certifying & accountable officials

Duplicate payments, goods not received, etc. (GSA)
Inappropriate use

e Appropriate FMR revisions drafted and being staffed
Need to complete discussion on who should grant relief from liability

Strengthen Compliance Language in Existing Regulations

Second draft of FMR changes prepared, comments due back in one week

Includes punitive language for misuse of travel and purchase cards (to include
making credit card abuse a crime under UCMIJ)

Surveillance/Data Mining

Initial focus on Purchase Card

Initial set of 38 indicators

Selected 13,393 transactions ($38 million) from 2,066 cardholders for review
¢ Field reviews of transactions May 6 — July 31, 2002

Focus Fraud Group meeting April 23, 2002 will look at how similar process
can be applied to Travel Cards

Offsets Against Civilian Retirees

Language drafted and reviewed, to be forwarded to Legislative Reference
Service this week

Metrics/Success Factors

Working with Data Mining group to derive more incisive metrics

11-L-0559/0SD/8373



Charge Card Task Force - Status
As of April 22, 2002

Purchase Card Concept of Operations Study
¢ Meetings held April 9-11, 2002, number of action items being worked

¢  Will report out Purchase Card Program Management Office/Task Force around May 9,
2002

e End-to-end look at process is providing many insights into problem areas
Status of Ongoing Charge Card Action Items

® Pecuniary Liability

® Legislation to apply pecuntary liability to accountable officials sent to Congress

o Office of the General Counsel (OGC) working to define legal responsibilities of
certifying & accountable officials
o Duplicate payments, goods not received, etc. (General Services Administration)
e [nappropriate use

¢ Appropriate revisions to the Financial Management Regulation (FMR) drafted and
being staffed

o Need to complete discussion on who should grant relief from liability

¢ Strengthen Compliance Language in Existing Regulations
e Second draft of FMR changes prepared, comments due back in one week

¢ Includes punitive language for misuse of travel and purchase cards (to include making
credit card abuse a crime under the Uniformed Code of Military Justice (UCMI)

¢ Surveillance/Data Mining
¢ Inital focus on Purchase Card
¢ Initial set of 38 indicators
¢ Selected 13,393 transactions ($38 million) from 2,066 cardholders for review
e Field reviews of transactions May 6 — July 31, 2002
o Focus Fraud Group meeting April 23, 2002 will look at how similar process can be
applied to Travel Cards

¢ Offsets Against Civilian Retirees
¢ Language drafted and reviewed
¢ Will be forwarded to Legislative Reference Service (LRS) by April 26, 2002

e Metrics/Success Factors
¢ Working with Data Mining group to derive more incisive metrics

11-L-0558705D/8374



o Increased Prosecution of Cases of Fraud

Defense Criminal Investigative Service (DCIS) has solicited support of numerous

U.S. attorneys throughout the United States, who are receptive to considering

purchase card cases for criminal prosecution

In instances where cases may not be prosecuted by a local U.S attorney, cases may

be referred to Public Integrity Section, Department of Justice

Cases declined for criminal prosecution may be pursued for civil action under

Affirmative Civil Enforcement Division of local U.S. Attorneys

Civil prosecution may also be undertaken by DoD itself under Program Fraud Civil

Remedies Act

® Procedures in place

e OGC woarking with the Office of Personnel Management (OPM) to identify
Administrative Law Judges (ALJs) from other agencies who are available on a
reimbursable basis

¢ Attempting to determine potential number of cases, then negotiating
Memoranda of Understanding {MOUs) for use of ALJs

Other prosecution options available include:

e Suspension/debarment against vendors engaged in fraudulent activity

¢ Prosecution under UCMI

¢ Prosecution in state and local courts

Accelerated Electronic Billing for Purchase Cards

Letter drafted, in coordination

Concern about making this mandatory (especially Navy), when other planned
systems may provide same/enhanced capability

Decision deferred until completion of Purchase Card Concept of Operations Study

Culture/Command Interest

Letter from Secretary of Defense has completed first round of coordination
Will go out tor second round coordination on April 26, 2002

Workforce Development

Being worked in Purchase Card Concept of Operations

Electronic Training Matenal

Initial funding ($30,000 - $60,000) being identified
Meeting to be set up to work out formats, etc

11-L-0558738D/8375



e Suspension of Security Clearances
® Procedures are in place to suspend/revoke/deny security clearances in cases of
financial improprieties
¢ Agreement that security clearance actions are not to be used as punishment, but
may be the consequence of charge card abuse
¢ Work still ongoing to determine if appropriate feedback loops exist to notify
security managers of cases of credit card abuse

o Definition of Infrequent Traveler
¢ Survey of Services/Agencies determined that only Navy, The Joint Staff, DoD
Inspector General, and DaD Education Activity support changing definition
¢ These agencies will submit formal request for waiver to raise definition of
infrequent traveler from twa trips per year to four

Emerging Issues

*  Additional Audits
¢ General Accounting Qffice performing avdits of Army, Air Force
¢ Army Audit due June 2002
® Requested details on 50 travel vouchers
e Looking at travel for conferences

¢ Office of Management and Budget (OMB) Letter, Use of Government Purchase and
Travel Cards (April 18, 2002)

o Addressed charge card abuse government-wide
e Actions required
¢ Review adequacy of internal controls
e Immediate administrative action against employee found to have abused purchase
or travel card privilege

¢ Prepare remedial action plan, to include examination of number of cards issued
(due June 1, 2002)

Status of Legislation

e Departmental Accountable Officials in DoD: Sent to Congress (Sec. 911)

¢ Mandatory Salary Offset: Treasury now concurs. LRS is checking with OMB to see if
they have received Treasury’s concurrence

e Mandatory Split Disbursement: LRS is waiting for authorization to forward to OMB
(should go by April 26, 2002)

e Salary Offset for Civilian Retirees: Legislation being drafted by Office of the Under
Secretary of Defense (Personnel and Readiness); should go to LRS by April 26, 2002

11-L-055808D/8376
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April 23,2002 8:32 AM

TO: Dov Zakheim
CC. Jim Haynes
Larry Di Rita

FROM: Donald Rumsfeld —96\*
SUBJECT: Delinquent Travel Card Debt

With the people who have lef the service and have no current or future pay due,
therefore we cannot deduct pay, I suggest we give consideration to notification
and possible changes in the nature of their honorable discharges. People who
welch on debts should not have an honorable discharge. Notification to that effect

might lead to prompt repayment.
I don’t understand the fourth category—please explain.

This process needs to be tightened up. Your memo does not propose the actions
that are needed. I don’t know who is in charge. Larry, please find out who is, and

tell them this is not satisfactory. We need an action plan fast.

Thanks.

Attach.
04/19/02 USIYC} info memo to SecDef re: Review of Military Officers Delinquent on Travel

Card Debt

DHR:dh
042302-7

Please respond by a3 / {1 / 9
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UNDER SECRETARY OF DISHOREE HAS S5
1100 DEFENSE PENTAGON
WASHINGTON, DC 20301-1100 APR 93 2“02

INFO MEMO -\

X

April 19, 2002, 5:08 PM

COMPTROLLER

FOR: SECRETARY OF DEFENSE

FROM: Dov S. Zakheim *

b

SUBJECT: Review of Military Officers Delinquent on Travel Card Debt

¢ April 1, 2002, the Secretary requested a report on 700 officers who supposedly
defaulted on their credit card. On March 18, 2002, Senator Grassley and
Congressman Horn sent you a list of military officers who defaulted on $1.3
million of Trave] Card charges. The list provided was as of December 2001.
The Defense Finance and Accounting Service (DFAS) obtained an updated list
(as of March 2002) from Bank of America (Bank) and conducted a review to

determine the status of each account. The results of their review are as

follows:
Marine Air
b Army Navy Corps Force Total
v\k \ ;gjw Can Deduct from Current Pay 202 42 12 18 274
%\\o_ Can Deduct from Future Pay 8 2 0 3 13
\Yﬂ od Pay Deductions Not Possible* 82 9 21 26 138
Not Submitted For Pay Action/
Request Withdrawn by Bank 198 44 14 21 283
4 Total 490 97 47 74 . 708

"= *Members left service with no current or future pay due to member.

¢ Of the $1.0 million still delinquent as of March 2002, one-half will be
collected for the Bank through payroll action by DFAS.

s The 283 accounts not submitted represent accounts paid in full between
December and March, accounts where the officer agreed to a payment plan, or
accounts where the Bank chose to utilize a debt collection service or write off

the balance.

11-L-0559/0SD/8379 1oy



A, )
P .

SO ;ie

-

AR IS R Y

April 1,2002 6:44 PM

TO: Larry Di Rita
FROM: Donald Rumsfeld %

SUBJECT: Officers and Credit Cards

I need a report on the 700 officers who supposedly defaulted on their credit cards.
Please find out from Dov what the status is.

Thanks.

DHR:.dh
040102-50

I ’ '
Please respond by O (1v 1o

11-L-0559/0SD/8380 nHacsara /N2



SHOWIKRe

April 23,2002 8:32 AM

TO: Dov Zakheim
CC; Jim Haynes
Larry Di Rita

FROM: Donald Rumsfeld —%\’
SUBJECT: Delinquent Travei Card Debt

With the people who have left the service and have no current or future pay due,

therefore we cannot deduct pay, 1 suggest we give consideration to notification

and possible changes in the nature of their honorable discharges. People who
welch on debts should not have an honorable discharge. Notification to that effect

might lead to prompt repayment.

I don’t understand the fourth category—please explain.

This process needs to be tightened up. Your memo does not propose the actions

that are needed. I don’t know who is in charge. Larry, please find out who is, and

tell them this is not satisfactory. We need an action plan fast.

Thanks.

Attach.

04/19/02 USD(C) info memo to SecDef re: Review of Military Officers Delinquent on Travel

Card Debt

DHR.dh
042302-7

Please respond by o3 f 117 / 0L
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April 25, 2002

TO: Honorable Colin Powell
Honorable George Tenet
Honorable Condoleezza Rice

FROM: Donald Rumsfeld ?M

SUBJECT: ICC

Attached is an article from today’s paper that points up the risks of the
International Criminal Court and what we are facing.

Thanks.

Attach.
“Kissinger: Errors Possibly Made™

DHR:.d»
042302-1
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April 27, 2002

To: Secretary of Defense
From: Pete Aldri J}}J
Subject: Request from Senator Kyl

You asked for a “fill-in” when we figured out how we were going to respond to Senator
Ky!’s request. That request was related to restructuring the SBIRS-Low space system
(Tab A).

You may recall that we found that SBIRS-Low was not executable program on its then
current schedule and funding profile. Congress cut the FY02 funds from 3385 million to
$250 million. Senator Kyl has a high interest in this program and wanted to ensure that it
was adequately funded. He had suggested that we request additional funds in the FY(2
Supplemental, but we decided that the supplemental was not appropriate for this purpose.

In the meantime, we have restructured SBIRS-Low, formed a new contractor team,
implemented an evolutionary, spiral development acquisition strategy, and developed a
new schedule and funding profile. This new program does require an additional $13.4
million in FY02. The Missile Defense Agency will reprogram this amount from their
existing resources.

I have informed Senator Kyl of this plan and he seems satisfied. I have also informed
Cong. Lewis, who has had high interest in this program, and he too is satisfied.

Action: None. Information only.

Attachment

11-L-0559/0SD/8384 U07445
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March 15, 2002 8:49 AM

TO: Pete Aldridge
FROM:  Donald Rumsfeld (\)f\

SUBJECT: Request from Senator Kyl

"Please give me a fill-in when you figure out how you are going to respond to the

requést Jon Kyl made.
Thanks.

DHR:dh
03150213
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March 15,2002 8:49 AM

TO: Pete Aldridge .
FROM:  Donald Rumsfeldf\)r\

SUBJECT: chli_est from Senator Kyl

“Please give me a fill-in when you figure out how you are going to ra;pond to the

requcst Jon Kyl made.
Thanks,

DHR:dh
0315&-15
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April 24,2002 8:02 AM

TO: Honorable George Tenet

FROM: Donald Rumsfcld(-v\
SUBJECT: Drugs

I think youn might give some thought to working with the UX to see if we can
interdict some of the drugs that are going to be leaving Afghanistan. IfI can be
helpful, please let me know.

Apparently, we are having uneven success with respect to the goal of destroying
the crop. That suggests that some of the crop is going to be moving out, end I
would think we would want to try to stop it. The Brits have the biggest interest in
doing that,

Regards.

DHR:dh
042402-2
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April 29,2002 2:35PM

via Cable
TO: ADM Blair

FROM: Donald Rumsfeld

Thanks so much for the helpful cable on your meeting with PRC VP Hu Xintao.

Regards,

DHR:dh
04290219
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Snowflake

April 3,2002 11:41 AM

Ts

TO: Gen. Myers
Doug Feith

FROM:  Donald Rumsfeld /\.21\

SUBJECT: Backfill

Yesterday in the PC, we discussed why, given the war on terrorism, we have not

used backfill for Kosovo and Bosnia, when so many countries offered to help us.

Let’s get CENTCOM and EUCOM focused on this and figure out what we do to

take advantage of it fast.

Thanks.

DHR:dh
040302-12

Please respond by Oy / 12 [oe
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 222024704

INFO MEMO

May 1, 2002, 1:00 PM
FOR: SECRETARY OF DEFENSE

FROM: Joseph E. Schmitz, Inspecto

SUBJECT: Inspector General Support to the BilSiness Initiative Counci

e Under the Inspector General Act, the Inspector General of the Department of Defense
is "the principal advisor to the Secretary of Defense for matters related 1o the
prevention and detection of fraud, waste, and abuse in the programs and operations of
the Department." Given the obvious overlap of this statutory role with the mission of
your Business Initiative Council (BIC), [ have already informally offered my office's
resources to assist the BIC in its efforts "to improve the efficiency of the Department
of Defense business operations by identifying and implementing business reform
actions which allow savings to be reatlocated to higher priority efforts" (BIC Charter,
dated August 9, 2001).

¢ In addition (o suggesting management improvement initiatives, the knowledge and
capabilities of this office could be highly useful 1o the BIC in terms of evaluating the
merit of proposed initiatives and providing advice on the management controls and
performance measures needed for successful implementation.

® As you acknowledged in your September 10, 2001, Bureaucracy to Battlefield
speech:

"Change is hard. It's hard for some to bear and it's hard for all of us to
achieve . ... The old adage that you get what you inspect, not what you
expect, or put differently, that what you measure improves, is true.”

o As your Inspector General and "principal advisor . . . for matters related to the
prevention and detection of fraud, waste, and abuse in the programs and operations
of the Department,” [ am proactively commitied 1o improving the prospects for
management reform success. My office is prepared to provide independent feedback
on the status of individual initiative implementation efforts, ways to overcome
barriers to implementation, and actual results.

e The attachment demonstrates the direct overlap of a number of BIC initiatives with
recent activities of my office.

COORDINATION: USD{AT&L), April 30, 2002

Attachment;
As stated

11-L-0559/0SD/8390 np7595
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SUBIJECT: Inspector General Support to the Business Initiative Council

cc: Secretary of the Army
Secretary of the Navy
Secretary of the Air Force
Under Secretary of Defense {Acquisition, Technology and Logistics)
Under Secretary of Defense (Comptroller)
Under Secretary of Defense (Personnel and Readiness)
Vice Chairman, Joint Chiefs of Staff

11-L-0559/0SD/8391



Examples of Inspector Geuneral, DoD, Activities
Related to BIC Initiatives

BIC Initiative 4: Recovery Auditing

Description: Use contingency fee audit services contracts to identify and recover
overpayments in Working Capital Funds to providers of goods and services.

1G Activity: IG staft, along with QUSD(Comptroller) and Defense Contract Audit
Agency representatives, are on an Office of Management and Budget task force on
recovery auditing. Careful monitoring of DoD efforts to expand recovery auditing will
be nceded, because pilot programs were not particularly successful.

BIC Initiative 6: Web-based Invoice/Receipt Processing

Description: To reduce the occurrence of incorrectly prepared or missing receiving
reports and to move toward a paperless process, use existing automated systems so that
DFAS can pay vendors more quickly and accurately.

1G Activity: In IG Audit Report D-2002-018, Development and Implementation of
Wide Area Workflow - Receipts and Acceptance, November 2001, we discussed
implementation problems encountered by the computer application that had been under
development since 1997 for this purpose. We plan continuing audit coverage of DoD
disbursement operations.

BIC Initiative 15: Tmprove Interservice Product Quality Deficiency Report (PQDR)
Business Process

Description: Develop and implement a methodology to seamlessly share PQDR data
across all Services and Agencies.

IG Activity: The IG has been recommending improvements to the PDQR business
process since 1994 and there have been numerous audit reports on related issues.
Currently we are conducting a new series of audits on continued problems in reacting
promptly and effectively to indications of poor quality equipment and supplies in DoD
inventories. Given the poor track record for PQDR reforms over the years, close
monitoring of this BIC initiative's implementation would be particularly advisable.

BIC Initiative 22: Streamline Contract Close-Qut Process

Description: Initially close 400 contracts that are overdue for close-out and, using
lessons learned, develop new business practices for the contract close-out community.

11-L-0559/0SD/8392



IG Activity: We have issued three audit reports during the past six months on contract
close-out problems in various DoD organizations. The findings and recommendations
may be helpful in developing lessons learned. Accelerating the close-out process is a
very worthwhile goal, but it will be important to avoid statutory violations and other
pitfalls. Therefore continued audit coverage of this initiative's progress and the
effectiveness of applicable management controls would be useful.

11-L-0559/0SD/8393



PERSONMEL AND
READINESS

UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON
WASHINGTON, D.C. 203014000

INFO MEMO

May 1, 2002 - 12:00 PM

FOR: " SECRETARY OF DEFENSE

FROM: DAVID 5. C. CHU, UNDER SECRETARY OF DEFENSE

(PERSONNEL AND READINESST 7/ ¢, Cbe o %'y

SUBIECT: PPB aJoke?

A third of the “plumbing” in the chart you circulated (Tab A) reflects not PPB
but a variety of documents whose content might usefully be considered in ity
deliberations (most of the entries in red). There’s a useful question whether all
those are needed, or needed so frequently (e.g., National Security Strategy ~
once an admimstration should ordinarily be enocugh).

The chart is also more complex than it need be by trying to show how three
sequential budgets intersect (03, 04, and 05), and by trying to show processes,
actors, and products on one page. The underlying process is actually quite
simple: you {and the President) give your guidance, the Military Departments
submit their program proposals (POMs), you review them {program review),
and a budget is produced.

But the burdens could be substantially reduced if we moved to a biennial
budget (tried before, rejected by the Congress), and automated production of
the budget based on your program decisions {there’s no reason to reproduce
these manually as the Budget Estimate Submission, as is cusvently the case).

RECOMMENDATION: None required.

COORDINATION: None required.

Attachment: As Stated

Prepared by: Captain Stephen Wellock[©© |

11-L-0559/0SD/8394 107677
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April 23,2002 7:58 AM

TO: Under Secretaries
Service Secretaries
Chairman, JCS
“ Vice Chairman, JCS
Service Chiefs
PDUSD(P)

FROM:  Donald Rumsfeld ‘YL
SUBJECT: PPB System

Attached is a chart that was used in a briefing recently to explain the Defense PPB

system.

When I'saw it, I asked if it was a joke. It tums out it is apparently not meant to be

a joke.

It struck me that those of us in the Senior Review Group ought to think about

whether maybe it is a joke, even though it is not intended to be one.
Regards,

Attach.
2/02 Defense PPB System slide

DHR:dh
04230241
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Please respond by
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DEFENSE PPB SYSTEM
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April 9,2002 9:56 AM

. TO: David Chu

FROM: Donald Rumsfeld %
SUBJECT: Promotion Process

I am concerned about the promotion process—from the Services, to the OSD, to

me, to the White House, to the Hill.

I have a feeling we have a zera defect mentality, and it is going to create a cadre of

senior uniformed officers who aren’t going 1o be the right ones.

Please come back to me and describe the process, and what we can do to fix it.

Thanks.

DHR:¢h
040902-11

Pleaserespond by O 5[ 0302

3
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Snowﬂake‘ c{;'r,‘l ol
March 29,2002 7:58 AM

TO: Doug Feith

M0

FROM:  Donald Rumsfeld {3\

SUBJECT: U.S.and UK

1 want 1o make sure the U.S. and the UK are wired together before we go to this

next NATO meeting. We ought to do that on as many issues as possible.

I should have some correspondence and possibly a phone call with Geoff Hoen

beforchand, so we are on the same wavelength.

Thanks.

DHR-dh
032902-13
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Snowflake

May 9, 2002 2:22 PM

TO: Doug Feith

FROM: Donald Rumsfeld ’D‘\

SUBJECT: Portugal

1 just Jooked at this J.DD. Crouch memo. 1 have amended it at the bottom.

I thought we put in place a process to solve this through NATO. The letter seems
not to know that. Why not? ‘

Thanks.

Attach.

14/30/02 ASD(ISP) Action Mema to SccDef, Letter to Portuguese Minister of Defense
(UG7718/02]

GRR dh
030992-10

LA RS RLNEERRRENRRRESRENEERERERRERERERRERERSRRSNDRENENENRINERRINS RSN RNDNN N

Please respond by 7.+ L
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ASSISTANT SECRETARY OF DEFENSE

2600 DEFENSE PENTAGON«" """ B
WASHINGTON, DC 20301-2600

SECDEF HAS SEEN;— 1~ -7 7t u3

MAY 9 2002

SECHURITY POLICY

L0/
L02/60605 FNATO
ACTION MEMO IR A Ne ot Isl=2

T0: SECRETARY OF DEFENSE |l

FROM: J.D. CROUCH, 11, ASSISTANT SECRETARY OF DEFE
FOR INTERNATIONAL SECURITY POLICY
PR 3 q 25

SUBJECT: Letter 1o Portuguese Minister of Defense

p——

¢ Portuguese Minister of Defense Rui Pena sent you a letter expressing concern over
the Unified Command Plan (UCP), and the extent to which it will affect the NATQ
Strategic Allied Command Atlantic (SACLANT). (TAB B)

¢ In particular, Minister Pena believes that an American General Officer should
continue as SACLANT so as to demonstrate U.S. commitment to NATQ’s Integrated
Command Structure,

¢ Minister Pena opined also that a decision to eliminate SACLANT and have a single
strategic command located in Europe would produce negative results for NATO
decision-making on military issues generally,

s Attached for your review and signature is a draft reply to Minister Pena. (TABA)

» The drafl response expresses our comntitment to have NATO decide the future of
SACLANT.

s ] supgest you use the response as an opportunity to garner Mr. Pena's support for
our position.

RECOMMENDATION: Sign the attached letter to Minister Pena.

SecDef Decision:
Agree (Sign the Letter) . ~
- e
Other
Aftachments B SPLASSESTANT DI RIYE -+ RS
SR MA GIAM T e
TAB K: Portuguese MOD Letter VRSN =z
MA BUCC: ‘ 7
TAB A: Letter to Portuguese MOD EXECSED T S STV
TAB C: Coordinations - FHITMORE H,‘mz_?{_;;_ n

PRS/PRD JTEMS ‘1///&51*

DATE RECEIVED IN OSD: uo7716 /02
SUSPENSE DATE: Lgedi=07 1OrEL 13l
RECEIVED 1N CAD: 4 }

Prepared by: Brice F. Harris, ISP/N Mg, %-5 SD/8401



THE SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

His Excellency

Rut Pena

Minister of National Defence
Portugese Republic

Dear Minister Pena:

Thank you for your letter regarding NATO and the future of the Alliance’s
Command Structure.

The changes to the Unified Command Plan (UCP) that I announced on April 17
will realign and streamline the U.S. military structure to better address 21*' century
requirements. Under the UCP, U.S. Joint Forces Command (JFCOM) no longer will
have responsibilities for homeland defense, but will focus on transformation.

Although it is our intention to divest the Commander, JFCOM of his duties as
NATO Supreme Allied Commander Atlantic (SACLANT), we recognize that SACLANT
is a NATO Command and its future must be decided by-eensensus within the Alliance.

I look forward to seeing you at the Defense Ministerial in June.

Sincerely,

| )
s Sedancilte! N“Q”fﬁ;
[ opee ™ 0 e
@;e,f)w"? /VM/C/%/ V)ﬂx/ﬂ” 7LD /%
A 7 77
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MINISTEBID DA DEFESA NACIONAL

T B b TR

Lisbon, 04 April 2002

Hig Excellency

Mr. Donald Rumnsfeld
Secretary of Defence
United States of America

AV Mtuzh

After SEP 11, tbe International Cormmunity has been confronted with
some major changes, aimed et a bemer sccurity cnvironment both within the
Alliance apd the United Staxes.

Due to the US dornestc imperadves, the implementation of the new
Unified Command Fores Structure, disengaging JFCOM frorn ACLANT,
may be one of the options, however, thiz option will cause the Commander
to lose his SACLANT capacity with the foreseasbls consequences to the
current and future NATO Command Structure.

SACLANT has retained tho afttemtions of the smaller European
maritime powers for 50 years, and decisions over jts future will particularly

shape these countries’ approaches to the Allinnce.

Besides, SACLANT's phasing-out might cast some douhts in the
Atlantic Allies’ minds regarding the US resolve to its Transatlantic Link.

Mt 313

11-L-0559/0SD/8403 uoeo7s /02



Apr-IM-zDBZ 12:83p0  Fros-EWE PORTUGAL (b)(6) T-480  P.0D4/005

et mq2

sl -

MINISTERIO DA DEFESA NACIONAL

CAAWETE po pomc il

Therefore, for the sake of this link, it 12 ofpmmoumir}:poﬁmcto
have a NATO Strategic Comumand on United States soll. This )J-ill highlight
the US permeneace within the Imcgrated Military Styéture with the
subsaquent stability and vistbility. /

Furthermore, the concentration in SHAPE of all the tasks presently
commitied o SACLANT, would entail the transfer of all the naval
expertise to the SHAPE, This would result in an cxtension of the time
nececssary to the docision-making as well as in an increase of the
bureaucratic proccdures. In sddition, SACLANT, as an alteruative to
SHAPE, provides a valuable check on military adwice offered to NATO

HQ.

At 8 ime when jt is foresecable that several countries will adhere to
NATO during the forthcoming Prague Summit, it [$ my opinicn that a new

setting of the military structwres migit have a pegative impact on the
NATO’s cohesion

My concern shouldn’t be taken as an attempt 1o interfere with
Amcrica’s right 1o decide on the best way to puplememt the syucture of itc
Armed Forces. However duc w0 the consequentes of this jmportant,
eventual structural change, the approach should be discussed ov 19.

I believe that maintaining the actual Sgrategic Command, ACLANT, with
ita Regional Structure, would be a positive sohution.

11-L-0559/0SD/8404
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l.et me conclude by saying that I will be looking forward to the
further discusesion of this issue within NATO with all the Allies.

Please accept, Dear Colleague, the assurances of my highest consideration

an d mhu..

Minister of National Defence

11-L-0559/0SD/8405
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Deputy Assistant Secretary of Defense i
for European and NATO Affairs (Ian Brzezinski)
Deputy Assistant Secretary of Defense 7 ‘ T
for Strategy (Andy Hoehn} -"~ fgl.
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GENERAL COUNSEL OF THE DEFARTMENT OF DEFENSE
1800 DEFENSE PENTAGON
WASHINGTON, D. C. 20301-1600

GENERAL COUNBEL INFO MEMO

April 11, 2002 7:30AM

FOR: SECRETARY OF DEFENSE
FROM: William J. Haynes 11, General Counsel MT'”"/ or

SUBJECT: Credit Card Abuse Case

e You asked how an employee could allegedly have charged personal items
amounting to almost $12,000 on a government purchase card and not be

prosecuted,

» According to a recent GAO report dealing with credit card abuse in DoD,
handwriting analysis indicated that the employee in this case had not signed the
receipts for the items in question.

s Since the employee has denied making the purchases, this could have made
criminal prosecution of the case problematic.

¢ Although the individual in question was a Navy employee at the time of the
purchases, she now works for the Army. The Army is conducting an investigation
to determine whether disciplinary action should be taken against the employee.

{

COORDINATION: Nonc //’:? 6-) "

—

Prepared by: Helen Sullivan
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March 18,2002 1:53PM

TO: Gordon England
Tom White

CC: David Chu
Dov Zakheim
Jim Haynes

FROM: Donald Rumsfeld /Oﬁ\
SUBJECT: Credit Card Abuse

This is very troubling. How can someone charge all these items and then not be

prosecuted?
Please explain.

Thanks.

Attach.
03/18/02 Brian Faler, “GAO Calls Navy Lax on Employee Fraud,” Washington Post

DHR:dh
Q31802-54

[ AR AR NNERERNNRRERNRNRNRIRNRERRNENRE R RN AR R AR ARRRRRRARSREENREDRERANQ

Please respond by __ 03[ 29/ 0%

U04933-02
11-L-0559/0SD/8411



Washingion Post

March 18, 2002

Pp. 15

22. GAQ Calls Navy Lax On
Emplovee Fraud

Report Cites Personal Shop-
ping Charges

By Brian Faler, Special 1o The
Washingion Post

Scores of Navy employees
al two San Diego facilities
have been using povernmem
credit cerds 10 buy their
grocenes. And Juggage. And
DVD plavers. And almost
nene of 1them have been pun-
ished.

The General Accounting
Office, the  congressional
watchdog agency that has been
mvestigating emplovees at the
w0 centers, reporied Jast week
that many 1here have been us-
ing those cards for personal
shopping sprees. And, despite
Previous  wamings, <ongres-
sional hearings and investiga-
tions, the GAQO said, the Navy
still isn't doing enough 1o stop
them.

The cards, which look and
work much like regular credit
cards, were created 10 help cun
down on bureaucratic red 1ape
for governmem purchases of
goods and services.

But GAO investigators,
along with several members of
Congress, say the Navy has
taken the program 100 far, dis-
wibvting the cards  “willy-
nilly," in the words of one
senalor, withow any credit
checks and with virtually no
oversight or enforcement,

"Every shred of evidence
that 1 have seen savs that inter-
nal controls at the Pentagon are
weak or nonexistent” Sen.
Charles E. Grassley (R-lowa)
1old the House government ef-

ficiency  subcomnvttee  last
week. “That means there is an
army . . . authorized to spend

money with no checks and baj-
ances. The potential for sbuse
and fravd is virually unlim-
ited,”

Grassiey and Rep. Stephen
Hom (R-Calif.}, chairman of
the House panel, bave asked
the GAO 10 expand jts probe in
the Defense Department to de-
termine whether there is a lar-
ger problem of credit card
abuse. The GAO has reported
op similar problems at the
Education Depariment.

Officials 1epresenting the
Defense Deparmment, as wel}
as others representing the rwo
Navy centers, acknowledged at
the subtommitiee hearing that
credit card fraud continues to
be a problem among cmploy-
ees, but they said they are
clamping down on the abuses,

"We are painfully aware
of the issues of purchase cards,
and ] am here personally to
commil 1hat we will make sure
these cards are used appropn-
ately,” said Deidre Lee, a de-
fense procurement official.

Lee and other defense of-
ficials blamed the two naval
faciliies’ previous manage-
ment for the lax enforcement
and said that officials have
since reduced the number of
cards circulating and have ex-
panded the offices responsible
for overseeing the accounts.

There are now 1.7 million
Defense Depariment cards in
circulation. Cards were used
during fiscal 2001 1o ring up
59 billion in charpes. Some
charges are billed directly 10
the federal povernmeny, most
are sent to the indjvidual card-
holder, who, afier paying the
bill, is supposed to be reim-
bursed by his or her agency.
Most cards have a credit limit
of $2,500 per tansaction.

At Jast week's hearing,
Grassley cited one woman,
Tanya Mays, as a particularly
egregious offender at the Navy
Public Works Center in San
Diego. He said that, according
1o GAQ records, Mays charged
almost $12,000 to her govern-
ment card -- including a per-
sonal computer, a kitchen
range,gift  certificates  and
clothing. Both the Navy and
the U.S. anomey in San Diego
declined 10 pursue her case,
Grassley said, and Mays trans-
ferred 1o the Army, where she
is now & budget znalyst. She
was not asked 10 repay the

money, he said.

Mays could not be reached
for comment. The Post e-
mailed her and asked the
Army's press office to forward
its requests to her, The office
declined 10 provide Mays's
phone number, saying it was
private. They added that be-
cause she was never prose-
cuted, they have no record of
the alleged impropricties.

Grassley said he pamed
Mays out of frustration, add-

ing, "When you put one of
these cards under the micro-
scope. 1 seems like the whole
problem  comes inio much
sharper focus.”

Los Angeles Times

March 17. 2002

Pg. 30

23. U.S. To Resume Viegues
Training

By Rewmer:

SAN JUAN, Puerio Rico -
- The Navy will conduct a new
round of maining exercises on
the island of Viegques in a few
weeks, a8 move that protess
groups said Sanurday would
reactivate their ¢ivil disobedi-
ence campaign.

A press asuistant for the
govemor's office szid 1hat Sec-
relary of State Ferdinand
Mercado received a Jener from
the U.8. Navy Friday inform-
ing him that 1t would conduct
abou 22 days of mrzining fiom
as early ss April 1.

Gioups opposing the use
of 1the 33.000-acre island as &
Navy wpaining and bombing
range said they would try to
disrupt the maneuvers through
by sneekipeg onto 1the bombing
range during the training,

The proiests would be the
first since the civil disobedi-
ence campaign was halted after
Sept. 11.

Washington Times

March 18, 2002

Pp. B

24. Bit By Inmate, X-Ray
Guards Reassipned

GUANTANAMO  BAY
NAVAL BASE, Cuba (AP) —
Two puards a1 Camp X-ray,
the detention cemter holding
300 al Qezeda and Taliban
guerrillas, were wansferred af-
ter an inpmate struck one of
thern, mjlitary officials said
yesterday.

Two male soldrers at the
feld hospital were reassigned
afier a delainee hit one of them
while being escorted 10 the
bathroom, said Pat  Alford,
commander for the flect hospi-
tal. The guards usually travel
n pas.

The detainee, who was be-
ing weated for bone loss in his
forearm. was sedated for one
night afier the disruption.

11-L-0559/0SD/8412

Earlier vesterday, Cap
Shimkus, commanding offi
of the Guanianamo Bay Nava
Base, said the soldiers were re-
assigned after "breaking the
rules.” But "the initial report
provided by a military official
was incorrect,” spokeswoman
Maj. Rumi Nielson-Green said,

The ™o men were reas-
signed to Camp X-ray snd
could eventually retwrn to the
fieet hospital,

Since the first captives ar-
rived at this remote outpost in
January, some have spat on or
yelled at the guards. Ome -
mate bit a soldier.

A hunger strike that began
on Feb. 27 but has since fiz-
zled apparently was prompied
by a puard who swmipped an
inmate of a towe] he put on his
head for moming Islamic
prayers.

Detainees later said 1the
strike was also to protest their
indefinite detention.

On Saturday, five detain-
ees skipped dinner, 12 skipped
lunch and seven skipped
breakfast.

Military officials also said
yesierday thal two other male
soldiers a1 the hospital were
1eassipned afier tequesting 8
ransfer.

The two men were moved
10 administrative duties shorly
after the first batck of inmates
arrived in January, said Marine
Maj. Stephen Cox, a spokes-
man for the detention mission,

The twe men "simply
were uncomfortable in that en-
vironment,” Maj. Cox said.

The captives, accused of
having links to either the {allen
Taliban repime in Afghsnistan
or Osama bin Laden's al Qacds
terrorist nerwork, are expecied
10 be moved from the Eastily
built Camp X-ray to Dela
Camp by next month.

Delta Camp will be
equipped with 1oilets, beds and
ventilation and  cventuslly
could be expanded to hold
more than 2,000 deipiness,

New York Times

March 18, 2002

News Analvsis

25. Bush Finds That Ambi
guity Is Part Of Nuclear De-
terrence

By David E. Sanger

page 26 of 58
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Snowflake
September 21, 2002 2:41 PM
TO: Doug Feith
CC: Gen. Myers

Paul Wolfowitz

FROM:  Donald Rumsfeld-’()@\

SUBJECT: Shifting Forces

We should start fashioning the basis for shifting some level of forces out of
Germany to a location where they will be welcome and effective. Poland and
Hungary are leaning forward as possibilities. Also, some could be located in the

us.

Short of a large-scale withdrawal, there may be units we can move soon should we

decide we will need them in the near future. For example, there may be chem/bio

fewr 77,7

units or other unique specialties we want to think about shifting around.

Qsase come to me with a plan.

Thanks,

DHR:dh
0921024
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SHEWIARe

May 3,2002 7:52 AM

TO: Hank Crumpton, CIA
FROM: Donald Rumsfeld D{\

SUBJECT: Speaking Up

50 QS

When 1 told you I wanted you to speak up, I meant it.

You know a whale of a lot about this subject, and every once in a while I see you
in the back of the room looking reticent. That doesn’t help me at all! I need you
to step up and say, “Have you thought of this?” or “What about that?” or “I think
differently.”

I am very comfortable with that. You may not want to do it to some of the other

principals, but I am delighted to have you do it to me.
Thanks. e —

DHR:dh
050302-3
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SREVARER e

May 3,2002 8:16 AM

TO: Honorable George Tenet
, N W
FROM: Donald Rumsfeld A
S
SUBJECT: Edit of Paper
L
-t
You might want to get Hank to edit the paper 1 passed oul at the meeting, so we
can see where he differs or where you differ.
Thanks.
DHR:dh
0503028
!

e

j
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N
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SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

NV 17 202

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

UNDER SECRETARY OF DEFENSE (ACQUISITION,
TECHNOLOGY AND LOGISTICS)

UNDER SECRETARY OF DEFENSE (COMPTROLLER)

GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE

DIRECTOR, ADMINISTRATION AND MANAGEMENT

CHIEF, NATIONAL GUARD BUREAU

SUBJECT: Land Acquisition and Ieasing of Office Space in the United States

I am concerned with the acquisition of real property throughout the United States
and particularly with the concentration of Defense activities in the Washington, DC, area.
I am therefore revising and expanding the existing land acquisition moratorium policy,
currently reflected in memoranda from the Deputy Secretary of Defense dated
September 13, 1990, and December 1, 1994. This memorandum supercedes those
memoranda and any other memoranda inconsistent with the guidance reflected herein.

Effective immediately, no major land acquisition proposals within the
Washington, DC, area may be made public through a request for proposals, notice of
intent to perform environmental analysis, request for legislation or budget line item, press
release, or other official notice without my approval or that of the Deputy Secretary. All
previously approved or announced major land acquisitions within the Washington, DC,
area for which binding documents have not been executed, as of the date of this
memorandum, may not proceed until approved by me or the Deputy Secretary, after
review by the Under Secretary of Defense (Acquisition, Technology, and Logistics)
(USD(AT&L)). In addition, no major land acquisition proposals outside the Washington,
DC, area may be made public, in the manner discussed above, without the approval of the
USD(AT&L).

National Guard major land acquisitions which are to be funded in whole or in part
by Federal funds are subject to the moratorium. Civil Works programs managed by the
U.S. Army Corps of Engineers shall not be subject to the moratorinm. Renewals of
existing leases, withdrawals, permits, or other use agreements (other than those at bases
being closed or realigned) are not subject to the moratorium.

Y o

W V07802 /02
11-L-0559/05D/8416
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Additionally, effective immediately, no proposals for relocating into or within the
Washington, DC, area that exceed $500,000 in relocation costs may be made public, in
the manner discussed above, without approval by me or the Deputy Secretary. Requests
for approval of such relocations shall be submitted to the Director, Washington
Headquarters Services (WHS), who shall submit such requests for my approval, through
USD(AT&L). All previously approved or announced relocations that have not occurred
as of the date of this memorandum may not proceed until approved by me or the Deputy
Secretary, after review by the USD(AT&L).

Finally, the authority of the Director, WHS to administer the DoD Administrative
Space Management Program within the National Capital Region, granted by DoD
Directive 5110.4 and specifically described in DoD Instruction 5305.5, is hereby
expanded to the Washington, DC, area.

A major land acquisition is defined as the purchase, withdrawal from public
domain, lease or permit from individuals or government entities, or any other type of use
agreement involving more than 1,000 acres, or land whose estimated purchase price or
annual lease price exceeds $1 million. The Washington, DC, area is defined generally as
the geographic area that falls within 100 miles of the Pentagon.

The USD(AT&L) shall issue such instructions or implementing memoranda as
may be necessary to implement this policy, including a specific delineation of those
jurisdictions to which it applies. In implementing these policies, USD(AT&L) shall
obtain the coordination of the USD(Comptroller) and the DoD General Counsel before
submitting actions for approval as described herein.

ce:

Chairman of the Joint Chiefs

Under Secretary of Defense (Personnel and Readiness)
Under Secretary of Defense (Policy)

Director, Defense Research and Engineering
Assistant Secretaries of Defense

Inspector General of the Department of Defense
Director, Operational Test and Evaluation
Assistants to the Secretary of Defense

Directors of Defense Agencies

Directors of DoD Field Activities

11-L-0559/05D/8417
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TO: Larry Di Rita O S AIETNSE
FROM:  Donald Rumsfeldﬂ\\ W ER -7 M BO?
DATE: February 14, 2002
SUBJECT:

1 would like 1o have instruction given to the DoD that no land will be purchased
within 100 miles of Washington DC and no buildings will be leased without the
approval of somebody. We have simply got to stop the concentration of
government in the Washington DC area.

Thank you,
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Major Military Bases Within the 100 mile Region

Pennsylvania Delaware Maryland
Letterkenny AD Dover AFB Aberdeen Proving Ground
Carlisle Barracks Edgewood Arsenal
DDRE, New Cumberland Ft. Meade
DDD, Susquehanna Ft. Detrick

NSWC White Oak
District of Columbia Virginia USN Academy
Ft. McNair Ft. Myer NOS, Indian Head
Walter Reed AMC Ft. Belvoir Andrews AFB
Washington Navy Yard FL AP Hill .
Anacostia Naval Annex NSWC Dahlgren West Virginia
Naval Dist. Wash., NW Patuxent River ATC None
Bolling AFB 1 MERBEYHISD/8420




THE DEMUTY SECRETARY OF DEFENSC

WASHINGTON, b.C, 20301
September 13, 1950

HMEMORANDUM FOR THE SECRETARTES OF THE MILITARY DEPARTMENTS
UNDER STCRETARY OF DEYENSE (ACQUISITION)
ASSISTANT SECRETARY OF DEFENSE (PRODUCTICN &
LOGISTICS) :
DIRECTORS OF ADMINISTRATION AND MANAGEMENI

SUBJECT: Land Acquisition in the United Statas

The Secretary of Defense and I want to change fundamentally
the way the Department of Defenac acguires land in the future and
to place a moraterium on sogquizitions that are currently in
process. Ar we reshape our forces and close or realign bages, ths
Departnent must ensure that ve propose the acquisition of land only
whare there is a clearly demonstrated naed.

Effectiva immsdiataly, no major land acquisition proposals may
be made public through a raguast for proposals, notice of intant tn
perform environwental analysis, or other official notice without
the approval of the Sacretary or the Deputy Secretary cof Defense.

To pernit the Secretary and me to review xajor land
acquisitions, [ am establishing a moratorium on such acquisitions.
Effective immediately, ho action shall be taken without mv aoproval
{including Records of Pecision for an Bavizonmental Inpact
Statecent) to accomplish a majer land agguisition. You may regquast
axceptions to thie meratarium for urgont military regquirements oc
when, on balance, application of the moratorium would have an
advarsa effect con the Despartment's ability wo perform its nissien.

Mallonal LUATH Wajor land soquisitions wnich were to be funded
in vhole or in part by Federal funds ahall be subject to the
neratoriuvn. €ivil works programs managed by the U.S. Army Carps of
Engineers shall not ba subject to the moratorite. Renewsls of
existing withdravals, leases, permite or other use agreaments othar
than those at bases baing closed or which are candidates fer
olosure shall avl e sudject to the poratorium,

Major land acquisition is defined for the purposes of this
nexorandim as the purchase, vithdrawval from public dexain, lease or
permit from individuals or governmment entities, or any other typa
of uss agreemant inveolving more Than 1,000 acres, or land whose
actinatad purshase price er annual lcase prica cxcecda .
$1 million.

_ The Ascistant Secretary of Defense for Production and
Logistics may issue such instructions as msy be necessary to
implement this mencrandum. )

11-L-0559/05D/8421



THE DEPUTY SECRETARY OF DEFENSE

WAIHINGTON, P.G. £2020)

1 BEC 1

MEMORANDITY FOR SECRETARIES OF THE MILITARY DEPARTHENTS
UNDER SECRETARY O DEFENSE (ACQUISITION MD
TECHNOLOGY)
ASSISTANT SECRETARY OF DEFENSZ (ECONOMIC SECURITY)
DIRECTOR OF ADMINISTRATION AND WARAGFMTNT

SUBJECT: Land Acquisition in the United stytes

On September 13, 1990, the Deputy Secratary of Defsnse
iscued the attachad memorandum instituting the mcratoriuvm en
major land acguisitioene in the Unitsd States. It requires that

211 mador land acqguisition proposals be ravieved and approved by
the Sacretary or Deputy s.crotarxnhltore any public action is
taken. This s to ensure that, thls period of downsizing,
land is acquired only when there is a clearly denonstrated nsad.

Aa the Depaslmvat continues to doWnsite, proposals to
acquire more land still merlt senior Office of the Secretary of
Defensa oversight. HKowaver, I fael it 15 no longer necessary for
the Sscretary or Deputy Secretary tc reviev each proposal.

Eftective {nmediataly, propesals for the acquisition of
1,000 or more soxce of land; or land vhuzu sutloated purchase
price or annual lease prica exceeds $1 million, shall ba
submitted ta the Asslstant Secratary of Dafensa (Economle
Security) for review and approval. All othar definitions and
restrictions set forth in tha September 13, 1990, memorandun

remain In effect.

. ¢ bl

Attachment

22801
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Coordination Summary Page

Subject: Land Acquisition and Leasing of Office Space in the United States

General Counsel Mr. Dell’Orto April 23, 2002
Accepted comments

Comptroller Dr. Dov Zakheim April 26, 2002
Accepted comments
WHS Mr. Cooke April 24, 2002

Accepted comments

11-L-0559/0SD/8423



Coordination Sheet

Subject: “Land Acquisition and Leasing of Office Space in the
United States

Suspensc: April 24, 2002

GC

USD (Comptroller)

Director (WHS)

{b)(6)

Prepared by: Steven Kleiman/ODUSD(]
FAX[®)E)

-
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ASSISTANT SECRETARY OF DEFENSE T\?"%/?
o R
2400 DEFENSE PENTAGON

ASSNTE RN ) e -6~ 1)
-1154
TR EF-115

LNTERNATIONAL % - 1020005544

FOR; SECRETARY OF DEFENSE

FROM: Assistanl Secretary fense, International Security Affairs
(Peter W. Rodman]®® 03 My op

SUBIECT: Middle East Relations

»  You asked how we can comply with the Vice President’s guidance (hat over the next
year we not only travel to the Middle Fast, but invite people from the Middle East to
visit here,

*  We conduct a comprehensive mil-to-mil bilateral consultative schedule (Tab A) with
meetings chaired at the Under Secretary/Assistant Secretary and General/Flag Officer
level. The meetings are held either in the Middle East or here - you might recall your
brief meeting with the Omani delegation the first week of April.

® The Chairman visits the region on 4 routine basis to visit deployed service members,
His last two visits were in December 2001 and January this year.

¢ Many of your counterparts regularly schedule visits to Washington, such as the
United Arab Etnirates’ Chief of Armed Forces and de facto Defense Minister,
Muhaminad bin Zayid, who will meet with you and the Chairman in May.

e Qutsidc the framework of scheduled bilateral meetings, we recommend (Tab B):

— Duning your visits to the region; (1) inviting counterparts to the Pentagon, and (2)
inviting senior military officers for an office call on their next visit to Washington
1o see the Chairman.

— For those senior ofticials you are not scheduled to visit during the next few
months, sending a letter inviting them to visit the Pentagon during their next
scheduled trip to Washington.

— Conducting a drop-by during bilateral meetings hosted in the Pentagon.

COORDINATION: Tab C.

05-03-07 14:5Z2 IN
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Attachments:
As stated

Prepared by: COL Bob Drumm (USA), ISA/NESA J©)6)

DASD WS
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March 27,2002 9:00 AM

TO: Larry Di Rita m// /U 6§A

FROM: Donald Rumsfeld {M\

Snowflake

SUBJECT: Middle East Relations

The Vice President thinks it is important that over the next 6, 8, 10, 12 months we
travel to the Middle East and that we invite people from the Middle East to the -
United States.

Please see me and come up with a template as to how we might do that.

Thanks.

DHR:dh
03270215
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Please respond by
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TAB A
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JANUARY

7-11 USDC trip to UAE,
Pak

21 MLK Bday

COJuLY

Independence Day

NOTES:

NESA UPCOMING EVENTS CALENDAR

FEBRUARY
6  Israel MOD visit

18 President’s Day

"AUGUST

MARCII
Bahrain MCC
Passover

Easter

SEPTEMBER
Labor Day
Kuwait MCC (T)

24-25 Qatar (US)

(1) Bilaterals will be held in the respective country unless annotated "(US)".
(2) 16 Apr 02: Egypt MFO meetings, Israel DPAG, and Jordan JMC postponed. Possible 20-26 May.

DEFINITIONS:

DCC: Defense Consultative Conunittes
DCG: Defense Consultative Group
DPAG: Defense Policy Advisory Group

DPG: Defense Policy Group

IMC: Joint Military Commission
JPC: Joint Planning Committee
MCC: Military Consultative Committee

23 Oman JMC (US)
20-23 Egypt MFO (PPD) ¥
23 Cairo

24-25 Israel DPAG (PPD)

28-29 Jordan JMC (PPD)

23 King of Morocco-US

OCTOBER
14 Columbus Day

UAEMCC(T)

11-L-0559/0SD/8429

10 Qatar Foreign
Minister HBJ (T)
13-17 US-UK Bilats on
Diego Garcia
16 UAE Chief of
Armed Forces MBZ
20-26 USDP to Israel,
Egypt and Jordan(T)
21-22 India DPG (US)
Saudi JPC (T)

27 Memorial Da
NOVEMBER

6  Ramadan Begins
11 Veterans’ Day

28 Thanksgiving Day

May 2, 2002
11:00AM

Morocco DCC
Tunisia JMC
Algeria

SD Trip

Pakistan DCG

DECEMBER
3 Ramadan Ends
6-9 Eid ul-Fitr

25  Christmas Day




~ TABB
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May 2, 2002
11:00 AM

MIDDLE EAST CONSULTATION TEMPLATE

COUNTRY CONSULT WITH LAST MEETING NEXT MEETING/Recommendations
Bahrain King Hamad SecDef trip — Jun 02 (T)
Crown Prince Salman USD(P)/Oct 01 SecDef trip — Jun 02 (T)
Bahrain
Gen (Shaykh) Khalifa | PDASD(ISA)/Apr 02 SecDet trip — Jun 02 (T)
Bahrain (MCC) Recommend SecDef Office Call on next visit to CJCS
Egypt President Mubarak Sec]%ef/Oct 01 Recommend SD visit to Egypt in fall
gypt
MOD Tantawi SecDef/Oct 01 USD(P) @ MFQO Meeting, May 02 in Cairo (T)
Egypt Recommend SD invite Tantawi to U.S. once proliferation issues
resolved
Israel MOD Ben Eliezer SecDef/Feb 02 USD(P) @ U.S.- Isracl DPAG, May 02 in Israel (T)
Israel Ben Eliezer is expected to resign and run for Prime Minister.
Recommend holding off on any specific invites until after the elections.
LTG Mofaz, Chief of SecDef/Feb 02 USD(P) @ U.S.- Israel DPAG, May 02 in Israel (T)
the General Staff Israel Mofaz being replaced by Moshe Yaalon in late April.
: Recommend_invite for office call on next visit to CJCS
Jordan King Abdullah II USD(C)/Jan 02 SecDef meeting with King Abdualla 6 May 02
UAE Recommend SecDef visit to Jordan in the fall.
MOD Ragheb Ragheb holds the portfolio in name only and travels with the King.
No action recommended.
LTG Saraireh (CJCS) USD(P)/Oct 01 USD(P) @ U.S.- Jordan JIMC, May 02 in Jordan (T)
Jordan Recommend invite for office call on next visit to CJCS
Kuwait Amir Jabir SecDef trip — Jun 02 (T)
No further action recommended
PM Jabir USD(P)/Oct 01 SecDef trip - Jun 02 (T)
Kuwait Recommend invite to Pentagon on next visit to U.S.
MOD Sabah USD(P)/Oct 01 SecDef trip — Jun 02 (T)
Kuwait Recommend extending invite to U.S. during SecDef visit in June

11-L-0559/0SD/8431




LTG Mumin, Chief of USD(P)/Qct 01 SecDef trip ~ Jun 02 (T)
Staff Kuwait Recommend invite for office call on next visit to CJCS
U.S.-Kuwait MCC, Sep 02 in Kuwait (T)
Oman Sultan Qaboos SecDef/Oct 01 If Qaboos conducts state visit to U.S., invite to Pentagon
Oman
MOD Busaidi SecDef/Oct 01 Recommend letter inviting to Pentagon on next visit to U.S
Oman
LTG Kilbani, Chief of SecDef/Oct 01 Recommend invite for office call on next visit to CJCS
Staff Oman
Air Vice Marshall Oman MCC/Apr 02 Recommend invite for office call on next visit to CJCS
Ardhi Washington
Qatar Amir Hamad SecDef trip — Jun 02 (T)
Recommend invite to Pentagon on next visit to U.S.
Crown Prince Jasmin USD(P)/Oct 01 SecDef trip — Jun 02 (T)
Qatar Recommend invite to Pentagon on next visit to U.S.
Foreign Minister DepSecDef/Jan 02 DepSecDef meeting 10 May (T)
Hamad bin Jasim SecDef trip — Jun 02 (T)
MG Attiyah, Chief of USD(P)/Oct 01 SecDef trip — Jun 02 (T)
Staff Qatar U.S.-Qatar JMC Sep 02 in Washington
Recommend pass-through during JMC
Saudi Prince Sultan, Minister SecDef/Oct 01 CJCS @ U.S.- Saudi JPC, Date TBD in Saudi Arabia (T)
Arabia of Defense and Saudi Arabia Recommend fall invite to U.S.
Aviation
Gen Muhayya, Chief of SecDef/Oct 01 CJCS @ U.S.-Saudi JPC, Date TBD in Saudi Arabia (T)
Staff Saudi Arabia Recommend invite for office call on next visit 1o CICS
United Arab Defense Minister USD(C)/Jan 02 Recommend letter inviting to Pentagon on next visit 10 U.S
Emirates Rashid, UAE
Chief of Staff & USD(C)/Jan 02 Scheduled to meet SecDef, 16 May 02 in Pentagon
de facto Defense UAE U.S.-UAE MCC, Oct 02 in UAE (T)
Minister Zayid
Y emen MOD Alaywah Recommend invite to Pentagon on next visit to U.S.
BG Qasami, Chief of Recommend invite for office call on next visit to CJICS
Staff I

11-L-0559/0SD/8432
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Coordination Page

Under Secretary of Defense (Policy) Mr. Douglas J. Feith ((_." é ) 2 ] ¢ ‘C’ "

Principal Deputy Assistant Secretary (ISA) Mr. Peter C. W. Flory
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March 27,2002 9:00 AM

TO: Larry Di Rita | %/ NESA

FROM: Donald Rumisfeld Q,’{\

SUBJECT: Middle East Relations

The Vice President thinks it is important that over the next 6, 8, 10, 12 months we
travel to the Middle East and that we invite people from the Middle East to the -
United States.

Please see me and come up with a template as to how we might do that.

Thanks.

DHR:dh
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SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

MAY 7 202

The Honorable Daniel K. Inouye
Chairman

Subcommittee on Defense
Committee on Appropriations
United States Senate
Washington, DC 20510-6028

Dear Senator Inouye:

I value highly the discussions that we have had with you and Senator Stevens
about the changes to the Unified Command Plan (UCP). You have impressed me with
your arguments about the importance of sending the right signals to the Asia-Pacific
region. Like you, [ agree that this important and dynamic region is likely to be one of the
most challenging arenas for the U.S. military mn the coming decades. It is critical that we
not only have the capabilities we need to meet those challenges — which I assure youn we
fully intend to do -- but that our friends and our poiential adversaries see clearly that we
do have that kind of strength.

Accordingly, the Chairman of the Joint Chiefs of Staff, the Chief of Naval
Operations, and | have concluded that no changes will be made in the assignment of West
Coast forces for the duration of UCP 2002 or in the FY 2002 or FY 2003 "Forces For”
memoranda.

Further, [ have asked the Chairman of the Joint Chiefs of Staff to work with Office
of the Secretary of Defense staff to examine the range of possible changes that might be
made beyond FY 2003 to ensure that the combined effect of any changes we might make
will show no net decrease but preferably an increase in our perceived presence and
capability 1n the Pacific.

1 have written to Senator Stevens in this regard as well and will keep both of you
apprised of the course of that analysis. Itis a great strategic asset for the United States to
have two states that are so clearly part of the Asia-Pacific region, as our country enters
what could be several challenging decades in that vast region. 1 appreciate the leadership
you and Senator Stevens have shown in this matter,

Sincerely,

™
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SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

MAY 7 MR

The Honorable Ted Stevens
Ranking Member
Subcommittee on Defense
Committee on Appropriations
United States Senate
Washington, DC 20510-6028

Dear Senator Stevens:

1 value highly the discussions that we have had with you and Senator Inouye about
the changes to the Unified Command Plan (UCP). You have impressed me with your
arguments about the importance of sending the right signals to the Asia-Pacific region.
Like you, I agree that this important and dynamic region 1s likely to be one of the most
challenging arenas for the U.S. military in the coming decades. It is critical that we not
only have the capabilities we need to meet those challenges — which 1 assure you we fully
intend to do -- but that our friends and our potential adversaries see clearly that we do
have that kind of strength.

Accordingly, the Chairman of the Joint Chiefs of Staff, the Chief of Naval
Operations, and [ have concluded that no changes will be made in the assignment of West
Coast forces for the duration of UCP 2002 or in the FY 2002 or FY 2003 “Forces For”
memoranda.

Further, [ have asked the Chairman of the Joint Chiefs of Staff to work with Office
of the Secretary of Defense staff to examine the range of possible changes that might be
made beyond FY 2003 to ensure that the combined effect of any changes we might make
will show no net decrease but preferably an increase in our perceived presence and
capability in the Pacific.

I have written to Senator Incuye in this regard as well and will keep both of you
apprised of the course of that analysis. [t is a great strategic asset for the United States to
have two states that are so clearly part of the Asia-Pacific region, as our country enters
what could be several challenging decades in that vast region. 1 appreciate the leadership
you and Senator Inouye have shown in this matter,

Sincerely,
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
1600 DEFENSE PENTAGON
WASHINGTON, D. C. 20301-1600

INFO MEMO

penNAL SouReEL April 29, 2002, 4;00 P.M.
FOR: SECRETARY OF DEFENSE

FROM:  William J. Haynes II, General Counsel MM;WW

SUBJECT: 2002 Amendments to the Manual for C -Martial i es

. You have asked for information regarding the recently announced amendments to

the Mapual for Courts-Martial (MCM), signed April 11, They will take effect
May 15", The President promulgated these amendments in an Executive order,

. By E.O., the MCM implements the Uniform Code of Military Justice (UCMI).
The Secretary of Defense participates in this Presidential rule-making
responsibility by conducting an annual review of the MCM to ensure the MCM
stays current with developments in the law established by statute or case law
decisions, The review also affords DoD an opportunity to make improvements in
the military justice system’s utility and efficiency.

. The Joint Service Committee on Military Justice (JSC), comprised of
representatives of the Military Services, my office, and the U.S. Court of Appeals
for the Armed Forces, performs this annual review {(and other duties as assigned)
under my direction under DOD Directive 5500.17,

’ Complying with OGC instructions, the JSC consolidated four previous packages
being held at OMB that proposed changes to the MCM: the DoD annual reviews
for 1998, 1999, 2000, and a separate package implementing 1999 legislation that
increased the jurisdiction of special courts-martial to impose terms of confinement
from six months to one year. Pursuant to White House Chief of Staff guidance, as
a Bush Administration PAS officer | approved this 2001 consolidation package.

. Attached is a summary of the major E.Q). provisions and focus of the April 14
Washington Post article.

COORDINATION: NONE

{b)(8)

Prepared By: Robert E. Reed, ODGC(P&HP),

Attachment
As stated

G
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2002 Amendments to the Manual for Courts-Martial, United States

By Executive order, dated April 11, 2002, the President promulgated amendments
to the Manual for Courts-Martial. United States (MCM). The MCM implements
the Uniform Code of Military Justice (UCMYJ). This E.O. consolidates four
previous DoD packages proposing changes to the MCM: the DoD annual reviews
for 1998, 1999, 2000, and a separate package implementing 1999 legislation that
increased the jurisdiction of special courts-martial to impose terms of confinement
from six months to one year.

On April 14, the Washington Post focused an article on the E.O. provisions that
authorize sentences to confinement for life without the possibility of parole;
guidance regarding the offense of adultery under Article 134, UCMJ; and a
military judge’s authority to issue protective orders, 1.e., “gag orders,” to trial
participants and witnesses to preclude them from making public comments that
might be prejudicial to a fair trial.

. The “life without parole” provisions were MCM conforming changes to the
1998 enactment of Article 56a, UCMYJ, establishing that for all offenses for
which life imprisonment was authorized, such imprisonment may be
adjudged without the possibility of parole.

. In 1997, Secretary Cohen directed a review of the adequacy of existing
MCM guidance regarding the offense of adultery. The review followed
publicity about Lt Flinn’s court-martial and a matter involving General
Ralston, then Vice Chairman of the Joint Chiefs of Staff. During the
review, commanders requested guidance on when such conduct was
“prejudicial to good order and discipline or service discrediting” — an
essential element of proof for all Article 134, UCM]J, offenses. The
guidance provides factors to consider from Courts of Criminal Appeals and
U.S. Court of Appeals for the Armed Forces decisions.

. The provisions authorizing military judges to issue “gag orders” follows
military appellate court decisions and makes specific provision within the
MCM for such orders.

The most significant change to the military justice system — the increase in special
court-martial jurisdiction to allow for confinement to be adjudge for up to one year
— was not mentioned in the Washington Post article. The E.O. also establishes an
offense for credit/debit card offenses, defines a “civilian conviction™ for use in
courts-martial sentencing deliberations, increases to $500 the dollar threshold for
certain offenses for which increased punishments are authorized, and makes other
technical, administrative changes.

11-L-0559/0SD/8441
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7:51 AM
TO: Jim Haynes

FROM: Donald Rumsfeld s?(\,
DATE: April 15,2002
SUBJECT: Washington Post Article

Please tell me what this article from the Sunday April 14, 2002 Washington Post is
about; “Military Courts Get New Powers from White House.”

Thanks.

DHR/azn
04i302.05

Attach: Washington Post “Military Courts Get New Powers” 4/14/02

!

Please respond by: H l 20

3 i
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Military Courts Get New Powers

Life Sentences, Adultery Prosecutions Among Rules Bush Invoked

Associcted Press

Military courts could sentence
some criminals to life without pa-
role and forbid witnesses to talk to
reporters under changes to the man-
ual for courts-martial issued by the
White House.

The changes also spell out for the
first Ume rules for prosecuting
membets of the military for adul-
tery. The rules say the adultery must
ejther damage military order and
discipline or hurt the military’s rep-
utation.

The new tules, issued Friday, take
effect May 15. As commander in
chief, President Bush has the power
to write regulations controlling mil-
itary courts.

Bush’s new rules allow military
courts to sentence defendants to life
in prisan either with or withaut pa-
role for serious crimes such as mur-
der, rape and kidnapping. Previ-
ously, the courts could sentence
those criminals to a life sentence
with no determination of whether
parole would be allowed.

The new rules also allow military
judgtes to issue “gag orders” prohib-
iting witnesses or parties to a case
from discussing the case outside the
courtroom. Civilian courts some-
times issue such orders to prevent
public statements judges believe
could improperly influence jurors.

Eric Seitz, a California lawyer
who has been invelved with more
than 1,000 court-martial cases, said

n 1997, 1t
Kelly Fiinn
quit the Air
Force rather
than face
court-martial
for aduttery.
FILE IMOTO/BY PATRICK. HAGERTY
FOR THE WASHINGTON POST
the gag order could be unconstity-
tional, depending on how broadly it
is applied.

“T suppose that in the military
people can be ordered not to com-
municate to people outside the com-
mand structure,” Seitz said. *But
outside of that, there may be a prob-
lem. with a military judge ordering
civilians not to talk.”

Adultery by a member of the mil-
itary is a crime that can lead to a dis-
honorable discharge and up to one
year in prison.

The new rules state that adultery
‘is clearly unacceptable conduct®
but that tobe 2 crime it “must either
be directly prejudicial to good order
and discipline or service discred-
iting” That means the adultery
must have a divisive effect on a rail-
itary unit or be so well known that it
dishonors the military.

In deciding whether to charge
someone with criminal adultery,
commanding officers should consid
er greemstances including the rank

11-L-0559/0SD/8443

of the offenders, the misuse of gov-
emment time or resources, whether
the adultery persisted despite or-
ders to halt it and its impact on the
mibitary unit.

“The way in which adultery is
pursued as a crime has been vastly
unfait for years,” Seitz said. “High-
ranking officials have affairy in fult
view of other officials and then the
military decides o make an example
of a private. If these rules create a
mote fair situation, T am for it.”

Earlier rules had said that adul-
tery must damage ‘military disci
pline or hurt the military's rep
utation to be a crime, but they did
not spell out how that was to be de-
termined.

The military had several public
cases of adultery during the late
1090s. In 1997, Lt. Kelly Flinn, the
Air Foree's first fernale B-52 pilot,
resigned rather than face adultery
charges for an affair with the hus-
band of another Air Force member.

Flinn's case led to charges by crit-
ics that there was a double standard
that shielded male officers from
adultery charges.

Since then, at least four generals
and admirals have been punished
for adultery and related offenses.
They include retired Maj. Gen Da-
vid Hale, the highest-ranking Army
officer to face a court-martial since
1952, and Sergeant Major of the Ar-
my Gene C. McKinney, then the Ar-
my's highest-ranking enlisted sal-
dier.




UNDER SECRETARY OF DEFENSE

4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000

INFO MEMO

May 7, 2002 - 4:00 PM

FOR: SECRETARY OF DEFENSE

FROM: DAVID 8. C. CHU, UNDER SECRETARY OF DEFENSE

(PERSONNEL AND READ B > F Sy DA

SUBIJECT: Personnel Movements and Unit Cohesion ~ *“Snowflake”

You asked if keeping people together their entire careers, as in the British regimental
system, could enhance unit cohesion and improve combat readiness and capability

} Crab A).

The short answer is, “not necessarily,” There are no empirically demonstrated
problems today with unit cohesion. Moreover, our interest is in task cohesion {(not
social cohesion). The research literature shows that effective leadership is vital for
developing task cohesion and assuring successful performance.

Keeping people together in units increases depth of experience, but this trades off
against other worthwhile goals; e.g., developing breadth in individuals and spreading
expertise across the force. The Army experimented with a unit management approach
in the 1980s in a program called COHORT. Evaluations of this effort were
inconclusive,

Atutached at Tab B is our computation of average time at station (a crude measure of
stability), for all personnel, officer and enlisted. The Air Force consistently does
better than its sister services—but the Marine Corps, with the least stability, is argued
by some to be more “cohesive™!

COORDINATION: NONE

Attachments: As Stated

Prepared By: Dr. John D, Winkler (DASD/M&P)

(b)(8)
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SRBWIRRe

March 27,2002 10:59 AM

TO: David Chu
FROM: Donald Rumsfeld “\7/\

SUBJECT: Unit Cohesion

I would like some kind of an analysis of unit cohesion.

My recollection is that the Brits used to keep people together their entire careers. 1
have a feeling we move people around so fast that there isn’t any unit cohesion at
all, and the inevitable effect is that combat readiness and combat capability is

degraded.
What ate the facts?

Thanks.

DHR:dh
032702-22

Please respond by | 9 , o~

11-L-0559/0SD/8446
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' Average Months at Station

Bl USAF

B Army
UsSmC

[ Navy

—— All Services

1996 1997 1998 1999 2000
Source: Defense Manpower Data Center
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SHBWiiRe

March 27,2002 10:59 AM

TO: David Chu

ce

FROM: Donald Rumsfeld ﬁ?{\

SUBJECT: Unit Cohesion

I would like some kind of an analysis of unit cohesion.

My recollection is that the Brits used to keep people together their entire careers. I
have a feeling we move people around so fast that there isn’t any unit cohesion at
all, and the inevitable effect is that combat readiness and combat capability is
degraded.

What are the facts?

Thanks.

DHR:dh
03270222

Please respond by ©4119 { el

77 Trr LC
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SHeviRe

March 25,2002 2:06 PM

TO: VADM Giambastiani %
FROM: Donald Rumsfeld (D/\_

SUBJECT: Boarding Ships

Did we ever get legal authority to actually board ships?

Thanks.
DHR:dh

03250249

Please respondby 24 / ’ f/ oL
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t .
oo : : 1:54 PM
TO: Jim Haynes
CC: Pete Aldridge
Dov Zakheim

| q'_i\?iFROM: Donald Rumsfeld ?/L
ﬁﬁ _,./;7 i DATE: April 17, 2002
A SUBJECT:
I just read this memo from Jim Haynes on credit card abuse. Seems to me it is
important to remember that when you are in arrears, you are charging the
government interest, and when you charge the government interest for personal
things you have charged on the government credit card, you are stealing money

from the government.

I don’t think that a lax attitude about this is the proper thing. It reflects

misunderstanding about the cost of money.

Thank you.

DHR/azn
041702.26

Attach; Haynes response to snowflake (3/15/02) Re: Credit Card Abuse 4/8/02

Please respond by: . o

/5
/‘7:37%_;,7 slaa? VIt

o f%? ch

/‘%5/2

Larry D} Rit:
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GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
1600 DEFENSE FENTAGON
WASHINGTON, D, C. 20301-1600

INFO MEMO

GEMERAL COUNEGEL,

April 3, 2002, 12:05PM
FOR: SECRETARY OF DEFENSE

FROM: William J, Haynes 11, General Counselu‘“"rut/‘/ yq'

SUBJECT: Credit Card Abuse

e You asked about the $62 million of credit card waste and card misuse. There are two
different charge card programs with different issues.

= The travel card Eﬂ_,) oram

e Senator Grassley said that DoD personnel defaulted on $62 million in
“official” travel expenses. We believe this figure is generally correct.

e Theco individual ¢ illion (M). It
collected $22M and asked DoD to collect $35M through salary offset. DoD

is now collecting most of this through salary offset.

e Secnator Grassley and Representative Horn provided to you a list of 709
officers who reportedly were in arrears on their travel cards. There is no
allegation of misuse — rather, Grassley and Hom allege payments are late.

» Cardholders are personally responsible for card debts although they sign an
agreement to use the card only for official trave! expenscs.

s The Military Departments are investigating and will prepare a response.

@ purchase card DTOQEID

e There are allegations that both civilian and military personnel uscd the
purchase card for personal purchases.

s [t appeurs that there has been an uneven record of the use of internal
controls, although efforts ar¢ underway to rectify this.

» Both programs: USD(AT&L)(purchase card proponent) and USD(C)(travel card
proponent) are developing initiatives to provide better internal controls over both
the purchase and travel card programs.

COORDINATION: None
Prepared by: Elizabeth Buchanan[®X6) ]

<
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March 15,2002 8:33 AM

TO: Jim Haynes
O\Q\i‘i FROM: Donald Rumsfeld(\ﬁ\

\M SUBJECT: ~Credit Card Abuse

What is the story on the $62 million of credit card waste and officers usihg the
cards to make personal rather than official purchases? '

Thanks.

DHR:dh
031502-8

Please respond by a3 [249 ] 2%
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Snowflake

May 8, 2002 8:30 AM

TO: Larry Di Rita
FROM: Donald Rumsfeld ’W\

SUBJECT: PM Sharon Materials

Here are the Sharon documents that supposedly indict the Palestinian Authority. 1
cannot read them—much of the key material is in Arabic. Please give them to the

people here in the Department who ought 1o have them.

Thanks.

Attach.
PM Sharon Materials

e, f L s

Please respond by ﬁé&% ( _Q% AZQJ’P\ o /7(57/“’*/

A /j
Y //Q.
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Snowflake

May 7,2002 7:00 AM

TO: VADM Giambastiani

FROM: Donald Rumsfeld /? /L

SUBJECT: PM Sharon Documents

Please give me the documents that Prime Minister Sharon left for me. No one
ever gave them to me. There were two documents that explain what is going on in

the Palestinian Liberation Authority.

Thanks.

DHR:dh
050702-2

Please respond by __ 05 [ 67 far
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The Involvement of Arafat, PA |
Senior Officials and Apparatuses
in Terrorism against Israel,
Corruption and Crime

- .

Prepared by a team headed by
Dani Naveh
Minister of Parliamentary Affairs

11-L-0559/0SD/8457 uo8b1s /02
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3 May 2002
TR2~350-02

Y

Large Sums of Money Transferred
by Saudi Arabia to the Palestinians
are Used for Financing Terror
Organizations (particularly the
Hamas) and Terrorist Activities
(including Suicide Attacks inside
Israel)

11-L-0559/0SD/eass 108018 /02
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April 24,2002 8:05 AM

TO: Doug Feith IS »;ﬁ
FROM:  Donald Rumsfeld '\]\ '
SUBJECT: Egyptian MoD

Tom Franks recommended that we invite the Egyptian Minister of Defense to visit
" the U.S. sometime after the Crawford meeting with Abdullah is over. Has he been

here yet? m
‘"-"_, \
Thanks. <
_Q
DHR:dh —%
0424023

Please respond by O slos/o=
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Suowflake

TO: Gen. Dick Myers

Gen. Pete Pace

Paul Wolfowitz

Gen. Larry Welch
FROM:  Donald Rumsfeld) |
DATE: April 15, 2002

SUBIJECT:

11:47 AM

Attached is a note I just received from Howell Estes, and 1 think it is well worth all

of our considering as we worry our way through the issues on SPACECOM and

STRATCOM.

Please let me know what you think of his suggestions.

Thank you.

DHR/azn
041502.26

Attach: Memorandum from Gen. Estes

Please respond by:

11-L-0559/0SD/8460
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» SNOWHERe

September 3, 2002  8:04 AM

TO: Gen. Jones
FROM: Donald Rumsfeld ’\}\

SUBJECT: Hemingway Article

Many thanks for sending me the article from VFW magazine.

Attach.
2002

DHR:dh
0903023

Please respond by —

11-L-0559/0SD/8461

08/21/02 CMC memo to SecDef re: “At the Tip of the Anti-Terfonsm Spear,” VFW, August
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COMMANDANT OF THE MARINE CORPS

21 August 2002

etary,

ou’d like to see a copy of Al Hemingway’s article
1e Anti-Terrorism Spear, which recently appeared in VEW

yrovides an excellent overview of recent advancements in the

| Hemingway

- 1

gh little known, the U, S. Marines

tain special anti-terrorism units.

2 tiiate back nearly 15 years, and

-}

new brigade ‘has been up and

ng‘; for almost a year.

anti-terrorism and force protection capabilities.

Semper Fidelis,

“1 was tapped to command the brigade
10 days after the World Trade Center and
Pentagon attacks,” O'Dell adds. His com-
mand inclades Fleet Anti-Terrorism
Security teams, the Chemical-Biological
Incident Response Force and Security
Guard detachments. Presently, the 3rd
Bn., 8th Marines, serves as the anti-ter-
rorism core. All told, 6,000 Marines and
sailors comprise the 4th MEB.

WL AT :‘m.;i‘t.
B —

SIRETIR (AT TR THN S 5 I

24 « VFW * August 2002
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Missions varied considerably for the
FAST Marines in Panama “I went from
Arraijan (2 town near Howard Aif Base]
to working with the police 1o helpigg pro-
vide security at the ambassadork resi-
dence,” Staff Sgt. Paul May recalled. “We
were going from jungle pamolling to
guard duty in one day—it was veryl diver-
sified. And when Vice President Quayle
came later, we provided his security”

TTL0559/05D/8462

m Spear

One of FAST’s most high-profile oper-
ations occurred in East Africa in August
1998 after the U.S. embassies there were
bombed by Osama bin Laden’s terror net-
work The 2nd FAST Company sent its
2nd Platoon to Dar es Salaam, Tanzania,
and its- 1st Platoon to Nairobi, Kenya.
Each platoon consisted of 45 men.

Tearn members worked shifts of 16
hours straight filling sandbags, stringing
razor wire and setting up communica-
tons. They also guarded and patrolled
tenise embassy perimeters.

The devastation they witnessed was
overpowering. “I was in shock,” Sgt.
Shane Cook recalled. “I was just a kid
when the hombing in Beirut took place.
Words cant describe the destruction
caused by the bombing.” His horror was
shared by all the Marines who experi-
enced the bombed-out sites firsthand.

FAST units also have been invoived in
the Persian Gulf, Liberia, Somalia, Haiti,
Macedonia and Yemen {because of the
USS Cole bombing in 2000). Mast recent-
Iy, they provided security for the hospital
ship USNS Comfort docked in New York
Harbor following the World Trade Center
terrorist attacks last September.

A FAST company usually comprises 52
“hand-picked” men. The screening process
is rigid. Any infraction of rules is grounds
for being disqualified from the training
program or later, the unit.

Lance Cpl. Joshua Whatley, a new FAST
Marine staticned at Kings Bay, Ga,
remarked: “I joined because to me ir's a step




T

above the normal grant [infantryman]. [
was real proud when I was selected.”

Training for FAST Marines is conducted
at Chesapeake, Va. As the crack of 9mm
rounds reverberated in the background,
Capt. Drew Knight explained: “Marines
here go through extensive weapons train-
ing. Everything from 9mm Beretta pistols
to shotguns to M-4 carbines,

“Quite a bit of focus also ts placed on
close combat trainjng. They practice the
proper method of entering a room, nego-
tiating stairwells and high-level entries.

“Targets are placed at various points so
the men can identfy a ‘terrorist’ from a
‘friendly. We use a one- and a three-story
building for different situations. The one-
story structure has walls that can be
moved to create a more challenging envi-
ronment for the Marines.”

Lt Col M.J. Popovich, FAST Battalion
executive officer, emphasized, “Everything
we do is anti-terrorism, not counter-terror-
istn. In simple terms, anti-terrorism mea-
sures are defensive. Counter-terrorism
measures are offensive in nature”

When a FAST platoon is “down range,”
or deployed, platoon commanders deal
directly with the fleet commander.

FAST platoons are located worldwide
to react quickly to anv emergency. “A typ-
ical deployment lasts six months,” contin-
ues Popovich, “We have platoons at Kings
Bay, Ga., and Bangor, Wash., guarding
strategic weapons. Another one is at
Patuxent River, Md., providing security
for strategic aircraft.

“One platoon is at Guantanamg Bay,
Cuba, protecting the old fence line.jAlso,
we guard nuclear subs during their pefuel
and defuel operations. Right now, ye are
in the process of consolidating our|units
in London; Neples, Italy; Rota, Spaid; and
Keflavik, Iceland, under Marine Corps
Security Force Company, Europe. At
Yokusaka, Japan, we have a FAST plitoon
ready to assist the fleet there.”

Stateside, 1st FAST Company has seven
platoons located at Norfolk, Va. Th¢ 2nd
FAST Company has six platoons and is
headquartered at Naval Weapons Sttion,
Yorktown, Va. “At any one time,” Poppvich
says, “three quarters of our platoons are
depioved on some type of mission.”

CHEMICAL & BIOLOGICAL THREATS
The Chemical-Biological Incident Response
Force (CBIRF), based at Aberdeen Prbving
Grounds in Maryland, is another arm of the
brigade. Formed in 1996 after the Sarin gas
attack in a Tokyo subway, it is traingd to
respond to chemical or biological terforist
attacks.

Some of its duties include: coordinat-
ing initial refief efforts, security and isola-
tom of an affected site (when authoried),
detection, identification, limited dgcon-
tamination of personnel and equipshent,
and providing medical advice and service
suppaort assistance.

CBIRF has been called out on numérous
occasions: the 1996 Olympic Games in
Atlanta, the 1997 Presidential Inaugura-
tien, the Summit of Eight in Denvet, the

11-L-0559/0SD/8463

‘ A Marine briefs his platoon during a
close quarrers battle training exercise on
Sept. 27, 2001 at Chesapeake, Va.

1998 State of the Union Address and the
50th Anniversary of NATO summit in 1999
in Washington.

“The CBIRF was sent to Sen. Tom
Daschie’s (D-S.D.) office during the recerit
anthrax scare,” O'Dell said “It did a mar-
velous job in biotogical decontarmination of
his office and the House of Representatives
and Senate buildings. The unit was
depioyed five times during that period.”

& fourth component may scon be
added to the Marine anti-terrorism effort,
according to the Los Angeles Times. The
elite Force Recon could be cormmitted to
the U.S. Special Operations Command.
The Marines’ answer to special forces,
members of the 800-man unit recently
demonstrated their prowess as “hunter-
killer” teams in Afghanistan,

Marine Corps’ anti-terrorism capabilities
are continually evolving, “We are still crawl-
ing here,” O’Dell said. “We just can’t get up
and sprint out of the bax. The different
branches of the service must learn to work
closely with each other if we are to be victo-
rious in this new war against terrorism.”

Popovich underscared the enthusiasm
for that mission among Marines: “These
young men come here because they want
to be on the tip of the spear” <

AL HEMINGWAY, a VEW member based in
Comnecticut, 1s a frequent contributor.
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TO: Doug Feith
FROM:  Donald Rumsfeld |\

SUBJECT: Foreign Students

I think you ought to take a look at this piece on foreign students. There is no

question samething has ta be done.

Why don’t you come up with a proposal as to how we get the interagency going

on it.
Thanks.

Attach.
Borjas, George J, “Rethinking Foreign Students,” National Revigw, June 17, 2002,
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{0 SUBJECT: Foreign Students

Attached is a recent National Review article regarding forei

ENSE

August 2, 2002

pn students in the United

States. Maybe it is time to open a new front on the war on ferrorism--on college

campus<s.
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this peace, provided only thar they obey the common law. |
Tslamist rerrorism is founded on a holy Taw that dees not |

exist in order 10 resolve conflicts peacefully, stll less wo offer
terms (o the unbeliever. Nor is it defined over tetritory.
Lslamic law is strictly speaking an extra-territorial, indeed, an
extra-terrestrial law, which marshals human saciery wich a
laud voice from the heavens. Islam means "submission,” and
peace (salm) comes only when all opposition to divine com-
mand is vanquished. From the earliest days of the Praphet’s
exile in Medina, w the Islamist movements of roday, this
extza-terrescrial law has been called down to form the law of
a new and conflict-free sociery. There will be no condlicr in
this new sociery, the Islamist believes, nor because conflice is
resolved but becsuse the general submission to God's will
means that conflicts cannor even begin

Such a conceprion of society, when elevated to 3 political
decerine, is inimical to the spirit of negatiation. It accepus
compromise only as a tactic, and regards the opponent as
having no real right to his cpinions, seill less to his way of life.
It cannot abide discussion, und leams nothing from those
who disagree wich ic It is hardly surprising, therefore, thac
people who heve internalized the Islamic conceprion of law
find it difficulr o integrate inte Western societies. For inte-
gration is possible only by becominp a citizen, and citizens
rnust sec themselves as such, In other words, they must con-
fine their religious and ethnic loyalties o che privaw sphere,
and be fellow citizens with people from other families, other
tribes, and other faiths.

It is hardly surprising that people
who have internalized the Islamic concepticn
of law find it difficult to integrate into
Western societies.

It is nor possible for citizens to enduse the rival and inimical
Inyalries of non-negotiating immigrants withour at some
point becoming affronted. This is what we are beginning ro
see in Europe. And while our native institutions—including
the churches—are constantly extending messages of peace
and conciliation to the Tlamic newcomers, the newcomen
themselves for the most part remain silent, comprehending
ncither the gesture nor che culrure chat exrends it Indeed,
for many of them this gesture is really a form of culwrsl
imperialism, like the repressive tolerance deseribed by
Herbers Marcuse. Unwilling to pay the price of reciprociry,
Muslims frequently retreat into the gheng, where the writ of
citzenship does not run.

How we in the West are to deal with this, I do not lmow.
But one thing is cerrain, which is that we must learn to con-
front the ncw realites, and nor to censor those who draw
atrention ta them For this, too, is part of our Enlightenment
heritage: thar we seek to resolve our conflicts by discussing
them. And discussion is uscless, if it hides the guth. MR

Rethinking
Foreign Students’

A question of the national interest
QEORGE ]. BOR]JAS

ANY forcign leaders—the Philippires’ Corazon Aquino

and lwraclls Ehud Barak, to name just wo——obrained
part of their edycadon in the United States. Such rraining
may be ane of America’s highest valued exports: By giving
future foreign lgaders firsthand exposure (o our system of
government, we| are presumably building a safer, freer, and
more prosperouy world. ' '

Another fore _Hani Hagan Henjour gor a visa

ro study English{at ELS Languape Centers. 3 Betlitz-owned

school thar leasds space at a Jocal college in Oakiand, Calif
g i .

Hedid n ingle class. Instead, he became one ¢
the tervorists in the plane that crashed into the Pentagon on,

Sépte . And two other terrorists were waiting for the
official approval of their student visas to attend flighe
school—an approval that the Immigraticn and Naturali-
2ation Service éu:ifully mailed out six months afcer the
atracks, :

In 1971, the Stace Deparrment issued only 65,000 student
visas. By Z00%, if was issuing 315,000 such visas, and there
inay row be as many as 1 million foreign students in the U.S.
The increase in (he siz¢ of this pregram has ransformed the
typical American university, and the impact is especially
striking in partichilar fields: Foreign students receive 35 per-
cent of the doctgrates ewarded in the physical sciences, and

49 percent of tl;?e in engineering.

The program % row 5o large, 50 riddled with corruption,
and 50 ineptly ryn that the INS simply does not know how
many forcign students are in che country or where they are
enrolled. It has grown explosively withour anyone asking the
most basic questions: [s such a large-seale foreign-student
program in our inverests? What does it cost us? And whate
daes it buy us?

A TICKET TO TH# us.

A foreigner whip wishes to study in che U.S. statts by apply-
ing for admission|to an educational or vocadonal instirycion.
To qualify for a student visa, he must be accepted by an INS-
approved school; he must enroll in it full-time: and he tmust
have sufficient funds for eelf-support.

When the student is admitted into a program, the school
sends him o Form [-20 ("Cerdficare of Eligibilicy for Non-
imimigrant Sruden: Sratus™). The student takes this form o
the local consulake. A corsular official interviews him and
reviews the applitation before deciding whether to grant a

Mr. Borjas Is a prpfessor of public policy at the John E
Kennedy School of Government at Harvard,

H
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visg. [f the student was accepted by several U.S. schools, as is
common, that student has received several 1-20s. Inevitably,
there are numerous teparts of a klack market for the unused
1-20s in many coutiries.

But once a studens entess the ULS., there is pracrically no
monitoring of him: The schools da not even have w report
whether the scudent azcually enrolled, Racently, the Bush
administration has proposed an Interner-based system to
track these students: Each school wauld record any
changes in a student's address, major, er enroliment status.
But this approach will probably not be very effactive, since
the INS lacks the resources to take any action if, for exam-
ple, the University of Southern Californiz reports thac ren
of its forcign students dropped out in the past semesver.
These are already [0 million illagal aliens in the country;
does anyone believe that the TNS can somehow find chose
extra wn?

Indead, many {oreigners want to study in the U.S, pre-
cisely because 4 student viza buys them a dicke: into the
country. Botween 1971 and 1991, juse ever 3 million persons
received student visas, and 393,000 of them were able o
eventually adjust their immigration statos and obtawn 2
“greencard,” or permanentresidence viss. Only abouc 13 per-
cent of che students remain here in this legal monnes; others
remain illegally, snd the lax monitoring system has surely
encouraged many to do so. Around 10 percent of the 3 mil-
lion illegal aliens who received amnesty in the lace 1980s
wete persons with temporary visas, many of chem foreign
students, who had semained in the country after their visas
had expired.

Alchough it might seem rhar 2 student visa does not buy
much of a chance of moving permarently to the US., the
chances would be far smaller without it. Foreigners have very
few .options for migranng legally to the U.S. unless chey
already have rclatives esiding here. One potential avenue is
to eater the ‘diversicy lottery,” in which 50,000 permanent.
tesidence visas are raffled off each year. The lase loteery
attracted 10 million applicants, so the chance of winning 3
green cand was only 0.3 percent, fat smaller than the chances
provided by a srudenc visa,

It would seem that » major roadblock in obtsining 2 stu-
dent visa is that the applicant must be admitted by an INS-
approved educational insticution. There are, however,
around 73,000 schools that are certified to hand out 1-20s.
1t is eye-opening o browse through che actual lisc In the San
Dicgo area alone, the INS grants its seal of approval to near-
ly 400 institudons, ranging from the University of California
at San Diego ro Avance Beaury College, the College of
English Lenguage (where new courses srart every Monday),
the Asian American Acupunciute Universiry, snd the San
Dicgo Golf Academy. Because there are so many INS-
approved ihstitutions, anyene with the money can buy a stu-

dent visa o enter the U.S, America has effectively delegated | .. . The disadyancape is that the school chosen for you may

the task of selzcting immigrants to thousands of privately run
eniides whose incentives need not colncide with the nartson-
al interest.

Consider the financial incenrives of large research univer-
sities. These institutions need workers to staff their science
labs and reaching assistanrs ro assign 1o larpe undergraduace

1

classes, and they would prefer w fill these posidons at low
salaries. Fotciﬂ‘x: students provide an almost limicless supply
of willing workers. Similarly, the owners of privately run
vocational schpols benefit by having more ruidon-paylng st
denes, and have a hupe incentive to sell visas under the
gulse of a foreign-student program.

There ace widespread repores that che program hes eor-
rupted the admission and education standards at some
schools. A well-publicized example involved a San Diego-
area businessman who received berwecn $200,000 and
$300,000 to procure student visas for Middle Eastern students,
In this inuicate scheme, an admissions officer accepted bribes
to admit the udents, and professors st three different col-
leges sold passing grade:.

America has effectively delegated the task
of selegting immigrants to thousands of
privately run entities whose incentives need
not coincide with the national interest.

Thete is eyen more corruprion abroad. Because the
fareign-studeht program provides a race opportunity for
migrating w ¢he U.S., thete it o thriving industry of con-
sulting firms rhat grease the wheels of the process. The

firms that guide
prospective students for a fee, In India, the Foreign Srudies
Service Burcdu (www fisbusa.com) will guarantee an 1.20
form for aboug $300, and they even lise the schools where
the potential frudent can be enrolled. The list of 92 schools

is zopped by the University of Wisconsin ac Milwaukee and - -

Southern Mipois University st Carbondale. (The FSSB
removed the feer information from its website soon afrer
the first drafy of chis ardele began circulating.)

There is hiealthy competition amoag these firms.
A South Korean immigration atrorney (www.visas-
usa.com/librafy/foreign_students_chl_e.hmm) gives some
fatherly advice: "There sre probably hundreds of
“YooHakWon' in Seoul, all specislizing in helping studens
find 2 school in the Uniced Seates . . . Thure are advantages
and disadvanfages in retaining their services. The advan-
tage is chet they will probably help you obeain an I-20 Form

not be the rght school for you . . . All "YooHakWons' in
Korea receivel a commission from a school in the United
States when they introduce a student o chem . . . They may
try to inoodute you o & school from which they receive a
commission, rather than finding 2 school which iy right for
you.”

Tinl 06 59/0BD/B467 ;

demand for squdent visas by Chinese nationals is so strogi
that, accordintz to a U.5. consular officiclin Bejling, a fec o
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1n shore, the INS relegated the vatting of prospective stu-
dents vo an amazingly large number of institutions thar ben-
efit financially from rhe presence of foreign students, and ro
foreipn consultants who brazenly misuse, dlstore, and per-
vert the system. This corrupt outcome has lircle o do with
whatever noble goals motivate the program's existence.

THE ACADEMY SCAM

And to whose benefit! A study by the National Academy
of Sciances concluded that all of the immigration aver the
past few decades increased the income secruing to natives
by less than $10 billion a year. Of that $10 billion contribu-
tion, very lirtle—less than $1 billion—can be attnbuted 10
forcigm students, who account for less than 2 persent of all
permanant immigrancs.

The net gain © the country may be small—but the higher-
education industry ean benefit substantially. Foreign stu-
dents are an important part of the workforce in many
universities. Wages and salarles in chis sector are around
550 billion annually. If the huge influx of foraim-student
workers lowered weges by only 5 percene, the payroll savings
would be around 52 billion each year, transferring a signifi-
zant amount of wealeh from workers ro management in thar
industry.

The typlcal discussion
of {oreign students’ contributions
tends to remain on the level of
sweeping platitudes.

Taxpayers also lose. The tuition that colleges charga is not
typically enough o cover the cost of an education. Jordon
Winston, former provost of Williams College, estimates chat
the average per-student subsidy is 36,400 in private univer-
siries and $9,200 in public universicies. The 275,000 foreign
studenos entolled in public institutions are subsidized ro the
tune of $2.5 billion a year This subsidy it so large that the
forvign~scudent program may actually genersee a nee Loss for
the US.

The typical diseusvion of foreipn students’ contributions
tends to remain on the level of sweeping platicudes. For exam-
ple, Michael Becraft, former acting deputy commissioner of
the INS, has said: “Forcign-student programs have been
found to serve U.S. foreipn-policy objectives by expesing
nadonals of other counrries 1o the insticudons and culture of
the United Statey, by helping to cemenc alliances wirth ather
countries, and by mansferring knowledge and skills ro other
countries, patticularly developing countries.” And David
Ward, president of the American Council on Educadon,
recently testified: “Wichour exception, 1 found [foreign stu-
dens) to be diligent and hard.working individuals who . . .
helped expase Arnerican-bom students to the world that they
would encounter after graduating from college.”

@oo4

There is, in fact, litcle evidence to support any of these
claims. If expgsure to foreign studenty is so valuable (o
American srujenu—preparing them for “the world that
they would encbunter after graduating”—why do we pot see
foreign countries offering thousands of dollars 10 Induce
Americans to artend foreign universices! Those countries
have much mpre to gain by exposing their students
Americans. We are the world's largest market, and our cul-
ture and politjes dominate world affairs. Yer France has
managed wich fewet than 12,000 American studenw, and
Germeny with fewer than 5,000,

There is also xhe argument that che U.S, gains because the
foreigm-student program lets us skim the best wlent from
other countries. But over half of the foreimn students who
¢nd up suayingjin the country do so not because of excep-
riona) skills or because they are swamped by job offers after
graduarion, buk simply because they marry an Americar.
And the methdds foreigners use to obrmin studenc visas, and
the ones Amercan institurions use to recruit them, do not
boost our confidence that only the best and the brighrest
show up on ouy doorstep.

One could plausibly argue that foreign seudents have low-
eved the qualiry of undergraduate educarion. Undergradu«
ates often charge thar the poor English of many foreign-born
teaching assistants impede their understanding of the mdte-
rial. And there|is evidence thar foreign-bomn reaching ausis-
rants da Lndc:%l have an adverse ¢ffect on the academic
achievemnent of U.S.-born undergraduates, as measured by
student grades P“d Lest SEOTed.

BREACH OF SECURITY

Bur rhe issue that generared the most concem in die wake
of the Septambpr L1 attacks was not that the benefits of the
foreign-studeny program are greatly exagperared; it was that
foreign students might be a physical threat o Americans.
Henze the IN's development of the computerized system
to tzack the srudents.

Yet the securicy problers would not be solved even f it
were possible 19 track every single srudent most of the time.
By delepating the responsibility for selecring students co
73,000 private pnrities, the NS persists in eredring security
problems. To thke just one example, 14 Syrian men with
scudent viras aprived in the Dallas-Forr Worth airport in
October 2001, They wete all to be cnrolted in a flight
schoal, Dtlta-(%ualiﬂi:ht Aeronaurics, which enrolls a very
larpe number of Middle Eastern students, In fact, Arabic is
the main [angyage spoken ar that school, That schoal's
admission polity would surely raise concerns if it were
teviewed by anlindependent agéncy; but there is no inde-
pendent review

The September actacks reise an even more importan:
question abour|the student-worker program. The U.S. has
tradizionally bapined the export of goads that it considers
vital to national security, such a5 supercomputers, encryp-
tion rechnology, and macerial that can be used 1o produce
weapons of mass desrruction. Yer no similar ban existy on the
knowledge that tan be ecquired in American universities and
exporied abroad, And the potential for this kind of abuse
is not hypotheical: Consider the history of Dr. Rihab

LR Nariowat Review/june 17, 2002

11-L-0559/05D/8468



——————

Urs/2asuz_ 1s:1s rasf{b)6)

g oas

-

Rashida Taha. She obtained a Ph.D. in biology at the
University of East Anglia in the Unired Kingdom. Her
studies were funded by thé Iraqi minisay of higher educa-
tion, and her docroral research was on plant posons. Upan
returning te frag, "Dr Germ,” as she is now known in the
British rableids, became the head of Saddam Hussein's bio-
terrotism team.

Professor Paula Stephan of Georgia Stare University
recently compiled stadstics on doctorates awarded ro stu-

*dents oripinating in countries tatgeted for increased securiry
menitoring, including Algeria, Egypt, Iran, Trag, Saud:
Arbig, and Yemen, Between 1931 and 1999, studenu from
thote countries received 111 doctorates in nuclear and
organic chemistry, with 40 of them going to Iragi students;
434 docrotates in chemical and nuclear engineeting, with
106 goiny tw lraqis; and 112 doctorstes in acomic and
nuclear physles, with 31 going to Iragis.

The Bush sdministration recently propesed that a govern.
ment panel review the applications of foreign stodenos who
want w study in sensitive areas; but this is likely ro be an
incflective response. The panel may need o screen as many
as 2,000 applications per yeas, and it will gee lintle coopera-
tion fiom the universities: According 1o the Associated
Press, n lobbylst for the universicies—seemingly oblivious to
the potentially carastrophic cost of 2 secaricy breach—is
complaining that rhe panel's review “could delay encry into
the country and prevent people from enrolling at the begin-
ning of a school rerm "

Eventually, the US. will have w confront an unpalatable
policy decision: Should foreign seudents belonging w paricu-
lar narional-vnigin groups be barred from ¢ntering partcular
types of educadonal programs?

OUT OF CONTROL

The foreign-student program has been spinning out of
conrol for years. The tegrocist attacks motivated California
Democratic senator Dianne Feinstein to propose a six-
morith moratorium on student visas, giving the INS a
breathing period to put cthe program under tighter control.
Afrer intease lobbying by the nation's vniversitics, however,
Feinstein withdrew her proposal.

[t's not politically correct to say so, but che forcign-
student program may nor be al| char beneficial. Once we
stop humming the Ode wo Diversicy that plays such a cent